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Preface

The SmartServer is a low-cost, high-performance controller, network
manager, router, remote network interface, and Web server that
connects LONWORKs®, BACnet, Modbus, and M-Bus devices to
corporate IP networks or the Internet.
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Purpose

This document describes how to configure the SmartServer and use its applications to manage control
networks.

Audience

This guide is intended for system designers and integrators with an understanding of control networks.

Requirements

Requirements for the running the SmartServer 2.2 software are listed below:

Xii

64-bit and 32-bit Microsoft® Windows 8%, 64-bit and 32-bit Microsoft Windows 7®or 32-bit
Microsoft Windows® XP.

Intel® Pentium® 111 1.3 GHz processor or faster, and meeting the minimum Windows
requirements for the selected version of Windows (Pentium IV 1.5 GHz or faster if running
Echelon Enterprise Services 2.2).

2 GB RAM minimum.

50 to 830 megabytes (MB) free hard-disk space, plus the minimum Windows requirements for the
selected version of Windows.

o The i.LON Vision 2.2 software requires 44 MB of free space.

o If you install Echelon Enterprise Services 2.2 from the SmartServer 2.2 DVD, you need an
additional 270 MB of free space. Echelon Enterprise Services 2.2 is required for maintaining
synchronization between the SmartServer and OpenLNS network databases, adding the data
points of external devices in OpenLNS managed networks to the SmartServer’s built-in
applications and to your custom SmartServer 2.2 Web pages, and managing OpenLNS
networks with the SmartServer Web interface.

If you are running Echelon Enterprise Services 2.2 with a SmartServer operating in LNS
mode, OpenLNS Server or LNS Turbo Editions (3.25) or later must be installed on the
OpenLNS Server or LNS Server computer and on remote OpenLNS clients running EES 2.2.
See the Echelon Enterprise Services 2.2 User’s Guide for more information on installing
Echelon Enterprise Services 2.2.

o You must have the SmartServer 2.0 Programming Tools to create custom C/C++ apps and
drivers (also called freely programmable modules [FPMs]), and to translate the SmartServer
Web interface into a number of different languages (language localization). To build and
upload custom apps and drivers, order the SmartServer 2.0 Programming Tools 2.0 DVD
(Echelon model number 72111-409). To order this DVD, contact your Echelon sales
representative.

o If you install Adobe® Reader 9.1 from the SmartServer 2.2 DVD, you need an additional 204
MB of free space. You need Adobe Reader or another PDF viewer to view the SmartServer
2.2 documentation.

DVD-ROM drive.
1024x768 or higher-resolution display with at least 256 colors.
Mouse or compatible pointing device.

If you are running Echelon Enterprise Services 2.2 with a SmartServer operating in LNS mode,
LNS Turbo Editions (3.25) or newer is required.

Microsoft Internet Explorer 8 or higher, or Mozilla Firefox 18 or higher, Google Chrome 24 or
higher or Apple Safari 6.0 or higher.
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e Terminal emulator such as PuTTY.

SmartServer 2.2 Upgrade Requirements

You must have a SmartServer 2.0 license for each SmartServer 1.0 (a SmartServer running the Release
4, 4.01, or 4.02 firmware) or i.LON e3 plus Server to be upgraded to SmartServer 2.2 (a SmartServer
running the Release 4.06 firmware). Upgrades from earlier i.LON releases are not supported due to
their smaller memory not being sufficient for the SmartServer firmware.

You can use the i.LON AdminServer Web application included with Echelon Enterprise Services 2.2
to automatically upgrade your licensed SmartServers. For more information on using the i.LON
AdminServer to upgrade your SmartServers, see Chapter 2 of the Echelon Enterprise Services 2.2
User’s Guide.

Note: To upgrade i.LON e3 plus Servers or SmartServers that have previously been downgraded to
the i.LON 100 e3 version firmware to the SmartServer 2.2 (Release 4.06) firmware, you must first
manually upgrade them to the SmartServer 1.0 (Release 4.02) firmware via FTP as described in
Chapter 3 of this guide.

SmartServer Documentation

The documentation for the SmartServer is provided as Adobe Acrobat PDF files and online help files.
You can download the latest SmartServer documentation, including the latest version of this guide,
from Echelon’s Website at www.echelon.com/support/documentation/manuals/cis.

This user’s guide, the online help files, and the following documents comprise the SmartServer
documentation suite:

e Echelon Enterprise Services 2.2 User’s Guide. Describes how to use the i.LON AdminServer to
rapidly and automatically deploy and install LONWORKS networks and how to use the LNS Proxy
Web service to manage OpenLNS networks.

e SmartServer 2.2 Hardware Guide. Describes how to assemble, mount, and wire the SmartServer
hardware.

e SmartServer 2.2 Power Line Repeating Network Management Guide. Describes how to install a
PL-20 repeating network and how to use the SmartServer to prepare, maintain, monitor and
control, and connect the network.

o SmartServer 2.2 Programmer’s Reference. Describes how to configure the SmartServer using
XML files and SOAP calls. This allows you to create your own applications that you can use to
configure the SmartServer.

e SmartServer 2.0 Programming Tools User’s Guide. Describes how to write custom built-in
applications called Freely Programmable Modules (FPMs) and deploy them on the SmartServer.
FPMs let you implement custom functionality and tailor the SmartServer to meet your needs.

e SmartServer 2.2 Quick Start Guide. Contains all the information you will need to connect the
SmartServer hardware, install the SmartServer software, and configure the SmartServer using the
SmartServer configuration Web pages.

e i.LON Vision 2.2 User’s Guide. Describes how to create custom Web pages for monitoring and
controlling LONWORKS networks and other control networks.

o IP-852 Channel User’s Guide. Describes how to configure an 1P-852 channel with the Echelon

LONWORKS®/IP 1P-852 Configuration Server. You will need this information if you plan to use
the SmartServer as an IP-852 router.

o Rapid Deployment Example for EES. Describes how to assemble and install a demo board that
you can use to test the new automatic network installation feature.
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SmartServer XMPP Client Developer’s Guide. Describes how to use XMPP to enable the
SmartServer and client applications to communicate bi-directionally when they are located behind
firewalls.

Related Reading

The following additional documents may be useful if you are using certain features of the SmartServer.
You can download these documents from Echelon’s Web site at www.echelon.com/docs.

LNS® Programmer ’s Guide. Describes how to write OpenLNS applications that take advantage of
the network design, installation, maintenance, and control/monitoring capabilities provided by the
SmartServer.

OpenLDV"™ Programmer’s Guide, xDriver Supplement. Describes how an LNS or OpenLDV
application can use the xDriver software to manage communications with multiple LONWORKS
networks over a TCP/IP network. The xDriver software is used to communicate with the
SmartServer when it is functioning as a Remote Network Interface (RNI).

OpenLNS Commissioning Tool User’s Guide. Describes how to use the OpenLNS
Commissioning Tool (OpenLNS CT), which you can use to install the SmartServer in a
LONWORKS network.

NodeBuilder FX User’s Guide. Describes how to use the NodeBuilder tool to develop and test the
applications for Neuron-hosted devices.

Content

This guide includes the following content:

Xiv

Introduction: Provides an introduction to the SmartServer, summarizes the new features in the
release of the SmartServer software, describes the SmartServer built-in applications, and
summarizes how data points are named and organized on the SmartServer.

Installing the SmartServer Products. Describes how to install the Echelon SmartServer 2.2
software, Echelon Enterprise Services 2.2, the Echelon i.LON Vision 2.2 software, and Echelon
NodeBuilder Resource Editor 4.02.

Configuring and Managing the SmartServer. Describes how to connect your SmartServer to a
TCP/IP network. Describes how to use the Setup Web pages to configure the SmartServer’s
properties, which you should do before using any of its built-in applications. Describes how to
reboot the SmartServer. Explains how to connect host devices such as remote SmartServers,
OpenLNS Servers, time servers, e-mail servers, and Web Connection Target servers to your local
SmartServer. Explains how to configure your SmartServer as an IP-852 router and as a remote
network interface (RNI), and how to add dial-up connections to your SmartServer. Describes how
to manage your SmartServer, including how to view the SmartServer’s system information, view
and configure the SmartServer’s system health monitoring, backup and upgrade the SmartServer
firmware, restore the SmartServer to its factory default settings, copy an i.LON 100 e3 server
network configuration to the SmartServer, and replace a SmartServer.

Using the SmartServer Web Interface. Describes how to use the navigation pane in the new Web
interface to access the SmartServer setup Web pages, switch between General and Driver modes,
open the SmartServer built-in applications, add data points to SmartServer built-in applications,
manage network objects, manage devices, and use device templates. Explains how to configure
the Web interface and check error messages.

Using the SmartServer as a Network Management Tool. Describes how to use the SmartServer to
design, install, and maintain LONWORKS, M-Bus, and Modbus control networks. Describes how

to create networks, channels, devices (application devices and routers), functional blocks, and data
points. Explains how to synchronize the SmartServer to an OpenLNS network database. Explains
the differences between LNS and standalone network management and how to switch between the
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two network management service modes. Describes how to use the new device discovery feature
to automatically acquire the Neuron IDs of the devices on the network. Describes how to use the
smart network management feature to install networks. Details how to upgrade, replace,
decommission and test devices with the SmartServer.

e Alarming. Describes how to use the Alarm Generator and Alarm Notifier applications on the
SmartServer. You can use the Alarm Generator to generate alarms based on monitored conditions,
and you can use the Alarm Notifier to send e-mails and update data points based on alarm
conditions.

e Scheduling. Describes how to use the Scheduler application on the SmartServer to schedule
daily, weekly, and monthly updates to the data points on your network. Describes how to overlap
events, and how to start or stop events based on the calculated sundown and sunrise times.

e Data Logging. Describes how to use the Data Logger on the SmartServer to record data point
updates. Describes how to create historical and circular data loggers. Describes how to
automatically transfer data log files to a remote server and extract them to a .csv or XML file.
Explains how to view data logs using the Data Logger: View Web page, and how to monitor and
control data points using the View — Data Points Web page.

e Connecting Legacy Devices Using the SmartServer Inputs and Outputs. Describes how to use the
inputs and outputs on the SmartServer to connect legacy devices to it. Describes how to use the
pulse counter inputs on the SmartServer to connect electric, gas, and water meters. Explains how
to use the digital inputs and output on the SmartServer to connect legacy digital input and output
devices such as switches, push buttons, drive contractors, and alarm bells.

e Using Analog Functional Blocks. Describes how to use the Analog Functional Block application
on the SmartServer to perform mathematical and logical operations on a set of input points and
store the result in an output point, which can be used to control one or more actuator devices.

e Using Type Translators. Describes how to use the Type Translator application on the
SmartServer to connect devices with different data types. It describes how to use and create
scalar-based translations to directly convert an input data point with one type to an output data
point with another type. It explains how to use and create rule-based translations that merge
multiple input points to create one output point, split one input point to create multiple output
points, and split a structured data point into its individual fields.

e Using the SmartServer with OpenLNS CT. Describes how to install the SmartServer with
OpenLNS CT and the LonMaker Turbo Integration Tool, maintain synchronization between the
SmartServer and a OpenLNS CT drawing, and launch the SmartServer’s built-in applications from
a OpenLNS CT drawing. Describes how to link the network variables of external devices in a
OpenLNS CT drawing (formerly referred to as “NVESs”) to the SmartServer’s built-in applications
and custom SmartServer Web pages after synchronizing the SmartServer to an OpenLNS network
database.

e Appendices: Provides information for troubleshooting and managing the SmartServer; using the
SmartServer console application; and using the i.LON 100 Web Server and Security Parameters
program to secure built-in and custom SmartServer Web pages. Includes the SmartServer 2.2 and
i.LON LNS Server software license agreements.

For More Information and Technical Support

If you need help using the SmartServer, you can use the online help files, view the SmartServer 2.2
ReadMe, or read the SmartServer 2.2 documentation. If none of these sources, answer your questions,
you can contact technical support if you have purchased support services from Echelon or an Echelon
support partner.
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Using the SmartServer Help Files

If you need more information on how to use a particular SmartServer Web page, you can click Help to
open a new window with context-sensitive help for that Web page.

1.LON SmartServer

eoweren by = ECHELON'

SETUP

VIEW

SETTINGS HELP LoG OFF
Setup - Local i.LON SmartServer
{2 HELP - i.LON SmariServer - Windows Internet Explorer [=]
= Z =18
— | hetpup10.2.127.3juserjechelonjc_telp |42 X | | 152 |-
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=gl LaN ~ i Google |G+ v G0 ¢ Yy Bookmarks— & 8899 biocked > (;':“‘rettmqs-
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@ [£] Node Object IPv4 address * Setup - TCP/IP

Digital Input 1
(2] Diqital Input 2
(4] Digital Output 1
(4] Digital Output 2
(g Real Time Clock

Subnet Mask * .
Tf you are connecting your SmartServer to a TCP/IP network via the Ethemet port, you can use
this Web page to configure the IP connections of your SmartServer. You can also use this Web
page to configure the IPv6 settings of the SmartServer if you need to connect it to devices that
use the IPv6 protocol. Click Submit to save changes you make to the TCR/IP settings. You

Default Gatewa:

& virtFb DNS Property ;nstu:t”srftfg;t the SmartServer to implement changes made to properties that are marked with an
=@ pulse Counter 1 Automaticall .
nviPcTrigger 1 Address *

You can configure the folowing IP settings on the SmartServer:
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I nunbovalienie 1 ¥ Default DNS Se
>

Hostname

Displays the TCP/IP hostname of the SmartServer. When

the SmartServer establishes a connection with an LNS Server, it
provides tts full qualfied host/domain name so the LNS Server
knows which LonWorks database to open.

<

® 2007 Echelon Corporation

Rarkin NNS S|

Done

If you need help with a particular dialog in the SmartServer Web interface, you can click the “?” icon

in the upper-right hand corner of the dialog to open a new window with context-sensitive help for that
dialog.
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E] You can use this dizlog to add a new external or internal device to a channel in the SmartServer tree
G] or to add a new external device to a channel in the LNS tree. To create a new device, follow these
] steps:
4 . .
1. In the Name property, enter a name for the device that is unigue to the network.
2
i 2. If you are adding 2 device to a channel in the SmartServer tree, in the Location property,
b select the type of device you are creating: External or Internal.
. Y
<
http:/f10.2.127 . 3fuserfechelonfwelcome _Help. hkm ¢’° Trusted sites 100%
Dane ' Trusted sites F100% v

Viewing the SmariServer 2.2 ReadMe

The SmartServer 2.2 ReadMe provides descriptions of known problems, if any, and their workarounds.
To view the SmartServer 2.2 ReadMe, click Start, point to Programs, point to Echelon SmartServer
2.2 Software, and then select SmartServer 2.2 ReadMe First. You can also find additional
information about the SmartServer online at www.echelon.com/ilon.
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Using Technical Support

If you have technical questions that are not answered by this document, the SmartServer 2.2 online
help, or the SmartServer 2.2 ReadMe document, you can contact technical support. Free e-mail
support is available or you can purchase phone support from Echelon or an Echelon support partner.
See www.echelon.com/support for more information on Echelon support and training services.

You can also view free online training or enroll in training classes at Echelon or an Echelon training
center to learn more about developing devices. You can find additional information about device
development training at www.echelon.com/training.

You can obtain technical support via phone, fax, or e-mail from your closest Echelon support center.
The contact information is as follows (check www.echelon.com/support for updates to this

information):

Region

Languages Supported

Contact Information

The Americas

English
Japanese

Echelon Corporation

Attn. Customer Support

550 Meridian Avenue

San Jose, CA 95126

Phone (toll-free):
1.800-258-4LON (258-4566)
Phone: +1.408-938-5200
Fax: +1.408-790-3801
lonsupport@echelon.com

Europe

English
German
French
Italian

Echelon Europe Ltd.

Suite 12

Building 6

Croxley Green Business Park
Hatters Lane

Watford

Hertfordshire WD18 8YH
United Kingdom

Phone: +44 (0)1923 430200
Fax: +44 (0)1923 430300
lonsupport@echelon.co.uk

Japan

Japanese

Echelon Japan

Holland Hills Mori Tower, 18F
5-11.2 Toranomon, Minato-ku
Tokyo 105-0001

Japan

Phone: +81.3-5733-3320

Fax: +81.3-5733-3321
lonsupport@echelon.co.jp

China

Chinese
English

Echelon Greater China

Rm. 1007-1008, IBM Tower
Pacific Century Place

2A Gong Ti Bei Lu
Chaoyang District

Beijing 100027, China
Phone: +86-10-6539-3750
Fax: +86-10-6539-3754
lonsupport@echelon.com.cn
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Region

Languages Supported

Contact Information

Other Regions

English
Japanese

Phone: +1.408-938-5200
Fax: +1.408-328-3801
lonsupport@echelon.com
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Introduction

This chapter introduces the SmartServer, summarizes the new features
in the release of the SmartServer 2.2 software, and describes the
SmartServer built-in applications.
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The SmartServer 2.2 is a low-cost, high-performance, controller, network manager, router, network
interface, and Web server that connects LONWORKS, BACnet, M-Bus, and Modbus devices to
corporate IP networks or the Internet. It features a built-in Web server that allows Web access to all
the data managed and controlled by the SmartServer.

The SmartServer includes built-in applications for alarming, scheduling, logging, translating, and
performing arithmetic, logical and statistical functions on data types. It also includes a Web binder for
bridging multiple LONWORKS domains. The SmartServer also includes built-in 1/0 for reading pulse
meters and digital inputs, and for switching local loads. All data points and built-in 1/0O are accessible
through either the LONWORKS or Web interfaces.

The SmartServer can be used with the included Echelon Enterprise Services 2.2 (EES 2.2) for rapidly
deploying and managing SmartServers and integrating the SmartServer with OpenLNS CT and other
OpenLNS network tools.

EES 2.2 includes the i.LON AdminServer, which is a Web application that you can use to upgrade
SmartServers, backup and restore SmartServers, and create and deploy i.LON templates. For
example, you can backup or upgrade multiple SmartServers at the same time, or you can create a
template of one SmartServer and deploy that template on multiple SmartServers simultaneously. In
addition, when you deploy a template, you can have the SmartServer automatically or
semi-automatically install the devices in the SmartServer or OpenLNS network database included in
the template. This automatic network installation feature is supported for single-channel networks
containing up to approximately 20 devices.

EES 2.2 also includes the LNS Proxy Web service, which enables the SmartServer to directly
communicate with OpenLNS network databases on OpenLNS Server computers. This means that you
can use the SmartServer Web interface as a standalone OpenLNS network management tool to design,
install, monitor/control, and maintain LONWORKS networks, or you can synchronize the SmartServer
with an OpenLNS network database and use the SmartServer to monitor and control the network.

The SmartServer can also be used as a standalone network manager without a connection to an
OpenLNS Server. You can use the SmartServer in standalone mode to manage a small, single-channel
TP/FT-10 or PL-20 network that does not require OpenLNS management or LONWORKS connections.
In standalone mode, the SmartServer serves as a network manager that can directly load, commission,
set online/offline, wink, test, and reset the devices attached to its channel without sending the network
management commands through OpenLNS.

The SmartServer can be used as a Remote Network Interface (RNI), allowing you to use an OpenLNS
or OpenLDV based application, such as OpenLNS CT, to access to a single LONWORKS network
remotely. The SmartServer includes optional IP-852 routing, which you can use to access multiple
LONWORKS networks remotely (you can order IP-852 routing for new SmartServer units or activate it
later). The SmartServer can also be used with the LonScanner " Protocol Analyzer to capture, analyze,
characterize, and display 1SO/IEC 14908-1 Control Network Protocol (CNP) packets either locally or
remotely via the Internet.

The SmartServer includes an optional programming feature that you can use to create and run custom
built-in applications and drivers on the SmartServer called Freely Programmable Modules (FPMs).
The SmartServer also provides a SOAP/XML Web services interface for integration with custom
enterprise applications.

The SmartServer operates on 100 — 240 VAC high-voltage models that are available for TP/FT-10 and
PL-20 channels. An optional built-in 56K V.90 analog modem can be ordered with the TP/FT-10
models.
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What's New in the SmartServer 2.2 Software

The SmartServer 2.2 software includes the following new features:

e LONWORKS Connections in Standalone Mode. Create peer-to-peer bindings in standalone
networks with repeating for rapid response to external events.

e Increased Device and Data Point Limits in Standalone Mode. Install up to 300 devices and use up
to 2,000 data points in a standalone network.

e Maintenance Network Management Mode. Rapidly commission networks by disabling data point
heartbeats and polling messages.

e  Static Repeating Mode. Optimize the performance of power line repeating channels by disabling
the periodic verification of repeating paths.

e Enhanced XMPP Client. Use real-time bi-directional communication between SmartServers and
enterprise applications located behind firewalls. The SmartServer’s built-in XMPP client now
supports connections where the IP address changes because of lease timeouts, and it is now
compatible with Openfire.

e  OpenLNS Server and OpenLNS CT Support. Integrate the SmartServer in networks managed
with an OpenLNS Server. Use the SmartServer with networks managed with the OpenLNS
Commissioning Tool (OpenLNS CT).

e i.LON Vision 2.2. Rapidly create custom SmartServer Web pages with the i.LON Vision 2.2
standalone Web publishing tool.

e Cross Browser Support. View SmartServer 2.2 built-in and custom Web pages using Chrome and
Safari in addition to previously supported browsers (Internet Explorer and Firefox).

e New Languages. View SmartServer 2.2 built-in and custom Web pages in Chinese, Korean, and
Japanese in addition to previously supported languages (English, French, and German).

Note: To use the new SmartServer 2.2 features on a SmartServer 1.0 (a SmartServer currently running
the Release 4, 4.01, or 4.02 firmware) or on an i.LON e3 plus Server, you must have a SmartServer 2.0
license for each SmartServer 1.0 to be upgraded to a SmartServer 2.2 (a SmartServer running the
Release 4.06 firmware).

LoNWoRrks Connections in Standalone Mode

You can create LONWORKS connections in standalone networks. This enables devices on a power line
repeating networks to send and receive event-driven updates. Previously, if you selected the
Standalone network management you could only bind devices using Web connections, which use
polling to transmit and receive data. For example, a presence sensor in a street lighting network can
now detect a car and send the event to an outdoor lighting controller (OLC) to illuminate a street light
and transmit the event to street lights further down the network.

For more information on creating LONWORKS connections in a standalone network, see Connecting
LonWorks Data Points with LonWorks Connections in Chapter 5.

For more information on using LONWORKS connection in a power line repeating network, see the
Power Line Repeating Network Management Guide.

Increased Device and Data Point Limits

You can now install up to 300 devices and use up to 2,000 data points in a standalone network. The
previous limit for standalone networks was 200 devices and 1,000 data points.
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Maintenance Network Management Mode

You can speed up network commissioning using the new maintenance network management mode.
The Network Management Mode box in the Setup - LON Network Driver Web page includes a
new Maintenance option. When this option is selected, the SmartServer does not send out heartbeat
and polling messages. This increases the available bandwidth by freeing up the consumption from
checking data point heartbeats, sending poll requests, and receiving poll message responses. This
management mode is ideal for power line repeating networks. See the Power Line Repeating Network
Management Guide for more information.

Static Repeating Mode

You can optimize the performance of power line repeating networks using the new static proxy chains.
The Repeating box in the Setup - LON Channel Driver Web page includes a new On (Static Proxy
Chains) option. When this option is selected, the power line channel uses repeating, but the
SmartServer does not continuously try to discover and optimize the repeating chains used to
communicate messages from the SmartServer to the devices on the network. This increases the
available bandwidth on the power line repeating network for operational traffic. See the Power Line
Repeating Network Management Guide for more information.

Enhanced XMPP Client

You can use the Extensible Messaging and Presence Protocol (XMPP) to enable bi-directional
communication between SmartServers and enterprise applications located behind firewalls. For
SmartServer 2.2, the SmartServer XMPP client supports connections where the source or destination
IP address changes because of an IP lease timeout. In addition, the SmartServer XMPP client has new
configuration options that make it compatible with the Openfire XMPP server. For more information
on using the SmartServer XMPP client, see the SmartServer 2.2 XMPP Client Developer’s Guide.

OpenlLNS Server and OpenLNS CT Support

SmartServer 2.2 supports the new OpenLNS Server when running in LNS mode. This enables the
SmartServer to remain synchronized with an OpenLNS database in a system managed with an
OpenLNS Server (for example, lighting systems and other building applications where an OpenLNS
Server is used to manage the network configuration). SmartServer 2.2 is compatible with the
OpenLLNS Commissioning Tool and other OpenLNS tools.

i.LON Vision 2.2

You can rapidly create custom SmartServer 2.2 Web pages with the i.LON Vision 2.2 standalone Web
publishing tool.

With i.LON Vision 2.2, you can create custom Web pages for monitoring and controlling the data
points on your SmartServer 2.2—without any knowledge of HTML, JavaScript, or Web programming.
The i.LON Vision 2.2 toolkit provides many objects that you can use to read and write values to data
points, including basic read/write objects; SVG objects (for example, sliders, gauges, and
thermometers); application objects that expose some of the SmartServer’s built-in applications to your
end users; and a custom JavaScript object for implementing your own custom objects.

i.LON Vision 2.2 features quick Web page creation as you can switch between the edit and publish
views of your Web pages without long delays. This means that you can create or edit a custom Web
page and instantly see the results when you publish it.

Cross Browser Support

You can view the SmartServer 2.2 built-in and custom Web pages using Chrome and Safari in addition
to previously supported browsers (Internet Explorer and Firefox).
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New Languages

You can view the SmartServer 2.2 built-in and custom Web pages in Chinese, Korean, and Japanese in
addition to previously supported languages (English, French, and German).

You can work with the SmartServer in any one-byte or two-byte character language by translating the
.properties file in the /web/nls/echelon folder on the SmartServer flash disk. You can perform this
language localization using either the demo version of the SmartServer 2.0 Programming Tools
included on the SmartServer 2.2 DVD or using the full version on the SmartServer 2.0 Programming
Tools included on the SmartServer 2.0 Programming Tools DVD. For more information on ordering
the SmartServer 2.0 Programming Tools DVD, contact your Echelon sales representative. See the
SmartServer 2.0 Programming Tools User’s Guide for more information on how to localize the
language of the SmartServer Web interface.

SmariServer Limits
The SmartServer 2.2 has the following limits:

e Upto 4,096 address table entries.

Up to 32 simultaneous outgoing transactions.
e Upto 1,024 network variable aliases.

e  The number of devices and data points supported by the SmartServer in OpenLNS managed
networks depends on the available memory on the flash disk.

e  The SmartServer can support up to 300 devices and 2,000 data points in standalone networks. This
limit may be lower depending on the number of data points and custom apps on the SmartServer.

e The SmartServer’s App device can support up to 3,000 dynamic network variables, but the
SmartServer may run out of memory before this limit is reached. The practical limit depends on
the sizes of the defined dynamic network variables. You can check the available memory on your
SmartServer using the Setup - System Info Web page. To access this Web page, right-click the
SmartServer icon in the navigation pane in the left frame, point to Setup, and then click System
Info in the shortcut menu. Alternatively, you can click Setup and then click System Info.

SmartServer Compatibility with Network Management
Services and Tools

You can integrate the SmartServer 2.2 in systems managed by OpenLNS and LNS Turbo Edition
Servers (version 3.25 or newer). In addition, the SmartServer 2.2 is compatible with the OpenLNS
Commissioning Tool (CT), other OpenLNS tools, the LonMaker tool, and other LNS tools. For
simplicity when describing network management services and Echelon network tools hereafter, this
document references only OpenLNS Server and OpenLNS CT. For more information on integrating
the SmartServer 2.2 with OpenLNS CT, see Chapter 12, Using the SmartServer with OpenLNS CT.
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Installing the SmartServer 2.2 Products

This chapter describes how to install the Echelon SmartServer 2.2
products including the SmartServer 2.2 software, SmartServer 2.0
Programming Tools Demo, Echelon Enterprise Services 2.2, i.LON
Vision 2.2, and Echelon NodeBuilder Resource Editor 4.02.
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Installation Overview

The following sections describe how to install the following SmartServer products:

Echelon SmartServer 2.2 software.

Echelon i.LON Enterprise Services 2.2.
Echelon i.LON Vision 2.2 Software.
Echelon NodeBuilder Resource Editor 4.02.

Installing Echelon SmartServer Software

To install the SmartServer 2.2 software, follow these steps:

26

1.

2.

Download the SmartServer 2.0 SP4 (SmartServer 2.2) to your computer and click on the
downloaded executable(153-0547-01a_SmartServer_2_SP4 downloader.exe). A WinZip Self-
Extractor will pop up and if you click the Unzip button, it will unzip and automatically open the
Echelon SmartServer 2.2 SP main menu.

x|

Echelon SmartServer 2.2 SP = ECHELON
- y
e
Yol

Click Install Products. The Install Products dialog opens.
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5.

Install Products = ECHELON

Please choose an application to install from one of the options.

“ . Echelon SmartServer 2.2 SP Software

Please note that the installer may take a while to launch.

Echelon SmartServer 2.2 SP Enterprise Services

This will install an application server which runs Web-based applications.

Echelon i.LON Vision SmartServer 2.2 SP

1.LON Vision enables rapid user web page development on the L LON SmantSenver.

Echelon NodeBuilder Resource Editor 4.02.08

Install the Echelon NodeBuiider Resource Editor and LonMark Resource Files.

Click Echelon SmartServer 2.2 SP Software. If SmartServer 1.0 software (Release 4.0, 4.01, or
4.02) is installed on your computer, the following dialog opens prompting you to confirm that you
want to upgrade to the SmartServer 2.2 software. Click Yes to upgrade.

Echelon SmartServer 2.2 SP Software - InstallShield Wizard

2 A previous version of this product has been found in your system. The installation will upgrade it automatically with current version. Do you want to proceed
\'/ with upgrade (Yes) or cancel installation (No)?

A dialog opens prompting to close all applications currently running on your computer. Close any
applications running on your computer, and then click OK.

Echelon SmartServer 2.2 SP Software - InstallShield Wizard

\ i ) Itis strongly recommended to close any applications running on this PC before installation.

The Welcome window of the SmartServer 2.2 SP software installer opens. The original product
name was i.LON SmartServer, so i.LON may appear on some of the screens.
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|§~ Echelon SmartServer 2.2 SP Software - InstallShield Wizard

i.LON

Welcome to the InstallShield Wizard for
Echelon SmartServer 2.2 SP Software

The InstallShield(R) Wizard will install Echelon
SmartServer 2.2 SP Software on your computer.
To continue, click Next.,

WARNING: This program is protected by copyright law and
international treaties.

I Next > l ’ Cancel

Read the information on the Welcome window and click Next.

The License Agreement window appears.

ii& Echelon SmartServer 2.2 SP Software - InstallShield Wizard

License Agreement

Please read the following license agreement
carefully.

X

@ i LON

i.LON® SmartServer 2.2 Software License Agreement
NOTICE

This is a legal agreement between you (*You” “Your”) and Echelon Corporation
{(“Echelon™). ¥OU MUST READ AND AGREE TO THE TERMS OF THIS SOFTWARE
LICENSE AGREEMENT BEFORE ANY SOFTWARE CAN BE DOWNLOADED OR
INSTALLED OR USED. BY CLICKING ON THE “ACCEPT” BUTTON OF THIS
SOFTWARE LICENSE AGREEMENT, OR DOWNLOADING SOFTWARE, OR INSTALLING
SOFTWARE, OR USING SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE
TERMS &AND CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT. IF ¥YOU DO
NOT AGREE WITH THE TERMS AND CONDITIONS OF THIS SOFTWARE LICENSE

ACPCCRACKIT  THICRL VAL CLIAITE R CUTT THITE RACT ARR AT DAL A LR AR

(@)1 accept the terms in the license agresment

(1 do not accept the terms in the license agreement

’ < Back “ Next > ] [ Cancel

8. Read the license agreement (you can read a printed version

of the license agreement in Appendix

E, Software License Agreements). If you agree with the terms, click Accept the Terms and then

click Next. The Customer Information window appears.
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ii& Echelon SmartServer 2.2 SP Software - InstallShield Wizard @

Customer Information

o .
Please enter your information. o l . LO N

User Name:

QOrganization:

|E|:he|0n Corporation

[ < Back ” Next > I [ Cancel ]

9. Enter your name and company name in the appropriate fields. The name and company may be
entered automatically based on the user currently logged on and whether other Echelon products
are installed on your computer. Click Next. The Program Group window appears.

ii& Echelon SmartServer 2.2 SP Software - InstallShield Wizard

Program Group

@ ;LON
Please enter the program group name. l -

Program Group:

chelc\n SrmartServer 2.2 SP Software v

Existing Program Groups:

Echelon SmartServer 2.2 SF Software

[ < Back " Next > l [ Cancel ]

10. Enter or select a program group in the Start menu to use for starting the SmartServer applications
and accessing the SmartServer images and documentation. The default program group is Echelon
SmartServer 2.2 SP Software. By default, the SmartServer 2.2 SP software, SmartServer 2.2 SP
image (iLon100 4.06), and documentation will be installed in the LonWorks\iLon100 LonWorks
folder. The Setup Type window appears.
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i Echelon SmartServer 2.2 SP Software - InstallShield Wizard

Setup Type 0 . .
Choose the setup type that best suits your needs. l . LO N

Please select a setup type.

@) Complete
pl
w All program features will be installed. (Requires the most disk space.)

0

() custom
s Choose which program features you want installed. Recommended for
|!§-_'. advanced users,

[ < Back " Next > l [ Cancel ]

11. Select the type of installation to be performed. It is recommended that you select Complete.
Click Next. The Ready to Install window appears.

iféJ* Echelon SmartServer 2.2 SP Software - InstallShield Wizard IX]

Ready to Install the Program 0 . .

The wizard is ready to begin installation. l . LO N
Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

[ < Back J[ Install ] [ Cancel J

12. Click Install to begin the SmartServer software installation. The installer first checks whether
OpenLDV 4.0 is installed on your computer. 1f OpenLDV 4.0 is not installed on your computer,
the SmartServer 2.2 SP software installer will automatically install it before installing the
SmartServer 2.2 software.

13. After the SmartServer 2.2 SP software has been installed, a window appears stating that the
installation has been completed successfully. The window also provides you with an option to
view the SmartServer 2.2 SP ReadMe, which contains information that is not included in this
user’s guide, and an option to view the default IPv6 link local address of your SmartServer.
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15.

16.

17.

i Echelon SmartServer 2.2 SP Software - InstallShield Wizard

Ly InstallShield Wizard Completed
i.LON

The InstallShield Wizard has successfully installed Echelon
SmartServer 2.2 SP Software. Click Finish to exit the wizard.

Show the readme file

[[] Show default SmartServer 2.2 SP IPv6 address

Click Finish. If you need to reboot your computer, a window will appear prompting you to select
to reboot your computer now or later.

The SmartServer 2.2 ReadMe file appears. When you finish reading the SmartServer 2.2 ReadMe,
close the window.

If you chose to display the default IPv6 link local address (you can open this dialog by clicking
Start, pointing to Programs, pointing to Echelon SmartServer 2.2 Software, and then clicking
SmartServer 2.2 Default IPv6 Address.), enter the MAC ID address of your SmartServer in the
MAC ID box (the MAC ID is located on the bottom of your SmartServer hardware device), and
then click Display Address to show the default IPv6 address.

To use this IPv6 address to access your SmartServer you need to enable IPv6 on your SmartServer
as described in Configuring TCP/IP Properties in Chapter 3.

i.LON 100 Default IPvé Address §|

presz the Display Address button to view your 1LLOM 100'% default P&
Link-Local Address.

MAC ID: [e.g. 00-00-71-00-95-75]
|| j Digplay Address

Default IPvE Link-Local Address:

| Pg Type in the MAC 1D printed an the bottorn of your LLOM 100 then

Installing Echelon SmartServer 2.2 Enterprise Services

The Echelon Enterprise Services 2.2 (EES 2.2) includes the i.LON Admin Server used for managing
and deploying SmartServers, and the LNS Proxy Web service and Tomcat 6 Server used for
communication between the SmartServer and OpenLNS or LNS network databases. You need to
install EES 2.2 in order to synchronize the SmartServer to an OpenLNS or LNS network database, and
add the data points of external devices in OpenLNS or LNS managed networks to the SmartServer’s
built-in applications.
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If you are using LNS mode, or if you are using EES to convert binary log files to CSV format, you
must install either an OpenLNS Server or an LNS Server. The OpenLNS Server is included with the
OpenLNS Commissioning Tool and other OpenLNS tools. The LNS Server is included with the
LonMaker Integration Tool and other LNS tools. If you do not have either server, you can download
the OpenLNS Server from www.echelon.com/openins.

To install the Echelon i.LON Enterprise Services, click the Echelon SmartServer 2.2 SP — Install
Wizard button in the taskbar to return to the SmartServer 2.2 installer, click Echelon SmartServer 2.2
SP Enterprise Services in the Install Products dialog, and then follow the on-screen instructions.
See the Echelon Enterprise Services 2.2 User’s Guide for more information on installing the EES 2.2
software.

After the Echelon Enterprise Services has been installed, the Tomcat 6 Server starts and an EES tray
tool () is added to the notification area of your desktop. If you have installed an OpenLNS Server or
LNS Server, the LNS Proxy Web service is enabled and ready for setup on your SmartServer. For
instructions on setting up and troubleshooting the LNS Proxy Web service, see Adding an OpenLNS
Server to the LAN section in Chapter 3, Configuring and Managing the SmartServer.

For more information on using the i.LON Admin Server and using the EES tray tool, see the Echelon
Enterprise Services 2.2 User’s Guide.

Installing Echelon i.LON Vision Software

You can install the i.LON Vision 2.2 software to create custom 2.2 SmartServer Web pages for
monitoring and controlling your networks.

To install the i.LON Vision 2.2 software, click the Echelon SmartServer 2.2 SP — Install Wizard button
in the taskbar to return to the SmartServer 2.2 installer, click Echelon i.LON Vision SmartServer 2.2
SP in the Install Products dialog, and then follow the on-screen instructions. See the i.LON Vision
2.2 User’s Guide for more information on installing this software.

Installing Echelon NodeBuilder Resource Editor

You can install Echelon NodeBuilder Resource Editor 4.02 and LonMark Resource Files 14 to view,
create, and modify device resource files.

To use the new fast data log transfer feature, the device resource files for the subject data points must
be installed on your computer running EES 2.2. You must also install an OpenLNS Server or LNS
Server to use the new fast data log transfer feature. If you installed an OpenLNS Server, you already
have the version 14 Standard Resource File Set. You can manually copy any user-defined device
resource files to the LonWorks\types\user\<company> folder to your EES 2.2 computer. If you send
binary data logs from your SmartServer to be converted to CSV format and the device resource files
for the subject data points are not present, the conversion will fail.

To install the Echelon NodeBuilder Resource Editor, follow these steps:

1. Click the Echelon SmartServer 2.2 SP — Install Wizard button in the taskbar to return to the
SmartServer 2.2 installer, click Echelon NodeBuilder Resource Editor in the Install Products
dialog.

2. The Welcome window of the NodeBuilder Resource Editor installer opens.
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i@ Echelon NodeBuilder Resource Editor - InstallShield Wizard

Welcome to the InstallShield Wizard for
Echelon NodeBuilder Resource Editor

international treaties,

The Installshield(R) wWizard will install Echelon ModeBuilder
Resource Editor on your computer. To continue, click Mext,

WARMING: This program is protected by copyright law and

I Mext = ] [ Cancel

3. Read the information on the Welcome window and click Next. The License Agreement window

appears.

i'-.% Echelon NodeBuilder Resource Editor - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully,

NODEBUILDER® RESOURCE EDITOR
NOTICE

This is alegal agreement between You and Echelon Corporation (“Echelon™). YOI
MUST READ AND AGREE TO THE TERLE OF THIS B0FTWARE LICENZE
ACGREEMENT EEFORE ANY LICENSED 30FTWARE CAN BE DOWHNLOADED OR
INETALLED OR USED. BY CLICKING ON THE “T AGREE” OR “ACCEFT™
BUTTON OF THIZ 30FTWARE LICENEE AGREEMENT, OR. DOWHNLOADING
LICENZED 20FTWARE, OR INETALLING LICENSED 20FTWARE, OR UZING
LICENZED 2OFTWARE, VOU ARE AGREEING TO BE BOUND EY THE TERME

{1 do nok accepk the terms in the license agreement

(331 accept the terms in the license agresment

W

[ < Back H Mext = ] [ Zancel

]

4. Read the license agreement. If you agree with the terms, click Accept the Terms and then click

Next. The Customer Information window appears.
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6.

i Echelon NodeBuilder Resource Editor - InstallShield Wizard

Customer Information ! I

Please enter ywour information, =

User Mame: Phonehumber:
[l.LON User |
Qrganization: Ernail Address:
|‘f0urCompany |
[Manufackurer IDOptional): WWeb Address:

FFOSE |

Install this application For:

(%) anvone who uses this computer (all users)
() only For me {Jonathan Duval)

[ < Back ” Mexk = ] [ Cancel ]

Enter your name, company name, phone number, e-mail address, and company Web site address
in the appropriate fields. Optionally, you can enter your company’s 5-digit manufacturer ID in
hexadecimal format in the Manufacturer ID box (if you do not have a manufacturer ID, you can
get a temporary manufacturer ID from LonMark at www.lonmark.org/mid). You can enter this
information so that it can automatically be entered when you create resource files with the
NodeBuilder Resource Editor. Click Next. The Ready to Install window appears.

i'-:!:I' Echelon NodeBuilder Resource Editor - InstallShield Wizard

Ready to Install the Program !

The wizard is ready to beqgin installation. =

Click Install ko beqin the installation,

If wou wank o review or change any of vour installation settings, click Back, Click Cancel ko
exit the wizard,

[ < Back H Install ] [ Cancel ]

Click Install to begin the NodeBuilder Resource Editor installation. After the NodeBuilder
Resource Editor has been installed, a window appears stating that the installation has been
completed successfully.
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The Installshield Wizard has successfully installed Echelon
ModeBuilder Resource Editor, Click Finish to exit the wizard,

7. Click Finish.

8. If you installed the NodeBuilder Resource Editor on a computer that has not had any other
Echelon software previously installed on it, you need to register the Echelon resource files in the
resource catalog. To do this, follow these steps:

a. Start the NodeBuilder Resource Editor. To do this, click Start, point to Programs, point to
Echelon NodeBuilder Resources, and then click NodeBuilder Resource Editor. The
Echelon NodeBuilder Resource Editor opens

b. Click File, and then select Add Folder.
c. Browse to the C:\Lonworks\types\user\echelon directory, and then click OK.
d. Click File, and then select Refresh Catalog.

Installing a BACnet Interface

You can purchase and install a BACnet interface for the SmartServer. The BACnet interface is a
custom app for the SmartServer provided by ConnectEx, Inc. It provides an interface that is
compatible with all common BACnet AWS/OWS workstations. For more information on the BACnet
interface for the SmartServer, contact ConnectEx.
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Configuring and Managing the
SmariServer

This chapter describes how to connect your SmartServer to a TCP/IP network. It
describes how to use the Setup Web pages to configure the SmartServer’s properties.
It explains how to add dial-up connections to your SmartServer if an Ethernet
connection is not readily available. It explains how to connect host devices such as
remote SmartServers, OpenLNS Servers, e-mail servers, time servers, IP-852
Configuration Servers, and Web Connection Target servers to your local
SmartServer. It describes how to configure your SmartServer as an IP-852 router and
as a remote network interface (RNI). It describes how to manage your SmartServer,
including how to view its performance; view its system health monitoring
configuration, test its connections; replace it; activate the V40 interface on it; and
migrate an i.LON 100 e3 server network configuration to a SmartServer.
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You can connect and configure your SmartServer before using it to manage, monitor, and control your
networks. To connect the SmartServer you assemble, mount, and wire the SmartServer as described in
the SmartServer Hardware Guide, use an Ethernet cable to connect it to a TCP/IP network, and then
open the SmartServer Web interface.

After you connect your SmartServer, you can use the SmartServer’s Setup Web pages to set its IP
address, SOAP/HTTP services, real-time clock, and security settings. After you configure the security
settings, you can disable the Setup - Security Web page so that other users cannot modify the security
settings. If you change TCP/IP properties marked with an asterisk (*) or security properties marked
with a double-asterisk (**) you need to reboot your SmartServer to implement the changes.

You can create dial-up connections for your SmartServer if an Ethernet connection is not readily
available. You can use the built-in analog modem on the SmartServer (certain hardware models only)
or connect the SmartServer to an external GSM modem. If you create a dial-out connection, you can
connect your SmartServer to other host devices via that connection.

You can connect a number of host devices to your SmartServer by adding them to the SmartServer’s
LAN or dial-up connections. You can add remote SmartServers, OpenLNS Servers, time (SNTP)
servers, e-mail (SMTP) servers, IP-852 Configuration Servers (if you are not using the standard port
on the SmartServer for IP-852 routing [1628]), and Web Connection Target servers (Web server that
can receive SOAP/HTTP requests).

e Adding a remote SmartServer lets you connect the devices on your SmartServer to the devices on
that remote SmartServer, and it lets you manage that remote SmartServer and the network attached
to it from the Web interface of your local SmartServer.

e An OpenLNS Server lets you use the LNS Proxy Web service to synchronize the SmartServer to
an OpenLNS network database; add the data points of external devices in OpenLNS managed
networks to the SmartServer’s built-in applications and your custom SmartServer Web pages; and
maintain and manage the OpenLNS network databases in an OpenLNS Server.

e Ane-mail server lets the SmartServer send out e-mail notifications when alarm conditions occur.

e  Atime server lets you synchronize the date and time on the SmartServer and the other host
devices on the LAN to a common base.

e AnIP-852 Configuration Server lets you create and manage IP-852 channels.

o A Web Connection Target server lets you send data logs, alarm logs, an event scheduler log, or
any user-defined file from your SmartServer to a central enterprise system.

After you configure your SmartServer, you can select a network management service mode. You can
run your SmartServer with OpenLNS network management services or you can use the SmartServer as
a standalone network manager.

e In LNS mode (LNS Auto or LNS Manual), the SmartServer uses an OpenLNS Server or LNS
Server to manage the network. You must use LNS mode if your network is managed by an
OpenLNS Server or an LNS Server. Using LNS mode requires you to install the Echelon
Enterprise Services 2.2 from the SmartServer 2.2 DVD, install an OpenLNS or LNS Server, and
then add an LNS Server to the LAN.

e In Standalone mode, the SmartServer directly manages the network. You must use standalone
mode if an OpenLNS Server or LNS Server is not available for your network. You can use
standalone mode to install and operate a small, single-channel network that does not require
OpenLNS services or connections to other network management tools. Networks running in
standalone mode are limited to a maximum of 300 devices (for FT-10 networks, you need to
attach a physical layer repeater to the network to exceed the 64-device limit posed by the physical
channel).
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You can configure your SmartServer as an IP-852 router (if IP-852 routing is activated on your
SmartServer) to integrate the network attached to your SmartServer into a single large LONWORKS
network that runs over a high-speed IP backbone. You can also configure your SmartServer as an
IP-852 router or as a remote network interface (RNI) to connect an OpenLNS or OpenLDV-based
application to a LONWORKS network remotely via a TCP/IP connection.

You can manage your SmartServer by viewing its performance with the Setup — System Info Web
page; viewing the configuration of its system health monitoring with the systemhealth.conf file on the
SmartServer flash disk; testing its connections with the Setup — Verify Web page; backing it up to
protect your network configuration and your custom SmartServer Web pages; upgrading the firmware
when service packs become available; restoring the SmartServer from a backup or restoring it to its
factory default settings with the SmartServer Web pages or the console application; replacing your
SmartServer if there is a hardware failure; and activating the V40 interface so that you can add
dynamic functional blocks to the i.LON App (Internal) device. You can also migrate an i.LON 100
e3 server network to the SmartServer.

This chapter describes how to perform the following tasks:

Connect the SmartServer.

Configure the SmartServer.

Create modem connections.

Add host devices to the LAN.

Select a network management service.

Configure the SmartServer as an IP-852 router or an RNI.
Manage the SmartServer.

Nogak~owphE

Connecting the SmartServer

After you install the SmartServer software on your computer, you need to connect your SmartServer to
a TCP/IP network. To connect your SmartServer, follow these steps:

1. Assemble, mount, and wire the SmartServer as described in the SmartServer Hardware Guide.
Open the SmartServer Web pages using IPv4 or IPv6.

2. If you are using IPv4 to open the SmartServer Web pages, follow these steps:

a. If your computer is not on the same subnet as the SmartServer (192.168.1.x by default), open
a Windows command prompt with administrator privileges on your computer and enter the
following command:

route add 192.168.1.0 mask 255.255.255.0 %computername$

Note: To open the command prompt with administrator privileges, click Start, type cmd in
the search box, right-click the cmd.exe, and then select Run as Administrator. If you
receive a “The parameter is incorrect” error after entering the route command, replace
$computername$% with the IP address of your computer.

b. Opena Web browser and enter the IP address of your SmartServer. The default address is
http://192.168.1.222.

3. Ifyou are using IPv6 to open the SmartServer Web pages, follow these steps:

a. Enable the IPv6 interface on your computer. For more information on doing this on a
Windows 7 computer, see http://windows.microsoft.com/en-us/windows7/ipv6-frequently-
asked-questions.

b. Setup a DNS entry to create a hostname for the SmartServer. When setting up the DNS
entry, use the default IPv6 address shown by the installation wizard (see step 18 in Installing
Echelon SmartServer Software in Chapter 2)

c. Create the hostname for the SmartServer.
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The SmartServer 2.2 home page opens.

SmartServer 2.2 = ECHELON

Configuration & Service: [English v

Integrate LonWorks®, Modbus, M-Bus, and digital devices
Reduce deployment time with remote site deployment

Reduce commissioning time with automatic network installation
Create custom Web pages with i.LON Vision 2.2

Visualize your data with trend graphs

Create custom applications and drivers

Automatically synchronize with an LNS® Server

Manage up to 200 devices without an LNS Server

Improve network security with HTTPS and S5L

Speed up wireless access with 3G wireless modem support
Increase flexibility with up to 32768 address table entries
Increase performance with up to 256 simultaneous transactions

ST

e 0o ,--‘

Demonstrations SmartServer 2.2 Options Web Resources

+ Demonstrations
* Smartphone
« AirHandler Page

Programming tools e [LON SmarServer Home
Programmability i.LON SmartServer Community
IP-852 (ISO/IEC 14908-4) routing i.LON SmartServer Developer and
Internal modem Integrator Center

i.LON SmartServer eTraining
i.LON SmartServer Documentation
i.LON SmartServer Support

“ s e e
o . . .

@ 2013 Echelon Corporation. All rights reserved

In the Configuration & Service box, select the language to be used for the SmartServer Web
interface. The SmartServer includes English (the default), German, French, Chinese, Korean, and
Japanese languages, but you can work with the SmartServer in any one-byte or two-byte character
language by translating the .properties file in the /web/nls/echelon folder on the SmartServer flash
disk.

You can perform this language localization using either the demo version of the SmartServer 2.0
Programming Tools included on the SmartServer 2.2 DVD or using the full version on the
SmartServer 2.0 Programming Tools included on the SmartServer 2.0 Programming Tools DVD.
For more information on ordering the SmartServer 2.0 Programming Tools DVD, contact your
Echelon sales representative.

See the SmartServer 2.0 Programming Tools User’s Guide for more information on how to
localize the language of the SmartServer Web interface.

Click Login. A Login dialog opens.
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Connect to 10.2.124.168

=

Y

The server 10.2,124.168 at i.LOM requires a username and
passward,

‘Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure connection).

User name: |ﬂ ilan v|
Passward: | o |

Remember my password

I Ok H Cancel ]

7. Enter the User name and Password for logging on to your SmartServer, which are both i 1on by
default, and then click OK. The SmartServer - Welcome Web page opens.

1.LON SmartServer vouenes s = ECHELON'
i.LON SmartServer - Welcome

Navigate -~

@ General O Driver
Flgls LAN
El & SmartServer
& Remote Access
7 Net
# & my mailserver.my domain.com

Welcome.

This web site provides access to a
LONWORKS network. It is hosted by 3
an i.LON SmartServer.

For mere informatien en the i.LON
family of products, including

snffware undates nleasze visit Y
© 2007 Echelon Corporation i.LON SmartServar Embadded Software Version 4.00.130

v

The navigation pane on the left side of the SmartServer Web pages provides a hierarchal view of the
LAN on which your local SmartServer resides. The top level of the navigation pane shows the LAN
icon, which represents the SmartServer’s Ethernet connection. The host devices on the LAN are then
listed one level below the LAN icon. When you initially connect your SmartServer, your local
SmartServer and a sample e-mail server are the only host devices on the LAN. The remote access
(modem) connections and the network attached to your local SmartServer are listed one level below
the local SmartServer icon.

You can connect other host devices to your local SmartServer via its Ethernet connection or a dial-up
modem connection. The host devices you can connect to your local SmartServer include OpenLNS
Servers, e-mail (SMTP) servers, time servers (SNTP), IP-852 Configuration Servers, Web Connection
Target servers, and remote SmartServers. See Adding Host Devices later in this chapter for more
information on how to do this.
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Configuring the SmartServer

After you can connect your local SmartServer to a TCP/IP network, you can use the SmartServer’s
Setup Web pages to configure its TCP/IP, SOAP/HTTP, time, and security properties. When you
change the TCP/IP and security properties of the SmartServer, you may be required to reboot your
SmartServer. The following sections describe how to perform the following configuration tasks for a
SmartServer.

Configure TCP/IP properties.
Configure SOAP/HTTP properties.
Configure time properties.
Configure security properties.
Reboot the SmartServer.

Configuring TCP/IP Properties

If you are connecting your SmartServer directly to a TCP/IP network via the Ethernet port, you must
configure the SmartServer’s TCP/IP connection properties. To configure the TCP/IP properties,
follow these steps:

1. Right-click the SmartServer icon, point to Setup, and then click TCP/IP on the shortcut menu.
Navigate

® General O Driver
dgfs LAN
=l &= SmartServer
';" Remote A garyp ) TCP/IP
Bl 5 Net
# VirtCh | Delete Templates Service
=< LON
= | ON IP .
& my mailserver.my domain.com| Security

Time

System Info

Verify

LON Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

Alternatively, you can click Setup and then click TCP/IP to configure the TCP/IP properties on
your local SmartServer.

2. The Setup — Local SmartServer (TCP/IP) Web page opens.

42 Configuring and Managing the SmartServer



Setup - Local i.LON SmartServer

Hostname
| |smantServer

IP Property Value

Jﬂ.l_ltu:lrnEl‘ciu::ElIIw,-r obtain IP
Address *

IPv4 address * | | | |

Subnet Mask * | | | |

Default Gateway * | | | |

DNS Property Value

|:|Jf3.|_|t|:|rr'|El'ciu::ElIIw,-r obtain IP

Address *

Default DNS Server * |U _|U _|U _|U
Backup DNS Server * |U _|U _|U _|U

3. Configure the following IPv4 properties. You must reboot the SmartServer to implement changes
made to properties that are marked with an asterisk (*).

Hosthame Displays the TCP/IP hostname of the SmartServer. When the SmartServer
establishes a connection with an OpenLNS Server, it provides its fully
qualified host/domain name so the OpenLNS Server knows which
LONWORKS database to open.

By default, the hostname is SmartServer. The URL of the SmartServer is
the hostname followed by the DNS suffix. For example, if the hostname
is SmartServerAlpha and the domain suffix is ABCcorp.com, the URL
would be SmartServerAlpha. ABCcorp.com.

Set a unique hostname if you want to have the DHCP server register the
hostname with the DNS server, or when you want to manually register
with the DNS server administrator.

The hostname must start with a letter and it may include numbers, letters,
and hyphens, but it cannot include underscores or spaces. The maximum
hostname length is 19 characters.

IP Property If you modify any of the following IP properties, you must reboot your
SmartServer to implement the changes.
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Automatically
Obtain IP Address

IPv4 Address

Subnet Mask

Default Gateway

DNS Property

Automatically
Obtain IP Address

Default DNS
Server

Backup DNS
Server

Enables the SmartServer to obtain its IP address, subnet mask, and default
gateway from the local network’s DHCP server. As soon as the DHCP
server is contacted, the SmartServer reboots and implements the new IP
address. If the DHCP server cannot be contacted, the IP address, subnet
mask, and gateway are temporarily set to the following addresses:

e |P address: 192.168.1.222
e  Subnet mask: 255.255.255.0
e Gateway: 192.168.1.222

Selecting this option makes the subsequent IPv4 Address, Subnet Mask,
and Default Gateway properties unavailable.

If you plan to use the SmartServer as an IP-852 router, you must ensure
that the SmartServer uses a fixed IP address. See the DHCP section in
Chapter 4 of the IP-852 Channel Users Guide for more information on
this issue.

Enter the static IPv4 address used by the SmartServer. Make sure that the
IP address you enter is not in a range reserved by a local DHCP server.
The default IPv4 address is 192.168.1.222.

Note: If you are using a modem connection, enter a static IP address that
is outside the range of the SmartServer’s Ethernet connection.

This property is unavailable if you select Automatically Obtain IP
Address.

Enter the subnet mask used by the SmartServer. The default subnet mask
is 255.255.255.0.

This property is unavailable if you select Automatically Obtain IP
Address.

Enter the IP address of the gateway used by the SmartServer. The default
IP address is 192.168.1.222.

This property is unavailable if you select Automatically Obtain IP
Address.

If you modify any of the following DNS properties, you must reboot your
SmartServer to implement the changes.

Enables the SmartServer to obtain its DNS Server Address from the local
network’s DHCP server. If the DHCP server cannot be contacted, this
property is temporarily set to 0.0.0.0. As soon as the DHCP server is
contacted, the SmartServer will reboot itself to implement the new DNS
Server IP address.

Selecting this option makes the subsequent Default DNS Server and
Backup DNS Server properties unavailable.

Enter the IP address of the primary DNS server used to resolve OpenLNS
Server names, DNS server names, hostnames, and so on. An IT
department typically provides this information. The default IP address of
the default DNS server is 0.0.0.0.

This property is unavailable if you select Automatically Obtain IP
Address.

Enter the IP address of the secondary DNS server used to resolve names.
The default IP address of the backup DNS server is 0.0.0.0.
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This property is unavailable if you select Automatically Obtain IP
Address.

4. Select the Advanced check box to configure IPv6 properties. The IPv6 properties appear on the

Web page.

Advanced

IPv6 Property

Link Local Address
(Autoconfigured)

Current Default Gateway

x

IPvE Address *

Default Gateway *

IPv6 DNS Property

[ ] automatically obtain IP
Address *

Default DNS Server *

Backup DNS Server ¥

[JEnable IPv6 Interface *

Global Address (Autoconfigured)

Use additional Static Address

value

5. Configure the following

IPv6 properties. You must reboot the SmartServer to implement changes

made to properties that are marked with an asterisk (*).

IPv6 Property
Enable IPv6
Interface
Link Local

Address (auto
configured)
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Enables the SmartServer to connect to devices and servers that use IPv6.
This option is selected by default.

Displays the IPv6 link local address assigned to the SmartServer. The link
local address can only be accessed by IPv6 devices on the local network to
which the SmartServer is attached. If a router is present between your
computer and the SmartServer you will not be able to use this address to
communicate with the SmartServer. Both addresses are automatically
configured by the SmartServer when the IPv6 interface is enabled.

Note: To use this local IPv6 link local address, you need to append the
‘%" character and the number of your computer’s network card to the IPv6
address. You can obtain this number by entering the ipconfig in the
Windows command prompt. The network interface is normally named
“Ethernet adapter Local Area Connection”, and the card number is the
number after the ‘%’ character in your computer’s IPv6 address.

For example, if your SmartServer’s IPv6 address is
FE80::2D0:71FF:FE03:0122 and your computer’s IPv6 address is
FE80::213:72FF:FE98:a649%5, enter the following in your Web browser
to access the SmartServer via IPv6:

http://FE80::2D0:71FF:FE03:0122%5
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Global Address
(auto configured)

Current Default
Gateway

Use Additional
Static Address

IPv6 Address

Default Gateway

IPv6 DNS Property

Automatically
Obtain IP Address

Default DNS Server

Backup DNS Server

Displays the IPv6 global address assigned to the SmartServer. The global
address is accessible to IPv6 devices outside the local network to which
the SmartServer is attached.

Displays the default gateway used by SmartServer for IPv6 addressing.

Enables you to manually assign the SmartServer an additional IPv6

address and gateway in the properties below, in addition to the default link
local address and global address displayed on the Web page. If you select
this option, you must reboot your SmartServer to implement any changes.

Enter an additional IPv6 address for the SmartServer to use. The
addresses must conform to IPv6 addressing standards or an error will
occur when you click Submit. The following provides two example IPv6
addresses:

2002:1234:0000:0000:02d0:71ff:fe00:00aa
2002:1234::2d0:71ff:fe00:aafe::fefe:dddd

The IPv6 Address field also supports an optional prefix length specifier,
which must be a “/”” followed by a decimal integer between 0 and 128. If
it is omitted, it will default to 64. The following provides an IPv6 address
with the prefix length specifier 64:

2002:1234::2d0:71ff:fe00:aa/64

For more details on IPv6 addressing, see “RFC 3513 - Internet Protocol
Version 6 (IPv6) Addressing Architecture” online at:
http://www.fags.org/rfcs/rfc3513.html. Section 2.2 of the RFC describes
the addressing formats shown above in more detail, and section 2.3 of the
RFC provides more details on prefix specifiers.

Enter an additional IPv6 address for the SmartServer to use as a gateway.

Enables the SmartServer to obtain its DNS Server IPv6 address from the
local network’s DHCP server. If the DHCP server cannot be contacted,
this property is temporarily set to 0.0.0.0. As soon as the DHCP server is
contacted, the SmartServer will reboot itself to take on the new DNS
Server IP address.

Selecting this option makes the subsequent Default DNS Server and
Backup DNS Server properties unavailable.

Enter the IPv6 address of the primary DNS server used to resolve
OpenLNS Server names, DNS server names, hostnames, and so on. An IT
department typically provides this information.

This property is unavailable if you select Automatically Obtain IP
Address.

Enter the IPv6 address of the secondary DNS server used to resolve
names.

This property is unavailable if you select Automatically Obtain IP
Address.
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TCP/IP Property

Ethernet Media You can select the Ethernet speed (10 or 100 MB per second) and mode
Speed (full-duplex or half-duplex) of the SmartServer. You have five choices:

e Automatic. The SmartServer employs autonegotiation to determine
the Ethernet speed and mode to use based upon the device with which
it is communicating. This is the default.

e 100 MB Full-Duplex. Data streams in both directions
simultaneously at 100 MB/s.

e 100 MB Half-Duplex. Data streams in one direction at a time at 100
MB/s

e 10 MB Full-Duplex. Data streams in both directions simultaneously
at 10 MB/s.

e 10 MB Half-Duplex. Data streams in one direction at a time at 10
MB/s

6. Click Submit to save the changes. If you change the IP address and want to continue to have Web
access to your SmartServer you must change your computer’s TCP/IP settings to place it on the
same subnet as the SmartServer.

7. If you modified a property marked with an asterisk (*), you must reboot your SmartServer. See
the Rebooting the SmartServer section later in this chapter for more information on how to do this.

Configuring SOAP/HTTP Service Properties
You can configure your SmartServer’s SOAP/HTTP service properties, following these steps:

1. Right-click the SmartServer icon, point to Setup, and then click Service on the shortcut menu.
Nawvigate

® General O Driver
gl LAN
= & smartServer
T Remote A

Setup » TCR/IP
B gz et ? 4
S my mailserv pelete Templates | Service
Time
Security

System Info
Verify

LON Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

Alternatively, you can click Setup and then click Service to configure the SOAP/HTTP properties
on your local SmartServer.

2. The Setup — Local SmartServer (Service) Web page opens.
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3.

Setup - Local i.LON SmartServer

i.LON SmartServer Property Value

Logical 1D

SOAP Path

HTTF Port (Web Server / S04F) |80
Retry Time (defaults to 120 s) 120.0 Seconds

Format values in WebBinder
SOAP messages using

[ Maximum Age

[* For i. LON SmartServer Destination Servers, S0AP Authentication Parameters may be configured in the webparams.dat file

|SmartServer

1030000197882
|WSDLALON100 WSDL

Data Point Format ~

Seconds

Configure the following SOAP/HTTP service properties.

Hostname

SmartServer
Property

Logical ID

SOAP Path

Displays the TCP/IP hostname of the SmartServer. When the SmartServer
establishes a connection with an OpenLNS Server, it provides its fully
qualified host/domain name so the OpenLNS Server knows which
LONWORKS database to open.

By default, the SmartServer’s hostname is SmartServer. The URL of the
SmartServer is the hostname followed by the DNS suffix. For example, if
the hostname is SmartServerAlpha and the domain suffix is
ABCcorp.com, the URL would be SmartServerAlpha. ABCcorp.com.

Set a unique hostname if you want to have the DHCP server register the
hostname with the DNS server, or when you want to manually register
with the DNS server administrator.

The hostname must start with a letter and it may include numbers, letters,
hyphens, and underscores, but it cannot include spaces. The maximum
hostname length is 19 characters.

Displays the user-specified identifier used to manage the SmartServer. By
default, the logical ID is set to the Neuron ID of the SmartServer’s i.LON
App device. You can change the logical ID to any value containing one
or more 2-digit hex pairs (00-FF). For example, 00, 00FF, and 00FFO0O are
legal logical 1Ds.

The path on the SmartServer to which SOAP messages should be
transmitted. This is typically the location of the WSDL or ASMX file on
the server where it receives SOAP messages. The default path is
/WSDL/iILON100.WSDL (the default location of this file on a
SmartServer).

You can password protect the SmartServer’s WSDL using the i.LON
Web Server Security and Parameters program, or by manually
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HTTP Port (Web
Server/SOAP)

Retry Time

Format Values in
Web Connection

SOAP Messages

Using

Maximum Age

configuring the webparams.dat file located at the root level of the
SmartServer ‘s flash disk. See Appendix C for more information on
protecting the WSDL using the i.LON Web Server Security and
Parameters program.

The port the your local SmartServer uses to serve HTTP requests (SOAP
and WebDAYV). The default value is 80, but you may change it to any
valid port number. Contact your IS department to ensure your firewall is
configured to allow access to the server on this port.

Set the amount of time (in seconds) after which the local SmartServer will
not resend failed Web Connection connection messages to the Web
Connection destination. The default value is 120 seconds.

The local SmartServer automatically attempts to resend failed Web
Connection connection messages to the Web Connection destination every
45 seconds.

Select the format used for communicating data point values to the Web
Connection destination. You have two choices:

e Data Point Format. Data point values are transmitted in the format
defined by their SNVT, UNVT, SCPT, or UCPT.

e Raw HEX. Data point values are transmitted in raw hex.

Specify the maximum age (in seconds) to be written to the target data
points on the Web Connection destination when the local SmartServer
sends updated values to them.

If the Web Connection destination cannot communicate with the parent
device of the target data point, the Web Connection destination caches the
updated value it received from the local SmartServer. When the device
goes online, the cached value is written to the target data point provided
that time the value has been cached is less than the maximum age. If the
value has been cached longer than the maximum age, the value is not
written to the target data point.

4. Click Submit to save the changes. Click Back to leave all fields unchanged.

Configuring Time Properties

You can configure the SmartServer’s real-time clock, following these steps:

1. Right-click the SmartServer icon, point to Setup, and then click Time on the shortcut menu.
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Navigate

® General O Driver

I gz LAN
£ &) SmartServer

';"‘ Remote Al Setup B
B o Net

# 2 my mailsery Delete Templates | Service

TCP/IP

Time

Security

System Info

Verify

LOMN Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

Alternatively, you can click Setup and then click Time to configure the time settings on your local

SmartServer.

2. The Setup — Time Web page opens.

Setup - Time

Property

@ Default Time Server
@ Backup Time Server
Last Time Sync

Timezone

Date and Local Time

Value
0.0.0.0:123
0.0.0.0:123

Unknown

(GMT-08:00) Pacific Time (US & Canada) E]

2007 v ||Nov v |28 v|[15  .[38 |08

3. Configure the following time settings:

Default Time Server

Backup Time Server

Last Time Sync

Time Zone

Date and Local
Time

Displays the IP address of the designated default SNTP time server. See
Adding a Time (SNTP) Server for how to add a time server to the LAN
and select it as the default.

Displays the IP address of the designated backup SNTP time server. See
Adding a Time (SNTP) Server for how to add a backup time server to the
LAN.

Displays the last time in which the SmartServer synchronized its clock
with the default SNTP time server. The amount of time varies between 1
to 15 minutes, depending on the difference in time between the
SmartServer’s clock and the SNTP time server. As the difference
approaches 75 ms or less, the interval will keep increasing until it reaches
the maximum of 15 minutes.

Select the time zone in which the SmartServer is located.

Displays the time and date currently stored in the SmartServer’s real time
clock. You may need to refresh the Web page to view the current time.
You can manually enter a different time and/or date.

Note: If you have configured an SNTP time server, changes to the time
and date will be overwritten the next time the SmartServer is synchronized
with the SNTP time server.

4. Click Submit to save the changes. Click Back to leave all fields unchanged.
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Configuring Security Properties

You can configure the SmartServer’s security properties, including enabling HTTPS to further secure
your SmartServer’s Web pages. To set the SmartServer’s security settings, follow these steps:

1. Right-click the SmartServer icon, point to Setup, and then click Security on the shortcut menu.

Navigate
® General O Driver
3 gl LAN
= &= SmartServer
T Remote: Setup b TCP/IP
S Net .
& my mailser Delete Templates | Service
Time
Security

System Info

Verify

LON Command Queue
Powerline Repeating Analysis
Clean Up

Reboot

Alternatively, you can click Setup and then click Security to configure the security settings on
your local SmartServer.

2. The Setup — Security Web page opens.

Setup - Security

General Value

Enable thizs Page without Security Access

FTP/Telnet User Name ilon

FTP/Telnet Password Change Password
Service Port

Enable FTP

21
Enable Web Server ** a0 *=*
44

Enable S5L Web Server ** 3 =
Enable Downlink RNI Connections 1628 =
Enable Telnet 23 =
Enable Remote Dial-In Mot Applicable
Enable Remote Reboot Mot Applicable

—
(23]
(%]
(=]

#*

Enable LonScanner Connections

] Capture all Packets on LonScanner Connections

3. You can configure the following security settings if secure access mode is enabled on the
SmartServer (it is enabled by default), or if the Enable This Web Page Without Security Access
check box is selected. If secure access mode is currently disabled, you can re-enable secure access
using the console application, or you can perform a secure access reset. See the next section,
Enabling and Disabling Secure Access, for more information.
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For properties marked with an asterisk (*), you must first select the check box or button on the left
to configure them. If the check box is cleared, the property is unavailable. You must reboot the
SmartServer to implement changes made to properties that are marked with a double asterisk (**).

General

Enable This Page
Without Security
Access Reset

FTP/Telnet User
Name

FTP/Telnet
Password

Service

Enable FTP

Enable Web
Server
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Enables the security settings on this Web page to be modified regardless if
secure access is disabled. This check box is selected by default.

You can clear this option to prevent users with access to your SmartServer
from modifying your security settings when secure access mode has been
disabled.

For more information on secure access mode, see Enabling and Disabling
Secure Access in the next section.

Displays the user name for FTP/Telnet access to your SmartServer. The
default user name is ilon. You can enter a different user name, which may
be up to 20 characters long and contain letters, numerals, and the
underscore character. Change the user name if your SmartServer is
accessible from the Internet.

The default password is ilon. You can click Change Password to enter a
new password for FTP/Telnet access to your SmartServer. In the New
Password box, enter your new password, which may be up to 20
characters long and contain letters, numerals, and the underscore
character. Re-enter the password in the Re-enter Password field.
Change the password if your SmartServer is accessible from the Internet.

Enables FTP access to the SmartServer. If you select this option, enter the
port the SmartServer will use for FTP communication in the Port column.
This option is selected by default and the port is set to 21.

Enables HTTP access to the SmartServer. If you select this option, enter
the port the SmartServer will use for HTTP communication in the Port
column.

This option is selected by default and the port is set to 80.

If you will be using HTTPS to secure your SmartServer Web pages, clear
this option to disable HTTP access.

If you clear this option, you will not be able to access the SmartServer
Web pages via HTTP after a reset. To re-enable HTTP access, perform a
security access reset. This will reset this option.
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Enable SSL Web
Server

Enable Downlink
RNI Connections

Enable Telnet

Enable Remote
Dial-in

Enable Remote
Reboot

Enable
LonScanner
Connections

Capture all
Packets on
LonScanner
Connections

LonTalk
Authentication
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Enables HTTPS access to the SmartServer. HTTPS is a combination of
the Hypertext Transfer Protocol and a cryptographic protocol such as SSL,
which is used by the SmartServer 2.2. Using HTTPS/SSL, you can help
protect your SmartServer from unauthorized access and secure your
SmartServer’s data.

If you select this option, enter the port the SmartServer will use for
HTTPS communication in the Port column. This option is selected by
default and the port is set to 443.

To use HTTPS/SSL to secure your SmartServer, you must create a
self-signed SSL certificate or obtain a direct-signed SSL certificate and
install it on your SmartServer. For more information on acquiring and
installing an SSL certificate on your SmartServer, see the next section,
Using HTTPS/SSL.

Enables the SmartServer to be used as a Remote Network Interface (RNI).
This allows an OpenLNS application running on your computer to access
an OpenLNS Server remotely. This option is selected by default and the
port on which the SmartServer listens for downlink requests is set to 1628.

For more information on using the SmartServer as an RNI, see Using the
SmartServer as an RNI later in this chapter.

Enables Telnet access to the SmartServer’s console application. This
option is selected by default and the port is set to 23.

For more information on the SmartServer console application, see
Appendix B, Using the SmartServer Console Application.

Enables an OpenLNS Server to dial-in to the SmartServer. This option is
selected by default.

See Adding an OpenLNS Server to the LAN later in this chapter for more
information.

Enables the SmartServer to be rebooted remotely via the Setup - Reboot
Web page. This option is selected by default.

Enables the SmartServer to be connected to the LonScanner Protocol
Analyzer tool, which you can use to monitor and diagnose network
traffic. This option is selected by default and the port is set to 1629. If
you select this option, enter the port number to use to connect to the
protocol analyzer in the Port column.

For more information on the protocol analyzer, see the LonScanner
Protocol Analyzer User’s Guide.

Enables packets directly transmitted to the internal devices on the
SmartServer to be viewed with the LonScanner Protocol Analyzer tool.
These packets will still not be sent on the physical network. This option is
cleared by default.

For more information on the protocol analyzer, see the LonScanner
Protocol Analyzer User’s Guide.
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Raw MD5 You can enter an MD5 authentication key to be used for authentication

Authentication when using the SmartServer as an RNI. This value must match the one

Key specified in the LONWORKS Interfaces control panel application. This box
is unavailable if you are using a Text Secret Phrase for authentication.

Note: Changing the key here is generally not necessary, as it is
automatically updated when modified in the LONWORKS Interfaces
control panel application (provided that the previous key was known by
the control panel, or was the default key [all zeros]).

For more information on using the SmartServer as an RNI and on the
LONWORKS Interfaces application, see Using the SmartServer as an RNI
in this chapter

Text Secret Phrase  You can enter a text secret phase instead of using a Raw MD5
authentication key for authentication when using the SmartServer as an
RNI. This box is unavailable if you are using a raw MD5 authentication
key for authentication.

4. Click Submit to save the changes. Click Back to leave all fields unchanged.

5. If you modified a property marked with a double asterisk (**), you must reboot your SmartServer.
See the Rebooting the SmartServer section later in this chapter for more information on how to do
this.

Using HTTPS/SSL

By default, the SmartServer includes a self-signed SSL certificate for the “SmartServer 2.2 hostname.
The name of an SSL certificate cannot match the host name; therefore, a warning will appear in your
Web browser each time you open your SmartServer if HTTPS is enabled. This SSL certificate is
included for demonstration purpose only and cannot provide secure communication.

To use HTTPS/SSL on a SmartServer, you must replace the default SSL certificate with one that has
been issued for that SmartServer (each SmartServer requires its own certificate). You can either create
a self-signed certificate and install it into your Web browser, or you can buy a direct-signed certificate
from an accredited certificate authority. The SmartServer does not support intermediate certificates;
therefore, make sure that the certificate authority issues direct signed certificates.

After receiving an SSL certificate for your SmartServer, save the private key as private_key.pem and
save the certificate as server_cert.pem, and then upload both files to the /config/certs folder on your
SmartServer flash disk.

Enabling and Disabling Secure Access Mode

You can control whether the security settings on your SmartServer can be modified via the Setup —
Security Web page. You do this by enabling and disabling secure access mode via the console
application.

To re-enable secure access temporarily, enter the enable secureaccess command. Users will
be able to access the security settings until your SmartServer is rebooted. To keep secure access mode
enabled after the next reboot, enter the enable secureaccess always console command (this
is the default secure access mode setting).

To disable secure access temporarily, enter the di sable secureaccess command on the
console application. Users will not be able to access the security settings until your SmartServer is
rebooted. You can keep secure access mode disabled after the next reboot by entering the disable
secureaccess always command. You must also clear the Enable This Page Without Security
Access Reset option on the Setup - Security Web page to ensure that the security settings are
protected; otherwise, users will still be able to access them even when secure access mode is disabled.
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See Appendix B, Using the SmartServer Console Application, for more information on the enable
secureaccess and disable secureaccess console commands.

Performing a Secure Access Reset

If you have disabled secure access on your SmartServer and you do not have access to the console
application, but you do have access to the SmartServer hardware, you can perform a security access
reset to re-enable secure access. To do this, follow these steps:

1. To ensure maximum security, disconnect your computer and SmartServer from the LAN.

2. Remove the SmartServer from the TCP/IP network and attach it to the computer using an Ethernet
cable or a local server hub. This step is optional, but it is likely needed because performing a
security access reset temporarily resets the SmartServer’s IP address to 192.168.1.222.

Press and hold the service pin on the SmartServer hardware.

4. Reboot the SmartServer while holding down the service pin. You can reboot using the
SmartServer hardware or the SmartServer Web pages.

e To reboot using the SmartServer hardware, use a small wire such as a paper clip to press the
reset switch located just below the Output LEDs on top of the SmartServer.

e To reboot using the SmartServer Web pages, right-click the SmartServer icon in the
navigation pane in the left frame, point to Setup, select Reboot from the shortcut menu, and
then click Reboot in the Setup — Reboot dialog.

5. Continue holding the service pin. In approximately 10 seconds, all the LEDs on the SmartServer
will illuminate.

6. Approximately 30 seconds from when the reboot began, the service LED will illuminate solid
yellow. At this point you can release the service pin.

7. The SmartServer enters secure access mode and its IPv4 address, subnet mask, and gateway are
temporarily changed to 192.168.1.222, 255.255.255.0, and 192.168.1.222, respectively (IPv6
addresses are not changed during this process). They are returned to their specified IP addresses
after the SmartServer is rebooted.

Note: The IPv4 address change could place the SmartServer on a subnet with which your computer
cannot communicate. If this occurs, you can either modify your computer’s IP configuration and place
it on the 192.168.1.* subnet, or enter the following command in the Windows Command Prompt
window with administrator privileges:

route add 192.168.1.0 mask 255.255.255.0 %computername$

To open the command prompt with administrator privileges, click Start, type cmd in the search box,
right-click the cmd.exe, and then select Run as Administrator. If you receive a “The parameter is
incorrect” error after entering the route command, replace $computername$% with the IP address of
your compulter.

This command allows your computer to communicate with the SmartServer even when they are not on
the same subnet. This command does not persist through computer reboots, but you can add it to the
startup script for your computer or add the —p option to the route add command listed above.

Securing SmartServer Web Pages

You can secure the Web pages on your SmartServer using the i.LON Web Server Security and
Parameters program. Using this tool, you add security realms for to the webParams.dat file located
at the root of the SmartServer’s flash disk. A realm defines which files (Web pages) and folders on the
SmartServer can be accessed by which users from which IP addresses.

To secure a SmartServer Web page, you create a realm for that Web page’s .htm file, which is located
in the SmartServer’s root/web/user/echelon folder, and define which users can access it from which
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locations. After you create a realm, you use the tool to create or update a webParams.dat file, and you
then transfer the file via FTP to the SmartServer’s root directory.

After transferring the webParams.dat file to the SmartServer’s root directory, users must enter the
user name and password that you defined to access the Web page. You can secure all the Web pages
on your SmartServer by creating a realm for the main.htm file in the root/web/user/echelon folder.

For more detailed information on securing Web pages using the i.LON Web Server Security and
Parameters program, see Appendix C, Securing the SmartServer.

Rebooting the SmartServer
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You must reboot your SmartServer if you change TCP/IP properties in the Setup — Local
SmartServer Web page that are marked with an asterisk (*), change the security properties in the
Setup — Security Web page that are marked with a double asterisk (**), change the country/region of
the SmartServer’s internal analog modem, or add an IP-852 routing or programming license to your
SmartServer.

Rebooting executes the SmartServer’s shutdown and startup scripts, stopping and re-loading the
SmartServer’s modules in an orderly fashion. The reboot process takes approximately 5 to 10 minutes
depending on the complexity of your network configuration. While the SmartServer is rebooting, the
LEDs on the hardware will flash. Once the reboot is complete, the green Power/Wink LED will stay
on solidly.

If your SmartServer is not behind a firewall, the SmartServer - Welcome Web page will open
automatically once the reboot is complete. If your SmartServer is behind a firewall, you may need to
close and then re-open your Web browser.

If DHCP is enabled, this page may not redirect the Web browser to the SmartServer - Welcome Web
page properly. This because the new address from the DHCP server is unknown. If this is the case,
issue the show all command from the console application, or ask your network administrator to
determine the new IP address of the SmartServer. See Appendix B, Using the SmartServer Console
Application, for more information on the console application.

If your DHCP server has the capability to dynamically propagate newly assigned device IP address and
target name to the DNS server (as is the case with the WIN2K DHCP server), you should be able to
connect to the SmartServer after reset using its fully qualified hostname.

To reboot the SmartServer, follow these steps:

1. Right-click the SmartServer to be rebooted, point to Setup, and then select Reboot from the
shortcut menu.

Navigate
® General O Driver
Jgk LAN
= & SmartServer
¥ E Remote Al getup ) TCP/IP
g Net _
2 my mailsery Delete Templates | Service
Time
Security

System Info
Verify

LON Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

2. The Reboot dialog opens.
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' Setup - Reboot

This device may require a reboot if any of the following properties have changed
since the last boot:

» Auto IP Configuration
» |P Address
» Subnet Mask
» Default Gateway
» Domain Suffix
o DNS Server Addresses
» LonTalk Address
® Incoming RNl Port
o orif a IP-B52 Router License was added

Please note that this operation may take a few minutes.

[ Reboot ][ Cancel ]

3. Click Reboot. The following warning opens:

o Warning

Please wait while i.LON SmartServer is rebooting

If this i.LOM iz behind a firewall the automatic
restart of the Web Pages will not be successfull.
Please close the Browser and restart manually in a
few minutes.

F |

It takes approximately 5 to 10 minutes for the SmartServer to finish rebooting. When the SmartServer
has finished rebooting, this dialog closes and the SmartServer - Welcome Web page opens
automatically. If your SmartServer is behind a firewall, you may need to close and then re-open your
Web browser.

Creating Modem Connections

You can use modem connections to access a SmartServer remotely and to connect it to a TCP/IP
network so that it can communicate with host devices such as remote SmartServers, OpenLNS

Servers, e-mail servers, time servers, IP-852 Configuration Servers, and Web Connection Target
servers. Modem connections are useful for networks in remote locations where an Ethernet
connection is not readily available. To use a modem connection, your SmartServer must either contain
an internal analog modem or be connected to a third-party external GSM modem via its RS-232 serial
port. In order for your SmartServer to connect to host devices via modem, you must add and configure
one or more dial-out connections to the modem. The dial-out connections you can create consist of
analog, GPRS, and persistent GPRS.

SmartServer 2.2 User’'s Guide 57



To create modem connections for your SmartServer, you do the following:

1. Select the modem type (internal analog modem or external GSM modem).

2. Configure the modem for dial-in connections to the SmartServer.

3. Configure the modem for dial-out connections to host devices connected to the SmartServer.
4. Create and configure dial-out connections.

For more information on connecting an external GSM modem to the SmartServer’s RS-232 serial port,
see the SmartServer Hardware Guide.

Selecting Modem Type
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You can select whether the SmartServer uses it built-in analog modem (applicable models only) or an
external GSM modem, including the ETM9300-1, ETM9440-3, and Siemens MC55 external 3G
wireless serial modems now supported by the SmartServer. To do this, follow these steps:

1. Inthe navigation pane directly under the SmartServer icon, click Remote Access. The Setup -
Modem Web page opens.

Setup - Modem
Navigate
@ General O Driver ﬁ
-
Fl gl LAN EES]
o S mm=
T Remote Access
27 Net
Property Value
T Modem Internal Analog v
Modem Country / Region * Europe / North America v
" Reboot required if changed

2. Set the following properties:

Modem Select the modem to be used by the SmartServer. You have the following
choices:

Internal Analog (default for applicable models).
External ETM 9300-1.

External ETM 9440-3.

External GSM Multitech MTCBA-G-F1.

External GSM Multitech MTCBA-G-F4 (Europe).
External GSM Multitech MTCBA-G-F4 (US).
External Janus Terminus Terminal (GSM864Q).
External GSM Siemens/Cinterion 35 to 45 Series.
External GSM Siemens/Cinterion 75 Series.
External GSM Siemens/Cinterion MC55i.

Note: Many GSM service provider contracts do not include provisions for
establishing data-only connections. Contact your GSM provider to ensure
that you have data-only connections activated for your GSM contract.

For information on connecting an external GSM modem to the
SmartServer, see the SmartServer Hardware Guide.

Modem If you are using the SmartServer’s Internal Analog modem, select the
Country/Region country in which the SmartServer is located. Note: You must reboot your
SmartServer to implement changes to this property.
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PIN Number

3. Click Submit.

If you are using an External GSM modem, enter the PIN (maximum 30
characters) to be sent to the external modem in order for it to transmit or
receive calls.

Configuring Dial-in Connections

You can enable the SmartServer to be accessed remotely via a dial-in connection. To do this, follow

these steps:

1. Inthe navigation pane directly under the Remote Access modem icon, click the Dial-In modem

icon.
Setup - Modem
Navigate
@ General O Driver
Fl gl LAN
= &= SmartServer
E T Remote Access
| Dial-in
- Property Value
User Name for Incoming Calls |i|0r1
Password for Incoming Calls
Local IP Address for Incoming Calls |192 . |158 . |2 12
PPP Authentication for Incoming Calls PAP w

2. Set the following properties:

User Name for
Incoming Calls

Password for
Incoming Calls

Local IP Address for
Incoming Calls
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Enter the user name (maximum 30 characters) that a caller must provide to
connect to the SmartServer via modem. The default user name is ilon.
Change this name for enhanced security.

Click Change Password to enter and then re-enter the password
(maximum 30 characters) that the caller must provide to connect to the
SmartServer via modem. The default password is ilon. Change this
password for enhanced security.

Enter the IP address that will be assigned to incoming calls by the
SmartServer. The default IP address is 198.162.2.2.

Note: The local IP address must be outside the range of the SmartServer’s
Ethernet IP connection. For example, do not use 192.168.1.0 to
192.168.1.255 for the local IP address if you are using the SmartServer’s
default IPv4 address (192.1.168.222).

In addition, do not enter 0 or 254 in the last field of the IP address because
other services may need to use these values. In addition, do not enter 255
in the last field of the IP address because the modem will not be able to
ping the SmartServer.
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PPP Authentication  Select the PPP (Point-to-Point Protocol) authentication type to validate the
for Incoming Calls identity of a remote client. You have three choices:

e None. No PPP authentication is used for incoming calls.

e PAP (Point-to-Point Access Protocol). PAP uses unencrypted ASCII
encoding to transmit user names and passwords over the network.
Because PAP is considered insecure, only use it if CHAP is not
available, or if the user name and password that the user submitted to
PAP must be sent to another program without encryption. This is the
default.

e CHAP (Challenge Handshake Authentication Protocol). CHAP uses
a three-way handshake to validate a remote client when the
connection is established and may validate it again anytime
afterwards. This is the recommended PAP authentication type.

3. Click Submit.

Configuring Dial-out Connections

You can enable the SmartServer to connect to a TCP/IP network via a dial-out modem connection so
that it can connect to other host devices. To do this, specify the phone number or GPRS service to be
used by your SmartServer’s modem to dial out. To configure the dial-out connections, follow these
steps:

1. Inthe navigation pane directly under the Dial-in modem icon, click the Dial-Out modem icon.
The properties that you can set depend on whether the SmartServer is using its internal analog
modem or an external GSM modem.

2. If you are using an Internal Analog modem, set the following properties:

Setup - Modem
Navigate
® General O Driver ﬁ
mmm
B Lan S
= & SmartServer —
= T Remaote Access
=] Dial-In
®]T Dial-Out el Value
B = Net Dialing Type # Tone O Pulse
Dialing Prefix |
Delay after Prefix 0 Seconds
[J mial Tone Waiting

Dialing Type Select whether the SmartServer’s modem will dial using touch-tone or
pulse dialing. The default dialing type is Tone.

Dialing Prefix Enter a prefix (maximum 30 digits) if the SmartServer is connected to a
phone system that requires a code to be dialed to reach an outside line. By
default, this field is blank.

Delay After Prefix If you entered a dialing prefix, enter the delay (in seconds) between the
prefix and the phone number being dialed. The default delay is 0 seconds.

You must reboot the SmartServer for changes to this property to take
effect

Dial Tone Waiting Enables the modem to wait for a dial tone before dialing out.

60 Configuring and Managing the SmartServer


http://en.wikipedia.org/wiki/ASCII

3. Ifyou are using an External GSM modem, set the following properties:

Setup - Modem

Mavigate

® General O Driver
Fl gl LAN
=l &= SmartServer
E T Remote Access
'E‘I Dial-In
= Dial-Out
107 Net

Property Value

Access Point Name (APN) |

Quality of Service (QoS) |

Access Point Name
(APN)

Set the APN (maximum 64 characters), which is required by most
GPRS service providers. The APN can be a valid IP address, or a valid

hostname and domain suffix pair.

Quality of Service

(Qos)

Set the QoS string (maximum 30 characters), which is required by most
GPRS providers.

QoS refers to the control mechanisms that can provide different priority
to different users or data flows, or guarantee a certain level of
performance to a data flow in accordance with requests from an
application program.

4. Click Submit.

Creating Dial-Out Connections

You can create a dial-up connection for each phone number or GPRS service to which the SmartServer
is connected. The SmartServer contains two sample dial-out connections: Freenet and T-Online.

You can configure these connections by expanding the Dial-Out modem icon and then clicking them,
or you can create new dial-out connections. You can delete these sample connections if you do not

plan on using them.

To create a new dial-up connection, follow these steps:

1. Inthe navigation pane, right-click the Dial-Out modem icon and then click Add Connection on

the shortcut menu.
MNavigate

® General O Driver
2 gk LAN
=1 &= SmartServer
E T Remote Access
| Dial-In
Him Dial-0Out

i Net

=] Add connection

2. The Enter Name dialog opens. Enter a name for the connection and then click OK.
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Enter Name

Please enter Name

|GPRS Connection

[ OK ][ Cancel ]

A

The Setup — Connection Web page opens and the connection is added to the bottom of the
Dial-Out tree.

Setup - Connection

Navigate

@ General O Driver
H gz LAN
El & SmartServer
El T Remote Access
“F| Dial-In
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=& Dial-Out
:'_qunline
2| Ereenet
| GPRS Connection
37 Net

Property

Phone number

Connection Name

Value

|GPRS Connection

| [ errs [ Persistent GPRS

User Name |
Password Change Password
Obtain automnatically
Remote DNS Server | | | |
Disconnect if Idle for 30
PPP Authentification for | 3
Outgoing Calls
O Dynamic DNS
Click Submit.

Set the following properties for the dial-out connection:

Connection Name

Enter a name for the dial-out connection (maximum 30 ASCI|I
characters), such as the name of the ISP. The name may not include
the ‘&’, ‘<, and ‘> characters.
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Phone Number

User Name

Password

Remote DNS Server

Disconnect if Idle for
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Enter the phone number to call when this dial-out connection is used.

If you are using an external GSM modem, you can select the
following options to enable a GPRS connection with this number:

e GPRS. Uses the GPRS protocol to transmit data instead of an
analog phone call. A connection will be established whenever the
SmartServer attempts to contact a server with the dial-up
connection. Once the transaction with the server is complete, the
connection will be dropped. See the documentation for your
GSM modem for more information about the GPRS protocol.

e Persistent GPRS. Uses the GPRS protocol to transmit data, but
the GSM modem requests a network connection as soon as the
SmartServer boots, and keeps it open as long as the ISP allows it.

Note: Many GPRS service providers require a phone humber that
must be dialed when establishing a connection, such as *99***1#,
Consult your ISP for details on configuring the properties of your
GPRS connections.

Note: To use the Firefox Web browser to access the SmartServer
Web pages via GPRS, you must modify your user agent string in
the Web browser. To do this, follow these steps:

1. Enter about:config in the address bar of the Firefox Web
browser.

2. Inthe Filter box, enter general.useragent.extra.firefox.

3. Double-click the general.useragent.extra.firefox preference
name.

4. Enter the following value in the Enter String Value dialog:

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1;
Trident/4.0; .NET CLR 1.1.4322; .NET CLR 2.0.50727;
.NET CLR 3.0.4506.2152; . NET CLR 3.5.30729)

5. Click OK.

Enter the user name (maximum 30 ASCII characters) to be used by
the SmartServer when connecting to an ISP. The user name may not
include the ‘&’, ‘<, and “>* characters. This field is blank by default.

Click Change Password to enter and then re-enter the password
(maximum 30 ASCII characters) to be used by the SmartServer when
connecting to an ISP. The password may not include the ‘&’, ‘<¢, and
*>* characters. This field is blank by default.

Enter the IP address of the DNS server to be used when using this
dial-out connection. Select the Obtain Automatically check box to
obtain the DNS server address from the PPP server when establishing
the connection.

Enter the length of time (between 0.0 and 6553.5) seconds that the
connection may be idle before it is disconnected. Once a PPP
connection is established, it will not be released until it has been idle
for this amount of time. This means that if data is being constantly
sent over a PPP connection, the connection will never be dropped and
any data that needs to use a second PPP connection may never be sent.
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PPP Authentication for
Outgoing Calls

Dynamic DNS

The default time is 30.0 seconds.

Select the PPP authentication type to be used when connecting to an
ISP. You have three choices:

e Automatic. The SmartServer automatically selects the
authentication type to be used when connecting to the ISP. This
is the default.

o PAP (Point-to-Point Access Protocol). PAP uses unencrypted
ASCII encoding to transmit user names and passwords over the
network. Because PAP is considered insecure, only use it if
CHAP is not available, or if the user name and password that the
user submitted to PAP must be sent to another program without
encryption.

e CHAP (Challenge Handshake Authentication Protocol). CHAP
uses a three-way handshake to validate a remote client when the
connection is established and may validate it again anytime
afterwards. This is the recommended PAP authentication type.

Enables you to use a DNS server that has a dynamic IP address. The
SmartServer only supports www.dyndns.org as a dynamic DNS
(DDNS) provider. You must set up an account on this site and set up
the DDNS hostname.

For example, consider a case where the SmartServer should be
accessible via the hostname “ilon100example.dyndns.org” when a
persistent GPRS connection is established. The user needs to use the
account with the name <UserName> and the password <Password>.
In this case, perform the following steps:

1. Set up a user account at www.dyndns.org with the user name
<UserName> and password <Password>.

2. Setup a dynamic DNS entry for the host
“ilon100example.dyndns.org”.

3. Set up a persistent GPRS connection with this DDNS.

4. Test these settings by opening the following Web page:
http://ilon100example.dyndns.org. You should receive the normal
SmartServer Web pages via GPRS.

6. If you enabled dynamic DNS by selecting the Dynamic DNS checkbox, set the following

properties:

Host name (complete)

U=zer name |

Password [ Change Password ]

Hostname Enter the hostname of the SmartServer that is registered at
www.dyndns.org. You only need to set this property if you are
enabled dynamic DNS service.

User Name

Enter the user name (maximum 30 ASCII characters) defined for the
DDNS server at www.dyndns.org. You only need to set this field if
you are using dynamic DNS service. The user name may not include
the ‘&’, ‘<‘, and “>° characters. This property is blank by default.
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Password Click Change Password to enter and then re-enter the password
(maximum 30 ASCII characters) defined for the DDNS server at
www.dyndns.org. You only need to set this property if you are using
dynamic DNS service. The password may not include the ‘&’, ‘<,
and > characters. This property is blank by default.

7. If you enabled a persistent GPRS connection for the phone humber you entered by selecting the
Persistent GPRS check box, you can select the GPRS Check checkbox to set the following
properties:

GPRS Check

Host name (complete) |

Check Interval Minutes b
Retry Time (defaults to 120 =) Seconds
Retry Count

Verify Mode Default b

Hostname (complete) Enter the hostname or IP address of the Web server provided by the
ISP for the GPRS connection.

Check Interval Enter the amount of time after which the SmartServer connects to the

ISP automatically.

Retry Time Set the interval (in seconds) that network messages wait for
confirmation before being re-sent over the network. The default time
retry time is 120 seconds.

Retry Count Set the number of times a network message is re-sent when no
confirmation is received.

Verify Mode Select the method in which the SmartServer simulates internet activity
in order to verify that the GPRS connection is active. You have the
following three choices:

o Default. The SmartServer pings the IP address of the Web
server, and it opens a TCP connection to the HTTP port (80) of
the Web server. If either check succeeds, the GPRS connection is
active.

e Ping Host. The SmartServer pings the IP address of the Web
server. This is similar to the ‘ping” command in Linux or
Windows.

e Check HTTP Connection. The SmartServer opens a TCP
connection to the HTTP port (80) of the Web server.

If the GPRS connection is lost, the SmartServer restarts the modem.

Once you have created and configured a dial-out connection, you can add host devices to the
connection (remote SmartServers, OpenLNS Servers, e-mail servers, time servers, IP-852
Configuration Servers, and Web Connection Target servers). For information on how to do this, see
the next section, Adding Host Devices.

Adding Host Devices

You can connect host devices to your local SmartServer through the SmartServer’s Ethernet
connection, or though a dial-up connection that you have added to the SmartServer’s built-it analog
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modem (applicable models) or an external GSM modem connected to the SmartServer’s RS-232 serial
port. The host devices you can add to the LAN consist of remote SmartServers, OpenLNS

Servers, e-mail servers, time servers, IP-852 Configuration Servers, and Web Connection Target
servers (Web servers that can process SOAP requests).

To add a host device to the SmartServer’s Ethernet connection, right-click the LAN icon (the first icon
at the top of the navigation pane in the left frame), point to Add Host, and then select Server or
SmartServer. Select Server to add an OpenLNS Server, e-mail server, time server, IP-852
Configuration Server, or Web Connection Target server to the LAN. Select SmartServer to add a
remote SmartServer to the LAN.

MNavigate

@ General O Driver
Il LAN
= &S Add Host P | & Server (LNS, Email, Time, IP-852, WebTarget)

&' Eemote Acces )
s Net &= 1.LON SmartServer

To add a host device to a dial-up connection on the SmartServer, you right-click the icon representing
the dial-out connection to which the host device is to be added, point to Add Host, and then select
Server or SmartServer.

Navigate

@& General O Driver
gl LAN
B & SmartServer
E E Remote Access
%] pial-in
=T Dial-Out
2;1T—0n|ine
2| Ereenet
L, = GPRS Connection
B Net Add Host b | & Server (LNS, Email, Time, IP-852, WebTarget)

Delete &) i.LON SmartServer

When you add a host device, it appears one level below the LAN or dial-out connection in the
navigation pane. In addition, if you add a remote SmartServer to the LAN, the network attached to it is
listed one level below its SmartServer icon. If you add an OpenLNS Server to the LAN, its networks
(OpenLNS network databases) are listed one level below its LNS Server icon. If you add an e-mail,
time, IP-852 configuration, or Web Connection Target server to the LAN, An icon representing the
specific host device is listed one level below its generic server icon.

You can add multiple services to a given host device. For example, the OpenLNS Server you add to
the LAN might also serve as an IP-852 Configuration Server and a Web Connection Target server.
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Mavigate

® General O Driver
S gfs LAN
= & SmartServer-l ocal
T Remote Access
T —
= &= SmartServer-Remote
& o7 Net
= 2 10.2.120.3
[E] Email (Default)
= 2 10.1.0.21
&3 Time (Default)
= (& 10.2.120.18
IP Configuration Server
5 WebBinder-In
! Building 1
(s Streetlight 3

The LAN, the host devices on the LAN, and the networks available on the host devices are further
described as follows:

LAN ETQ The LAN icon corresponds to the SmartServer’s 10/100-BaseT Ethernet
connection. This connection is always the first icon shown in the
navigation pane, and it cannot be deleted

Host devices represent the various servers on the LAN. Host devices
include your local SmartServer and may include remote SmartServers,
OpenLNS Servers, e-mail (SMTP) servers, time servers (SNTP), IP-852
Configuration Servers, and Web Connection Target servers.

Host Devices

i

Your local SmartServer is always the second icon shown in the navigation
pane, and it cannot be deleted. From this icon, you can configure your
local SmartServer; access the SmartServer’s built-in applications; and
manage, monitor, and control the devices connected to your local
SmartServer. The remote access (dial-up) connections and the network
attached to your local SmartServer are listed one level below the local
SmartServer icon.

Local SmartServer

L

Remote You can add remote SmartServers to the LAN and manage them from

SmartServers your local SmartServer. You can also create Web connections between
the data points on your local SmartServer to the data points on the remote
SmartServers (called peer-to-peer connections).

o

Remote SmartServers are represented by SmartServer icons that include
the IP addresses or hostnames of their respective remote SmartServers.

SmartServer 2.2 User’'s Guide 67



68

OpenLNS Servers

E-mail server

Time server

IP-852
Configuration
Server

Web Connection
Target Server

Networks

SmartServer
Network

OpenLNS network
(Database)

=

)

e

You must add an OpenLNS Server to the LAN in order to add the data
points of external devices to the SmartServer’s built-in applications and to
your custom SmartServer Web pages. In addition, you need to add an
OpenLNS Server to the LAN in order to keep your local SmartServer
synchronized with an OpenLNS network database and use OpenLNS
network management services to manage the network attached to your
local SmartServer. You can also create Web connections between your
local SmartServer and OpenLNS Servers (called LNS uplink connections).

OpenLNS Servers are represented by LNS Server icons that include the IP
addresses of their respective OpenLNS Servers.

You can use an SMTP server to have the SmartServer send e-mail
messages to a technician, maintenance company, or other personnel when
a data point is an alarm condition. You must also add Alarm Generator
and Alarm Notifier functional blocks to the SmartServer’s i.LON App
(Internal) device for the SmartServer to send e-mail notifications.

SMTP servers are represented by a server icon that includes the IP address
or hostname of the server and an SMTP icon listed directly below it.

You can use an SNTP server to synchronize the time and date of the
SmartServer and the other host devices on the LAN to a common base.

SNTP servers are represented by a server icon that includes the IP address
or hostname of the server and an SNTP icon listed directly below it.

You can add an I1P-852 Configuration Server to the LAN to enable a
SmartServer with IP-852 routing activated and other IP-852 devices such
as OpenLNS Servers and i.LON 600 LONWORKS/IP servers to
communicate with each other over a high-performance backbone channel.

An IP-852 Configuration Server is represented by an IP-852 server icon
that includes the IP address of the 1P-852 Configuration Server.

Note: You only need to add an IP-852 Configuration Server if you do not
plan on using the default port on the SmartServer (1628) used for
receiving messages from the IP-852 Configuration Server.

You can add an Web Connection Target Server to send data logs, alarm
logs, event scheduler logs, or any user-defined file from your SmartServer
to a central enterprise system via a Web connection (called an enterprise
connection).

You can manage the channels, devices, functional blocks, and data points
on the network attached to your local SmartServer, the networks attached
to remote SmartServers on the LAN, and in the networks in the OpenLNS
Servers on the LAN.

By default, the network attached to a SmartServer is represented by the
SmartServer network icon, and it is named Net. Once you synchronize
your SmartServer to an OpenLNS network database, this icon changes to
an OpenLNS network icon ((') and is re-named to the name of the
OpenLNS network database.

By default, the networks in an OpenLNS Server are represented by
OpenLNS network icons that include the names of their respective
OpenLNS network databases. Networks originally created in the
SmartServer tree are represented by SmartServer network icons () in
the OpenLNS tree.
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Adding a Remote SmartServer to the LAN

You can add another SmartServer to the LAN, and then manage the remote SmartServer and manage,
monitor, and control the network attached to it from the Web interface of your local SmartServer. In
addition, you can create Web connections between the data points on your local SmartServer to those
on the remote SmartServer. The Web connections will keep the values of the data points
synchronized. For more information on creating and using Web connections, see Creating Web
Connections in Chapter 4, Using the SmartServer Web Interface.

To add a remote SmartServer to the LAN, follow these steps:

1. Verify that the remote SmartSever has a unique hostname relative to the LAN—the remote
SmartServer cannot have the same hostname as the local SmartSever. To change the hostname of
a SmartServer, do the following:

e For a SmartServer in an LNS managed network, change the SmartServer’s hostname with
OpenLNS CT or another OpenLNS tool.

e For a SmartServer in a standalone managed network, change the hostname in its Setup —
Local SmartServer TCP/IP Web page or the console application.

2. Right-click the LAN icon or a dial-out connection icon, point to Add Host, and then click
SmartServer on the shortcut menu.

Select Networks

® General O Driver

Sels LA

EI& 2 Add Host B | & Server (LNS, Email, Time, IP-852, WebTarget)

T reEmurE Aoces
M sige Net &' 1.LON SmartServer
E mvy mailserver.my_domain.com

3. The Setup — Remote SmartServer Web page opens, and a SmartServer icon is added one level
below the LAN icon at the bottom of the navigation pane or one level below the dial-out
connection icon.

Setup - Remote i.LON SmartServer

MNavigate
@ General O Driver IP or Hostname
H el LaN [0.0.0.0
= & SmartServer
T Remote Access
B '.:: Net Host Property Value
[+ 5% VirtCh SOAP Path ‘.-’WSDL;’iLON‘IUU.WSDL
[ =< LON
= P
- LON IP HTTP Port (Web Server [ SOAP) 80
2 my mailserver.my domain.com Retry Time (defaults to 120 s) 120 Seconds
==/ 0.0.0.0
DUse Connection Timeout Seconds
SOAP User Name * ‘
SOAP Password * Change Password
Format values in WebBinder SOAP messages using |Data Point Format A
[* For i.LON Destination Servers, SOAP ication F may be confi in the dat file
** Reboot required if changed

4. Configure the following properties for the remote SmartServer:

IP or Hostname Enter the IP address or hostname of the remote SmartServer. The default
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hostname is SmartSever.
Host Property

SOAP Path Enter the path on the remote SmartServer to which SOAP messages
should be transmitted. This is typically the location of the WSDL or
ASMX file on the SmartServer where it receives SOAP messages. The
default path is /WSDL/iLON100.WSDL (the default location of the
WSDL file on a SmartServer).

HTTP Port (Web Enter the port that the remote SmartServer uses to serve HTTP requests

Server/SOAP) (SOAP and WebDAV). The default value is 80, but you may change it to
any valid port number. Contact your IS department to ensure your
firewall is configured to allow access to the server on this port.

Select the SSL option to create a secure Web connection. Enter the port
number to use for the SOAP interface. The default port used for SSL is
443, but you may change it to any valid port number.

Retry Time Set the amount of time (in seconds) after which the remote SmartServer
will stop attempting to resend failed Web Connection connection
messages. The default value is 120 seconds.

The remote SmartServer automatically attempts to resend failed Web
Connection connection messages every 45 seconds.

Use Connection Set the maximum period of time (in seconds) that the remote SmartServer
Timeout waits for a response to a SOAP request from the local SmartServer’s Web
server before the transaction is canceled and a timeout error is thrown.

By default, the connection timeout is 2 seconds—even if this check box is
cleared. If you select this check box, the default timeout is 120 seconds.

SOAP User Name  Optionally, you can enter a user name to be used for logging in to the
remote SmartServer.

Alternatively, you configure the user name and password using the i.LON
Web Server Security and Parameters program, or by manually
configuring the webparams.dat file located at the root level of the
SmartServer’s flash disk. See Appendix C for more information on using
the i.LON Web Server Security and Parameters program.

SOAP Password If you create a user name, click Change Password to enter the password
to be used for logging in to the remote SmartServer.

Format Values in Select how data point values are formatted in SOAP messages sent to this
Web Connection remote SmartServer via Web connections. You have two choices:
SOAP Messages

Using o Data Point Format. Data point values are formatted based on the

SNVT, UNVT, SCPT, or UCPT defined for the data point.

e Raw HEX. Data point values are transmitted in raw hexadecimal
format.

5. Click Submit to save the changes.

To delete a remote SmartServer, right-click the SmartServer icon representing the remote SmartServer,
click Delete on the shortcut menu, and then click Submit.

Adding an OpenLNS Server to the LAN

You can add an OpenLNS Server or LNS Server to the LAN and then use the LNS Proxy Web service
to synchronize your SmartServer an OpenLNS network database, add the data points of external

70 Configuring and Managing the SmartServer



devices in OpenLNS managed networks to the SmartServer’s built-in applications and to your custom
SmartServer 2.2 Web pages, and use OpenLNS network management services to manage the network
attached to your local SmartServer.

You can also create Web connections between your local SmartServer and an OpenLNS Server on the
LAN (called LNS uplink connections). When the value of a data point on your local SmartServer
changes, an uplink connection to the destination OpenLNS Server is initiated and the data point value
is transmitted to that OpenLNS Server. For more information on creating and using Web connections,
see Creating Web Connections in Chapter 4, Using the SmartServer Web Interface.

To add an OpenLNS Server or LNS Server to the LAN, follow these steps:

1.

Verify that EES 2.2 and an OpenLNS Server or LNS Server have been installed on your computer.
See Chapter 1 of the Echelon Enterprise Services 2.2 User’s Guide for how to perform these
installations.

Right-click the LAN icon or a dial-out connection icon, point to Add Host, and then click Server
(LNS, Email, Time, IP-852, WebTarget) on the shortcut menu.

Navigate

® General O Driver
2 gl LA
E &| Add Host »
X REMGOre ACC
@ 5 Nt
F 2 my_mailserver.my_domain.com

& Server (LNS, Email, Time, [P-852, WebTarget)

& I.LON SmartServer

Note: If IP-852 routing is activated and enabled on the SmartServer and the IP-852 Configuration
Server is installed on the OpenLNS Server computer, click the IP-852 Configuration Server icon
(), click LNS Proxy, and then skip to step 5 in order to configure the properties of the
OpenLNS Server.

The Setup — Host Web page opens, and a server icon is added one level below the LAN icon at
the bottom of the navigation pane or one level below the dial-out connection icon.

Enter the IP address or hostname of the OpenLNS Server or LNS Server and then click LNS
Proxy. The server icon on the tree becomes an LNS Server icon and the Setup — OpenLNS
Server Web page opens.

Navigate

Setup - LNS Server

IP or Hostname

® General O Driver [10.2.124.123
Felk Lan
=1 & SmartServer

T Remote Access

4a

[OTNYE Proxy ' Host

" For i.LON Destinati

= '.:E Net Host Property Value
& Virtch SOAP Path |.|’Ln9F'roxnynsF'erySer\.'ice
=< LON
= -
- LON IP HTTP Port (Web Server / SOAP) 80
2 my mailserver.my domain.com [ use Connection Timeout Seconds
[+ &= SmartServer SOAP U N . |.|
ilon
#0.0.0.0 serfame
SOAP Password * Change Password

Format values in WebBinder SOAP messages using | Data Point Format

~ Reboot required if changed

Servers, SOAF Auth

tication F

may be ¢ i in the

dat file

5. Configure the following OpenLNS Server properties:

Host Property
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SOAP Path

HTTP Port (Web
Server/SOAP)

Use Connection
Timeout

User Name

SOAP Password

Format Values in
Web Connection

SOAP Messages

Using

Enter the path on the OpenLNS Server to which SOAP messages are
transmitted via the LNS Proxy Web service. The default path is
/LnsProxy/LnsProxyService.

Enter the port on the SmartServer used for accessing the LNS Proxy Web
service. The default port is 80. Contact your IS department to ensure
your firewall is configured to allow access to the server on this port.

Note: If you modify this property, you need to reboot the SmartServer to
implement the change.

Set the maximum period of time (in seconds) that the LNS Proxy Web
service waits for a response to a SOAP request from the local
SmartServer’s Web server before the transaction is canceled and a timeout
error is thrown.

By default, the connection timeout is 2 seconds if this option is cleared. If
you select this option, the default timeout is 120 seconds.

Optionally, enter a user name to be used by the SmartServer for accessing
the LNS Proxy Web service. The default user name is ilon.

Optionally, you can click Change Password to change the password used
by the SmartServer for accessing the LNS Proxy Web service. The
default password is ilon.

Select how data point values are formatted in SOAP messages sent to this
OpenLNS Server via Web connections. You have two choices:

o Data Point Format. Data point values are formatted based on the
SNVT, UNVT, SCPT, or UCPT defined for the data point.

e Raw HEX. Data point values are transmitted in raw hexadecimal
format.

Click Submit to save the changes. Click Back to leave all fields unchanged.

If you are using Internet Explorer 7, enable your Web browser to access the LNS Proxy Web
service on the OpenLNS Server computer. To do this, follow these steps:

a.

Add the locations of your local SmartServer and the OpenLNS Server on which the LNS
Proxy Web service is installed as trusted sites. To do this, click Tools, click Internet
Options, click the Security tab, click Trusted Sites, and then click Sites. Clear the Require
Service Verification check box.

By default, the IP address of your local SmartServer appears in the Add this Website to the
Zone box. Click Add to add the IP address of your local SmartServer. Enter the IP address
of the LNS Proxy Web service in the Add this Website to the Zone box, click Add, click
Close, and then click OK.

Enable your Web browser to access sites over other domains. To do this with Internet
Explorer 7, click Tools, click Internet Options, click the Security tab, and then click
Custom. Under the Miscellaneous category, select Enable or Prompt for the Access data
sources across domains property.

Note: If you are using Internet Explorer 7 and you do not complete step 2, the Cannot
Access Remote Host dialog appears when you try to expand the LNS Server icon or
synchronize the SmartServer to an OpenLNS network database. If you are using Internet
Explorer 8, Chrome, or Firefox, you do not need to complete this step.

You can now expand the LNS Server icon to show the networks, channels, devices, functional
blocks, and data points on your OpenLNS Server. It may take a minute to show the networks on
an OpenLNS Server after you initially expand the LNS Server icon.
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You can configure the object in the OpenLNS tree and the changes are automatically transmitted
to the OpenLNS Server. In addition, when you modify an OpenLNS network database with
another OpenLNS client such as OpenLNS CT, the OpenLNS tree will be updated because the
SmartServer polls the OpenLNS network database and processes the changes.

For more information on using the SmartServer to manage the objects in an OpenLNS network
database, see Chapter 5, Using the SmartServer as a Network Integration Tool.

6. You can now operate the SmartServer in LNS mode and select an OpenLNS or LNS network
database to be synchronized to your SmartServer. See Configuring a LonWorks Network in
Chapter 5 for more information on how to do this.

7. You now add the external network variables and configuration properties in the OpenLNS tree to
an embedded application on a SmartServer (your local SmartServer or a remote SmartServer that
you have added to the LAN). See Adding Data Points to SmartServer Applications in Chapter 4,
Using the SmartServer Web Interface, for more information on adding external network variables
and configuration properties to the SmartServer’s built-in applications.

To delete an OpenLNS Server, right-click the OpenLNS Server, click Delete on the shortcut menu, and
then click Submit.

Troubleshooting the LNS Proxy Web Service

If you cannot synchronize the SmartServer to an OpenLNS or LNS network database, Echelon
Enterprise Services 2.2 (EES 2.2) may not have been installed or configured correctly, or a firewall
may be blocking access. Follow these steps to correct the problem:

1. Verify that the SmartServer and the LNS Proxy Web service are using the same HTTP port on the
OpenLNS Server computer for SOAP communication. To do this follow these steps:

a. Open the Setup — OpenLNS Server Web page. To do this, click the LNS Server icon in the
tree view on the left side of the SmartServer Web interface.

b. The port used by the SmartServer to communicate with the LNS Proxy Web service is
specified in the HTTP Port (Web Server / SOAP) property. The default port is 80.

c. Right-click the Enterprise Services tray icon in the notification area on the desktop of the
OpenLNS Server computer, and then click Options on the shortcut menu.

d. The port used by the LNS Proxy Web service on the OpenLNS Server computer is listed in
the Port Number property in the Connection tab. The default port is 80.

2. Verify that the EES tray tool icon is red, meaning that EES 2.2 is running. If the icon is gray and
the ToolTip states “SmartServer Enterprise Services OFF”, EES 2.2 is not running. To start EES
2.2, right-click the Enterprise Services tray icon and click Start Service on the shortcut menu.

3. Ifyou selected the LNS Auto network management service in the Setup — LON Network Driver
Web page and a firewall is blocking access to the LNS Proxy Web Services, do the following on
both your OpenLNS Server computer and your remote OpenLNS client (if being used):

a. Openthe HTTP port to be used for the LNS Proxy Web Services. To do this, open the
Control Panel, click Security Center, click Services, click Windows Firewall, click the
Exceptions tab, and then click Add Port. Enter LNS Proxy (or some other meaningful name)
in the Name box, enter the selected HTTP port in the Port box, and then click OK.

b. If you are using a third-party firewall, add the Tomcat 6 executable as an exception. The full
path of the Tomcat 6 executable is
LonWorks\iLON\EnterpriseServices\Appserver\bin\tomcat6.exe by default.

c. Trytoexpand the LNS Server icon in the navigation pane on the left side of the SmartServer
Web interface. If you cannot expand the OpenLNS Server, either proceed to step 4, or open
the Setup — LON Network Driver Web page and change the Network Management
Service property to LNS Manual.
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Browse to http://<OpenLNS Server Computer IP Address>/EES/AdminService/v4.0/index.htm,
which is the IP address of the i.LON AdminServer tool that is installed on your OpenLNS Server
computer by EES 2.2. For example, if the IP address of your OpenLNS Server computer is
10.2.124.30, enter http://10.2.124.30/EES/AdminService/v4.0/index.htm.

Note: Browse from a computer that is on the same side of the firewall as the SmartServer and the
computer used to access the SmartServer Web pages.

o Ifthe i.LON AdminServer tool opens, the SmartServer should be able to communicate with
the LNS Proxy Web Service. Use the Add or Remove Programs Control Panel application to
verify that the version of EES 2.2 matches the SmartServer firmware version. The
SmartServer firmware version is displayed at the bottom right side of the SmartServer Web
pages. You can also view this information by clicking Setup and then clicking System Info
in the SmartServer Web pages, or right-clicking the local SmartServer and clicking System
Info on the shortcut menu.

e Ifthe i.LON AdminServer tool does not open, un-install and then re-install EES 2.2. In
addition, verify that there are no port conflicts with any other applications.

Adding an E-mail (SMTP) Server to the LAN

You can add an e-mail (SMTP) server to the LAN to have the SmartServer automatically send e-mail
notifications when a data point is an alarm condition. You must also add Alarm Generator and Alarm
Notifier functional blocks to the SmartServer’s i.LON App (Internal) device and configure them for
the SmartServer to send e-mail notifications. See Chapter 6, Alarming, for more information on
configuring the SmartServer’s alarming applications.
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To add an e-mail server to the LAN, follow these steps:

1.

Right-click the LAN icon or a dial-out connection icon, point to Add Host, and then click Server
(LNS, Email, Time, 1P-852, WebTarget) on the shortcut menu, or if are you adding the time
service to an existing server on the LAN, skip to step 4.

Navigate

& General O Driver

2 ghs LA
El & Add Host B | 2% Server (LNS, Email, Time, IP-852, WebTarget)

I REMOLE ACC )
[ =i5- Net == LLON SmartServer

= 2 my mailserver.my_domain.com

The Setup — Host Web page opens, and a server icon is added one level below the LAN icon at
the bottom of the navigation pane or one level below the dial-out connection icon.

Setup - Host

Navigate

1P or Hostname
@® General O Driver |g_g_g_g
b ek Lan =
E & SmartServer = OLNS Proxy @ Host

T Remote Access
B e Net Host Property Value

!ﬁ VirtCh [ use Connection Timeout Seconds
B =% LON
= | ON IP
2 my mailserver.my domain.com
I+ & SmartServer
(& 10.2.124.123
2.0.0.0.0

Enter the IP address or hostname of the e-mail (SMTP) server.

Configuring and Managing the SmartServer



8.

Optionally, select the Use Connection Timeout option and enter the maximum period of time (in

seconds) that the e-mail (SMTP) server waits for a response to a SOAP request from the local
SmartServer’s Web server before the transaction is canceled and a timeout error is thrown. By

default, the connection timeout is 2 seconds if this option is cleared. If you select this option, the

default timeout is 120 seconds.

Click Submit. The server icon in the tree is updated with the IP address or hosthame you entered.

Right-click the new server icon, point to Add Service, then and click E-Mail (SMTP) on the

shortcut menu.

Setup - Host

Navigate

IP or Hostname
® General O Driver |1[]_2_12[]_37
b ek Lan .
El & SmartServer OLNS Proxy @ Host

T Remote Access

= 5 Net Host Property Walue
% Virtch [Juse Connection Timeout ’— Seconds
=€ LON
= LON IP

& my mailserver.my domain.com
[+ & SmartServer
& 10.2.124.123

£.10.2.120.87

Add Service b Email (SMTP)

Delete Time (SNTP)

=
IP-852 Configuration Server

&

WebBinder Target

The Setup — Mail Web page opens.

Setup - Mail

L

@

Property Value
MName |
Email Server Port 25
Use as Default

Source Email Address |

User Name |

Faszword [ Change Password ]

Configure the following e-mail (SMTP) server properties:

Property

Name Enter a name for the SMTP server. This field is blank by default.
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E-mail Server Port  Enter the port used by the SmartServer to send e-mail messages.
The default value is 25. Contact your IS department to verify that
your firewall will allow you to access the e-mail server on this
port.

Use as Default Makes the e-mail server the default e-mail service for the
SmartServer. If this is the first e-mail service created on the
SmartServer this option will be set by default. If another e-mail
service is currently designated as the default and this check box is
selected, the default designation will be removed from the first
e-mail service when you click Submit.

Source E-mail Enter the string that will appear in the From field of e-mail
Address messages sent through this service (for example
lonfloorl@echelon.com). This field is blank by default.

User Name If the SMTP server requires authentication, enter the user name for
logging in to the SMTP server. The SmartServer and the SMTP
server will automatically negotiate the authentication mechanism
to be used (PLAIN, LOGIN, or CRAM-MD5). The SmartServer
does not support the POP before SMTP authentication mechanism.

Password If the SMTP server requires authentication, click Change
Password to enter the password for logging in to the SMTP
server.

9. Click Submit to save the changes.

To delete an e-mail (SMTP) server, right-click the generic server icon if the sever is used exclusively
for the e-mail service, or right-click the e-mail service icon if the server is used for other services, click
Delete on the shortcut menu, and then click Submit.

Adding a Time (SNTP) Server to the LAN
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You can add a time (SNTP) server to the LAN to synchronize the date and time on the SmartServer
and all other devices on the LAN to a common base. This ensures that message packets overcome the
latencies posed by large IP networks and reach their destinations. The time (SNTP) server you add
must be running at the specified location. For more information on time and frequency services and a
list of available public time (SNTP) servers, go to http://ntp.isc.org/bin/view/Servers/WebHome.

Tip: You can install Tardis2000, a shareware program available at www.kaska.demon.co.uk, and
synchronize it to another SNTP server or the local time on your computer. If you synchronize it to the
local time on your computer, you can then use the loopback address of your local computer (127.0.0.1)
as an SNTP server on your SmartServer.

Note: If you are using the SmartServer as an IP-852 router and using a channel timeout for that 1P-852
channel, you can let the IP-852 Configuration Server manage the SNTP time server configuration on
the SmartServer. See the IP-852 Channel User’s Guide for details on this. If the IP-852 Configuration
Server sets a time server on the SmartServer, that time server will automatically show up in the
SmartServer Web pages, and will override any time server configurations you have made with the
SmartServer Web pages.

To add a time (SNTP) server to the LAN, follow these steps:

1. Right-click the LAN icon or a dial-out connection icon, point to Add Host, and then click Server
(LNS, Email, Time, IP-852, WebTarget) on the shortcut menu, or if are you adding the time
service to an existing server on the LAN, skip to step 4.
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Nawvigate
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The Setup — Host Web page opens, and a server icon is added one level below the LAN icon at
the bottom of the navigation pane or one level below the dial-out connection icon.

Setup - Host

Navigate
IP or Hostname

® General O Driver |U.U.U.U
bk Lan .
= & SmartServer OLNS Proxy @ Host

T Remote Access
et Host Property Walue

¥ virtCh [ use connection Timeout ’— Seconds
=< LON

= | ON IP
2 my mailserver.my domain.com
[ & SmartServer
=& 10.2.124.123
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Enter the IP address or hostname of the time (SNTP) server.

Optionally, select the Use Connection Timeout option and enter the maximum period of time (in
seconds) that the time (SNTP) server waits for a response to a SOAP request from the local
SmartServer’s Web server before the transaction is canceled and a timeout error is thrown. By
default, the connection timeout is 2 seconds if this option is cleared. If you select this option, the
default timeout is 120 seconds.

Click Submit. The server icon in the tree is updated with the IP address or hostname you entered.

Right-click the server icon, point to Add Service, then and click Time (SNTP) on the shortcut
menu.

Setup - Host

Mavigate
IP or Hostname

@ General O Driver |10.1.0.21

Fglz LAN :
& SmartServer O LNs proxy @ Host

T Remote Access
Host Property Value

[Juse connection Timeout Seconds

& my_mailserver.mv_domain.com
[# & SmartServer

£ 10.2.120.87

&2 10.2.124.123

£10.1.0.21
Add Servicel Email (SMTP)
Delete Time (SNTP)

1P-852 Configuration Server

LM

WebBinder Target

The Setup — TimeService Web page opens.
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Setup - TimeService

Property

Time Server Port

Usze as

Time Synchronization Mode Automatic v

Time Synchronization Interval

Value

123 (not configurable)

(® Default

8. Configure the following time (SNTP) server properties:

Property

Time Server Port

Time
Synchronization
Mode

Time
Synchronization
Interval

Use As

The port used by the SmartServer to receive time data. This default value
is 123, and it cannot be changed. Contact your IS department to make
sure that your firewall is configured to allow you to access the time server
on this port.

Select the frequency in which the SmartServer is synchronized to the
SNTP server. You have four choices:

e Automatic. The SmartServer is synchronized every 1 to 15 minutes
and remains within 100ms of the SNTP server. This is the default,
and it can be used for both LAN and dial-out (modem and GPRS)
connections.

e Sync when dial-up is active. The SmartServer clock is synchronized
when a dial-out connection is established. This option can only be
used for dial-out connections (modem and GPRS).

e Fixed interval. The frequency in which the SmartServer is
synchronized is based on the value in the Synchronization Interval
property. This option can only be used for Ethernet connections.

e Disabled. The SmartServer is not synchronized with the SNTP
Server.

Set how often the SmartServer clock is synchronized with the SNTP
server. This option is only available if Fixed Interval is the selected
synchronization method. The default synchronization interval is 12
hours.

Select whether this time server is the Default or the Backup time server.
If this is the first time service created on the SmartServer, this option is set
to Default. If another time service is currently designated as the default
and you select Default, the default designation will be removed from the
other time server when you click Submit.

9. Click Submit to save the changes.
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To delete a time (SNTP) server, right-click the generic server icon if the sever is used exclusively for
the time service, or right-click the time service icon if the server is used for other services, click Delete
on the shortcut menu, and then click Submit.

Adding an IP-852 Configuration Server to the LAN

If you licensed and activated 1P-852 routing on your SmartServer but you are not using the standard
port on the SmartServer for it (1628), you can add an IP-852 Configuration Server to the LAN.
Adding an IP-852 Configuration Server to the LAN enables a SmartServer with 1P-852 routing
activated to communicate with other IP-852 devices over a high-performance IP-852 backbone
channel. The other IP-852 devices may include other SmartServers with IP-852 routing licensed,
i.LON 600 IP-852 routers, OpenLNS Servers, LNS Servers, and OpenLNS or LNS tool computers.

Note: If you are using the standard port for IP-852 routing, you can skip this section and use the
IP-852 Configuration Server program to add the SmartServer to an IP-852 channel. The IP-852
Configuration Server stores the configuration of the IP-852 channel, including the IP addresses of all
the 1P-852 devices installed on the channel. You will initially configure the IP-852 channel with the
IP-852 Configuration Server, and the IP-852 Configuration Server must be running anytime you
change the configurations of the IP-852 devices on the IP-852 channel. You can run the IP-852
Configuration Server on any computer with access to the IP network containing the IP-852 channel.
The software required to run the IP-852 Configuration Server is included with the SmartServer
software. For more information on the IP-852 Configuration Server and using this program, see the
IP-852 Channel User’s Guide.

To add an IP-852 Configuration Server to the LAN, follow these steps:

1. Right-click the LAN icon, point to Add Host, and then click Server (LNS, Email, Time, IP-852,
WebTarget) on the shortcut menu, or if are you adding the 1P-852 Configuration Server to an
existing server on the LAN, skip to step 4.

Navigate

& General O Driver

2 gl LA
E | Add Host B | &b Server (LNS, Email, Time, IP-852, WebTarget)

I REMOLE ACT )
&~ Net &= 1.LON SmartServer

F 2 my_mailserver.my_domain.com

2. The Setup — Host Web page opens, and a server icon is added one level below the LAN icon at
the bottom of the navigation pane.

Setup - Host

Navigate

1P or Hostname
@® General O Driver |g_g_g_g
b ek Lan =
E & SmartServer = OLNS Proxy @ Host

T Remote Access
B e Net Host Property Value

!K' VirtCh [ use Connection Timeout Seconds
B = LON
= | ON IP
2 my_mailserver.my_domain.com
[+ & SmartServer
(& 10.2.124.123
2 0.0.0.0

3. Enter the IP address or hostname of the IP-852 Configuration Server.

4. Optionally, select Use Connection Timeout and enter the maximum period of time (in seconds)
that the 1P-852 Configuration Server waits for a response to a SOAP request from the local
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7.

8.

SmartServer’s Web server before the transaction is canceled and a timeout error is thrown. By
default, the connection timeout is 2 seconds if this option is cleared. If you select this option, the
default timeout is 120 seconds.

Click Submit. The server icon in the tree is updated with the IP address or hosthame you entered.

Right-click the new server icon, point to Add Service, then and click 1P-852 Configuration
Server on the shortcut menu.

Setup - Host

Navigate

1P or Hostname
@ General O Driver |1[]_2_124_34
b el LAN =
= & SmartServer Ons Proxy @ Host

T Remote Access
o 5~ Net Host Property Value

&% virtCh [[Juse Connection Timeout Seconds
= LON

[ == LON [P
= my mailserver.my domain.com
¥ &5 SmartServer
£ 10.2.120.87
£10.1.0.21
=& 10.2.124.123

£.10.2.124.34

Add Service Email (SMTP)

Delete Time (SNTP)

E
@

IP-852 Configuration Server

&

WebBinder Target

The IP-852 Configuration Server Property Web page opens. Enter the port used by the 1P-852
Configuration Server to receive messages form the SmartServer in the IP-852 Configuration
Server Port box. The default port is 1629.

Setup - IP-852 Configuration Server

Property Value

IP-852 Configuration Server
Port 1629

Click Submit to save the changes.

To delete an IP-852 Configuration Server, right-click the generic server icon if the sever is used
exclusively for the IP-852 Configuration Server, or right-click the IP-852 Configuration Server icon if
the server is used for other services, click Delete on the shortcut menu, and then click Submit.

Adding a Web Connection Target Server to the LAN

You can add a Web Connection Target server (a Web server that can process SOAP requests) to the
LAN. This enables you to create Web connections between the local SmartServer and the Web
Connection target, which are referred to enterprise connections. With enterprise connections, you can
send data logs, alarm logs, event scheduler logs, or any user-defined file from your local SmartServer
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to a central enterprise system. For more information on creating and using Web connections, see
Creating Web Connections in Chapter 4, Using the SmartServer Web Interface.

To add a Web Connection Target server to the LAN, follow these steps:

@ General O Driver
bk Lan

1 &) SmartServer

T Remote Access

[# =% LON
[ === LON 1P

[# & SmartServer
& 10.2.120.87
£ 10.1.0.21
& 10.2.124.123
5£10.2.124.148

& my mailserver.my domain.com

1. Right-click the LAN icon or a dial-out connection icon, point to Add Host, and then click Server
(LNS, Email, Time, IP-852, WebTarget) on the shortcut menu, or if are you adding the Web
Connection Target to an existing server on the LAN, skip to step 4.

Navigate
® General O Driver
2 gls LA
E&F| Add Host B | &4 Server (LNS, Email, Time, IP-852, WebTarget)
¥ REMOrE ACC ]
e Net & i.LON SmartServer
2 my_mailserver.my_domain.com
2. The Setup — Host Web page opens, and a server icon is added one level below the LAN icon at
the bottom of the navigation pane or one level below the dial-out connection icon.
Setup - Host
Navigate
IP or Hostname
® General O Driver |0.0.0.0
b ez Lan
5 & SmartServer OLNs proxy @ Host
= T Remote Access
B 5 Net Host Property Value
&% Virtch [Juse Connection Timeout ’— Seconds
= LON
[+ = | ON IP
2 my mailserver.my domain.com
[ & SmartServer
(& 10.2.124.123
20.0.0.0

3. Enter the IP address or hostname of the Web Connection Target server and then click Submit.
The server icon in the tree is updated with the IP address or hostname you entered.

4. Right-click the server icon, point to Add Service, then and click Web Connection Target on the
shortcut menu.

Setup - Host
Navigate

IP or Hostname

110.2 124 148
O LNS Proxy @ Host

Host Froperty value

[Juse connection Timeout Seconds

Delete

Add Servicel

LE S W

Email (SMTP)
Time (SNTP)

IP-852 Configuration Server

WebBinder Target
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5. The Setup — Web Service Web page opens.

Setup - Web Service

Navigate

@ General O Driver
Fafe LAN
[= & SmartServer
T Remote Access
El-E: Net
[ g% VirtCh
=< LON
[ = LON 1P

& my_mailserver.my _domain.com

i.LON SmartServer Property Value

SOAP Path

[+ & SmartServer

= 10.2.130.87

& 10.1.0.21

& 10.2.124.123

= & 10.2.124.148
-irIWebBinder—In

HTTF Port (Web Server / SOAF)

SOAP User Name * |

SOAP Password *

Retry Time (defaults to 120 =) Seconds

Format values in WebBinder SOAP messages using | Data Point Format s
[ maximum Age Seconds

" For i.LON SmartServer Destination Servers, SOAP Authentication Parameters may be configured in the webparams.dat file

6. Configure the following properties for the Web Connection Target server:

SmartServer
Property

SOAP Path

HTTP Port (Web
Server/SOAP)

SOAP User Name

SOAP Password

Retry Time

Format Values in
Web Connection

SOAP Messages

Using

Enter the path on the Web Connection Target server to which SOAP
messages should be transmitted. This is typically
/LnsProxy/LnsProxyService (the location of the SOAP path to the
Echelon Enterprise Service running on your computer) .

Enter the port that the Web Connection Target server uses to serve HTTP
requests (SOAP and WebDAYV). The default value is 80, but you may
change it to any valid port number. Contact your IS department to ensure
your firewall is configured to allow access to the server on this port.

Select SSL to create a secure Web connection. Enter the port number to
use for the SOAP interface. The default port used for SSL is 443, but you
may change it to any valid port number.

Optionally, you can enter a user name to be used for logging in to the Web
Connection Target server.

If you create a Web Connection Target server, click Change Password to
enter the password to be used for logging in to the Web Connection Target
server.

Set the amount of time (in seconds) after which the Web Connection
Target server will stop attempting to resend failed Web Connection
connection messages. The default value is 120 seconds.

The Web Connection Target server automatically attempts to resend failed
Web Connection connection messages every 45 seconds.

Select how data point values are formatted in SOAP messages sent to this
Web Connection Target server via Web connections. You have two
choices:

e Data Point Format. Data point values are formatted based on the
SNVT, UNVT, SCPT, or UCPT defined for the data point.
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7.

e Raw HEX. Data point values are transmitted in raw hexadecimal
format.

Maximum Age Specify the maximum age (in seconds) to be written to the target data
points on the Web Connection destination when the local SmartServer
sends updated values to them.

If the Web Connection destination cannot communicate with the parent
device of the target data point, the Web Connection destination caches the
updated value it received from the local SmartServer. When the device
goes online, the cached value is written to the target data point provided
that time the value has been cached is less than the maximum age. If the
value has been cached longer than the maximum age, the value is not
written to the target data point.

Click Submit to save the changes.

To delete a Web Connection Target server, right-click the generic server icon if the sever is used
exclusively for the Web Connection Target service, or right-click the Web Connection Target server
icon if the server is used for other services, click Delete on the shortcut menu, and then click Submit.

Selecting a Network Management Service

You can manage a LONWORKS network using OpenLNS or LNS network management services or
using the SmartServer as a standalone network manager. To select a network management service,
follow these steps:

1.

Click Driver at the top of the navigation pane on the left side of the SmartServer Web interface,
and then click the Net network near the top of the SmartServer tree.

The Setup - LON Network Driver Web page opens.

In the Network Management Service property, select one of the following options.

LNS Auto or LNS Manual. In LNS mode, the SmartServer manages the network using an
OpenLNS or LNS Server.

Note: To use the SmartServer in LNS mode, you must have done the following: installed the
SmartServer with OpenLNS CT or LonMaker Integration Tool,or another OpenLNS or LNS
application; installed EES 2.2; and added an OpenLNS Server or LNS Server to the LAN (the
LNS Server should contain the OpenLNS or LNS network database in which the SmartServer
was installed).

For more information on configuring the SmartServer to run in LNS mode, see Automatically
Synchronizing the SmartServer to an OpenLNS Network Database and Manually
Synchronizing the SmartServer to an OpenLNS Network Database in Chapter 5.

Standalone. In Standalone mode, the SmartServer manages the network. You can use
standalone mode to install and operate a small, single-channel network that does not require
OpenLNS or LNS services or connections to other network management tools. Networks
running in standalone mode are limited to a maximum of 300 devices (for FT-10 networks,
you need to attach a physical layer repeater to the network to exceed the 64-device limit posed
by the physical channel).

See Using Standalone Mode in Chapter 5 for more information on configuring the
SmartServer to run in standalone mode.

Using the SmartServer as an RNI and IP-852 Router

You can configure your SmartServer as an IP-852 router (if IP-852 routing is activated on your
SmartServer) to integrate the network attached to your SmartServer into a single large LONWORKS
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network that runs over a high-speed IP-852 backbone. You can also configure your SmartServer as an
IP-852 router or as an RNI to connect an OpenLLNS, LNS, or OpenLDV-based application to a
LONWORKS network remotely via a TCP/IP connection. The SmartServer’s IP-852 connection is
represented by router icons (ﬁ) that are listed under both its internal LON and LON IP channels
below the network icon in the tree. The LON IP channel only appears in the tree if an IP-852 router
license is installed on your SmartServer. The SmartServer’s RNI connection is represented by an RNI
device icon (.3) that is listed under the LON channel.

Navigate

& General O Driver
3 gls LAN
=l &= SmartServer
T Remote Access
=55, et
B =< | ON
i iLoN App (Internal)
@ RNI (Internal)
= B Router (Internal)
= ¥ VirtCh
= == | ON IP
= Bg Router (Internal)

#H 2 my_mailserver.my domain.com

Using the SmartServer as an IP-852 Router

84

You can activate the IP-852 routing service on your SmartServer to enable the network attached to
your SmartServer to be integrated with the networks attached to other IP-852 routers into one large
network that runs over a high-speed 1P-852 backbone. With IP-852 routing, you can use an OpenLNS,
LNS, or OpenLDV application to access the networks attached to IP-852 routers remotely and use
LONWORKS connections to bind the devices on the networks together, regardless of the distance
between the networks. You just need to make sure that your SmartServer and the other IP-852 routers
are on the same IP-852 channel as the OpenLNS or LNS Server and the computer running the
OpenLNS, LNS, or OpenLDV application.

To use your SmartServer as an IP-852 router, an 1P-852 license must be installed on your SmartServer.
The Professional models of the SmartServer include an I1P-852 router license. If an IP-852 license is
not pre-installed on your SmartServer, you can order one (Echelon model humber 72160) from the
Echelon Web site at www.echelon.com/products/cis/activate.

To use your SmartServer as an IP-852 router, you do the following:
1. Activate IP-852 routing if an IP-852 license is not pre-installed on your SmartServer.
2. Add your SmartServer to an IP-852 channel using the IP-852 Configuration Server application.

3. Configure your SmartServer as an IP-852 router using an OpenLNS or LNS application such as
OpenLNS CT or the SmartServer (from the OpenLNS tree using the LNS Proxy Web service).

4. Use your SmartServer on the IP-852 channel.
Notes:

e The IP-852 router on the SmartServer does not support routing between devices using IPv6.
However, you can use the IP-852 router with IPv4 devices simultaneously with other SmartServer
applications that are using IPv6.

e IP-852 routing cannot be used on a power line repeating channel.

e The SmartServer’s capabilities are not restricted when using IP-852 routing. All the other
application features of the SmartServer are available when it is operating as an IP-852 router.
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Activating IP-852 Routing on the SmartServer
To activate IP-852 routing on your SmartServer follow these steps:

1. Right-click the SmartServer icon, point to Setup, and then click System Info on the shortcut
menu.

Navigate

@ General O Driver

o gls LAN
= &= SmartServer
T Remote & Setup b TCR/IP
o5 Net

% & my mailser| Delete Templates | Service
Time
Security

System Info
Verify

LON Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

Alternatively, you can click Setup and then click System Info.

2. The Setup - System Info Web page opens.

Setup - System Info
LTI ELE i.LON SmartServer Value
© General O Driver Madel Number 72102
bls LAN
B &’ SmartServer Channel Type TP_FT_10
T Remote Access Modem installed Yes
i Nat
D my_mailserver.mvy _domain.com CPU Speed 264 MHz
Firmware Version 4.00.132
Bootrom Version 4.00.132
Hardware Revision 2
Ethernet Value
Ethernet MAC Address 00-D0-71-00-95-85
LAN IPv4 address 10.2.124.36
LAN IPvE Address Disabled
GPRS Network IP Address Not connected

3. Verify whether IP-852 routing has been licensed on your SmartServer. To do this, scroll down to
the LonTalk Statistics property header.

e If IP-852 routing has been licensed, network traffic statistics appear in their respective
properties. Skip to step 6.

e IfIP-852 routing has not been licensed, “Not Licensed” appears in all the properties.
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Setup - System Info

Navigate LonTalk Statistics Current Value Packets / Sec
®General O Driver LonTalk-Side Packets sent Mot Licensed Not Licensed
=] LAN _Sj
SE ; LonTalk-Side Packets Mot Licensed Mot Licensed
El & SmartServer received
_"_l-: Remote Access LonTalk-Side Packets lost Not Licensed Not Licensed
s Net ) ) )
D my mailserver.my_domain.com IP-Side Packets sent Mot Licensed Mot Licensed
IP-Side Packets received Not Licensed Not Licensed
IP-Side Packets stale Mot Licensed Mot Licensed
LG(iunﬂguratlun Bac:kel= Not Licensed Not Licensed
IP Configuration Packets Mot Licensed Mot Licensed
Recieved
Seconds since Last Clear Not Licensed Not Licensed
Time last Cleared Mot Licensed Mot Licensed
Last Refresh Not Licensed Not Licensed

Click any Not Licensed link in the IP-852 router properties. The Activate IP-852 Routing dialog
opens.

Activate |IP-852 Routing

To activate IP-852 routing on this i.LON SmartServer, fill in the
activation form (reguires Internet access). If vou do not have
Internet access, call Echelon Sales at +1-408-338-5200 (or
+1-888-324-3566 in Morth America) to request an activation
ey, Enter the following activation code on the activation form,
or provide the activation code when you call in your request.
Once your request has been processed, yvou will receive an
activation file with instructions on how to install the file on your
I.LON SmartServer.

Activation Code: 00-D0-71-01-E8-13

[ Close ]

> |

Follow the instructions on the dialog to obtain your license and activate IP-852 routing on your
SmartServer.

If you do not plan on using the standard local port for IP-852 routing (1628), follow the steps in
Adding an IP-852 Configuration Server to add the IP-852 Configuration Server to the
SmartServer.

Add the SmartServer to a new or existing IP-852 channel with the IP-852 Configuration Server
program. For instructions on using this program to add a SmartServer to an IP-852 channel, see
the next section, Adding a SmartServer to an IP-852 Channel.

A LON IP channel and a router are added underneath the network icon, and the IP-852 routing
service on the SmartServer is activated.
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Adding a SmartServer to an IP-852 Channel

You can use the IP-852 Configuration Server application to add a SmartServer to an IP-852 channel.
To do this, follow these steps:

1. Start the IP-852 Configuration Server application. Click Start on the taskbar, point to Programs,
point to Echelon IP-852 Configuration Server, and then click IP-852 Configuration Server.
The IP-852 Configuration Server main dialog opens.

2. Verify that the IP-852 Configuration Server is attached to your IP network. To do this, you
confirm that the IP network is enabled and verify the IP address of the IP-852 Configuration
Server computer is correct.

3. To confirm that the IP network is enabled, check that the Network status box displays “Enabled”.
If “Enabled” is not displayed, click Network and then select Enabled. The IP-852 Configuration
Server should correctly detect and display the IP address of your computer in the Channel
Description box.

4. To verify the IP address of the IP-852 Configuration Server computer, click Network and then
select Settings. Confirm that the IP address of the IP-852 Configuration Server computer is
shown in the Local IP Address or Hosthame box.

5. If you are adding the SmartServer to a new IP-852 channel, click Channel and then click New
Channel. Configure the channel following the 1P-852 Channel User’s Guide.

6. Right-click the IP-852 channel to which the SmartServer is to be added, and select New Device on
the shortcut menu. An IP-852 device is added to the channel.

7. Enter a descriptive name for the new IP-852 device.

8. Right click the new IP-852 device and select Device Properties. The New Device Properties
dialog appears with the IP Address tab selected.

9. Enter the IP address of the SmartServer in the IP Address or Hostname box and then click
Apply. This is the same IP address that you assigned to the SmartServer using the Setup Web
pages. If you enter a hostname, it must be registered with a DNS server that is available to the IP-
852 Configuration Server computer.

10. Click the i.LON Time Zone tab and set the time zone corresponding with the geographical area in
which the SmartServer resides and then click OK.

11. The IP-852 Configuration Server adds the SmartServer to the IP-852 channel and updates the
configuration of the SmartServer automatically.

For more information on using the IP-852 Configuration Server application, see the IP-852 Channel
User’s Guide.

Configuring the SmartServer as an IP-852 Router

You can configure your SmartServer as an IP-852 router using an OpenLNS or LNS application such
as OpenLNS CT or the SmartServer (from the OpenLNS tree using the LNS Proxy Web service). For
information on using OpenLNS CT to configure your SmartServer as an IP-852 router, see Chapter 2
of the IP-852 Channel User’s Guide.

To use the OpenLNS tree on the SmartServer to configure your SmartServer as an IP-852 router,
follow these steps:

1. Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

2. Verify that an OpenLNS Server computer containing the OpenLNS network database in which the
SmartServer is to be used an 1P-852 router has been added to the LAN. See Adding an OpenLNS
Server to the LAN in Chapter 3 for more information on how to do this.
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Expand the LNS Server icon, and then enter the User Name and Password for logging in to the
OpenLNS Server via the Echelon Enterprise Services 2.2. You initially specified the user name
and password in the Echelon Enterprise Services 2.2 installer. 1f you forgot the user name and
password, you can right-click the Echelon Enterprise Services 2.2 tray icon in the notification area
of your computer, and then click Options on the shortcut menu.

Create an IP-852 channel in the OpenLNS tree. To do this follow these steps:

a. Right-click the OpenLNS network icon and then click Add Channel on the shortcut menu.

Hawvigate

* General O Driver
gl LAN
£l & SmartServer- ocal
"'_;'" Remote Access
o Net

F 2 my mailserver.my domain.com

Fl (& 10.2.120.18
= (4 Building1

B == Chann Properties
# == Chann
() Net
[+ (48 Streetlic

Delete

Add Channel

b. The Enter Name dialog opens. Enter a descriptive name for the IP-852 channel such as

“IP-852 Channel”, click OK, and then

click Submit.

il
— Enter Name
i

Please enter Name

IP-852 Channel

[ oK ][ Cancel ]

A

c. Click the channel created in step b and

Driver Web page opens.

then click Driver. The Setup — LON Channel

Setup - LON Channel Driver

Select LON Channels

O General & Driver
= gfz LAN
= & SmartServer-| ocal
T Remote Access
= Nt
# 2 my mailserver.my domain.com
=& 10.2.120.18
= @ Buildingl Icon
# =< Channel 1
F &< Channel 2
® =< [P-852 Channel
(@) Net
# (w) Streetlight 4

Hidden

Prinritv Slote

Lon Network Property

Channel Type

Name:  Building1/IP-852 Channel

" Description:

Value

FTT-10 (]

Repeating

Maximum Number of
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5.

d. Inthe Icon property, select the IP icon; in the Channel Type property, select IP-10L (if
using a local IP network) or IP- 10W (if using a wide area IP network); and then click

Submit.

Setup - LON Channel Driver

Select LON Channels

O General @ Driver ~

Description:

® 2 my mailserver.my domain.com

EQ 10.2.120.18 Lon Network Property Value

Name: Building1/1P-852 Channel

= @ Buidingl oo [IP

® =< Channel 1 )

[ &% Channel 2 Hidden O

[+ = [P-852 Channel Channel Type IP-10L
(@) Net !
@ﬁ) Streetlight 4 Maximum Number of a

Priority Slots

Add a router between the LONWORKS channel closest to the OpenLNS network interface and the

IP-852 channel. To do this follow these steps:

a. Right-click the LONWORKS channel closest to the OpenLNS network interface and then click

Add Router on the shortcut menu.

Select LON Channels

O General @ Driver
E gfs LAN
=& smartServer-l oca

"';" Remote Access

g Net
H 2 my_mailserver.my _domain.com
=& 10.2.120.18

=l (@ Building1

E =% Channel 1

= ILON NI
=/ iLON Sn
& LNS Net
BgRIR-1
=€ Channel 2
= [P-852 Ch
B (@ Net
[ (¢ Streetlight 4

Properties

Delete

Fename

Copy External Channel
Add Device
Add Router

b. The Add Router dialog opens. Enter a descriptive name for the IP-852 router on the

SmartServer such as “IP-852 Router (SmartServer)”, select the IP-852 channel created in step
4 in the Target Channel property, and then click OK.
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6.

C.

d.

Add Router

Building1/Channel 1f||P—852 Router (SmartSen

Property Value

Name

Class | Repeater v
Target —

R | Building1/1P-852 Char v |
[ OK | Cancel |

A

The Setup — LON Router Driver Web page opens, and router icons are added under the
LoNWORKS channel (near side) and the 1P-852 Channel (far side) in the OpenLNS tree.

Setup - LON Router Driver

Select LON Routers

C General @ Driver
gl Lan
£l &9 smartServer-Local
& Remote Access
955 et
# & my mailserver.my domain.com
Bl & 10.2.120.18
= @ Auildi
E/=< Channel 1
< ILON NI220
</ ILON SmartServer
@ LNS Network Interface
BgRTR-1
Ea 1P-852 Router (SmartServer’
= Channel 2
[l == IP-852 Channel
B3 1p-852 Router (SmartServer)

Name:  Building1/Channel 1/IP-852 Router (SmartServer) Handle:
Description:
Lon Device Property Value
Icon |R0uter B
Hidden O
[Ismart
Network Progress Identification Property value
Management
Neuron ID
O Pragram 1D

Maximum Mumber of Dynamic Functional Blocks

Click Submit.

Commission the near side of the SmartServer’s IP-852 router. To do this, follow these steps:

a.

In the Neuron ID property on the Setup — LON Router Driver Web page, click Use Service

Pin.
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Setup - LON Router Driver
Name:  Building1/IP-852 Channel/IP-852 Router (SmartServer) Handle: 65
Description:
Lon Device Property Value
Icon |R0uter E]
Hidden O
DSmart
Network Progress Identification Property Value
Management
Neuron ID |000000000000
O Program ID |8000010101000000
Maximum MNumber of Dynamic Functional Blocks 0
Maximum Mumber of Dynamic Data Points o
Geographical Position |

b. The LON Device Identification dialog opens. Press the service pin on your SmartServer,
click OK to return to the Setup — LON Router Driver Web page.

Service pin messages for the i.LON App (Internal) and i.LON NI (Internal) devices also
appear with the one for the Router (Internal) device if the Show Messages with Identical
Program ID Only check box is cleared. However, the Neuron ID of the IP-852 router is

selected by default because its program ID matches the one fetched from the IP-852 Router
device.

~ LON Device Identification

Property Value

030000197882 900001012881040C
030000197884 9000010102810401
ppteTy T RTINS WL EELE (030000197880 8000010101010421

Show Messages with Identical
Program ID only

Neuron ID or LUID 030000197880
Program ID 8000010101010421
[ OK ][ Cancel ]

c. Click Submit.

7. Select Smart Network Management at the top of the Web page and then click Submit. This
automatically commissions the IP-852 router and starts the router application.
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Setup - LON Router Driver

Select LON Routers
C General @ Driver

E & SmartServer-l ocal

et
# 2 my mailserver.my domain.com
=& 10.2.120.18
=) @@ Buidi
=
</ ILON NI#29
o/ ILON SmartServer
B3 1P-852 Router (SmartSen
= 4 LNS Network Interface
mEgRTR- 1
= Channel 2
[= = IP-852 Channel
B3 1p-852 Router (SmartSen

Description:

Lon Device Property

Icon
Hidden

Smart
Network
Management

Name:

Value
‘Rnuter E]
O
Progress Identification Property Value
Neuron ID
Done Program 1D 8000010101010421

Building1/Channel 1/1P-852 Router (SmartServer)

Maximum Number of Dynamic Functional Blocks 0

Alternatively, you can scroll down to the Commission Status property, and either select the
individual Smart Network Management property option to the left or select Commissioned from
the list to the right. In the Application Status property, select the individual Smart Network
Management property option to the left or select Application Online (Running) from the list to

the right. Click Submit.

Setup - LON Router Driver

Select LON Routers

O General @ Driver

Net
mailserver.my domain.com
B & 10.2.120.18
= (9 Buildingl
[ =€ hannel 1
# =< Channel 2
[=] == [P-852 Channel
B3 1p-852 Router (SmartServer]
B3 1p-852 Router (23)
=< Channel 4

Dane

Neuron ID |
Program 1D
Maximum Number of Dynamic Functional Blocks 0
Maximum Number of Dynamic Data Points o
Geographical Pasition [
Location 1D

Primary Address (Domain.Subnet.Node)
Secondary Address (Domain.Subnet.Node)
Maximum Number of Simultaneous Transactions

Maximal Lifetime of Transactions

|8000010101019A21

[oooo00000000

A2.10.1

Milliseconds

= (@ Net
() Streetlight 4

Done

Requested Application Status

Commission Status

Commissioned B

Application Running (Onling) E]

8. You can repeat steps 5-6 to add and commission another i.LON IP-852 router (SmartServer,
i.LON e3 Server, or i.LON 600 IP-852 Router) between the IP-852 channel and another
LoNWORKS channel. The i.LON IP-852 router to be added and commissioned must already have
been added to the IP-852 channel with the 1P-852 Configuration Server application.

Note: You must add the i.LON IP-852 router to the IP-852 channel you created in step 4 and
commission the near side of the router (the router icon below the IP-852 channel).

9. After you have added and commissioned the i.LON IP-852 router, you can use the OpenLNS tree
to create LONWORKS connections between the devices attached your SmartServer and the devices
attached to the i.LON IP-852 router created in step 7. See Connecting LONWORKS Data Points
with LONWORKS Connections in Chapter 5, Using the SmartServer as a Network Management
Tool, for more information on creating LONWORKS connections.

Using an IP-852 Channel

An IP-852 channel uses the IP addresses on a shared IP network to form a “virtual wire” connecting
IP-852 devices. 1P-852 devices use this virtual wire in the same way they use traditional dedicated

twisted pair wiring.

The concept of an IP-852 channel is similar to a Virtual Private Network (VPN). Each IP-852 device
in the system is aware of its peers and each IP-852 device keeps peer information in its routing tables
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so it can forward LONWORKS packets to the correct IP address. The following figure shows a typical
IP-852 channel configuration.

IP-852
Channel

/
) O
i
1
\\

SmartServer - <

_____ - Floor
FT-10 00 Channel
Two
FT-10 @ Elooor Channel
One
C Channel

This example demonstrates a network in which three SmartServers are used to create an 1P-852
channel connecting three TP/FT-10 channels, each of which connects the devices installed on a
different floor in a building. The circled portion of the diagram represents the 1P-852 channel—the
virtual, IP-based connection between the three SmartServers, the OpenLNS Server, and the 1P-852
Configuration Server. An OpenLNS, LNS, or OpenLDV application can use this IP-852 channel to
communicate with the devices on all three of the TP/FT-10 channels connected to each of the three
SmartServers, and monitor and control the entire building.

A complete installation may contain many I1P-852 devices attached to one IP-852 channel. Because the
IP-852 channel can exist on any IP network, a system may now span the entire globe as easily as it
once spanned a single building, as shown in the following figure.
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You can use the SmartServer as a Remote Network Interface (RNI). This enables you to connect an
OpenLNS, LNS, or OpenLDV-based application to a LONWORKS network remotely via a TCP/IP
connection. This means that you do not need to install a local network interface (for example,
PCLTA-10, PCLTA-20 and 21, PCC-10, or U10) on the computer running the OpenLNS, LNS, or
OpenLDV-based application to connect it to the LONWORKS network. The following figure
demonstrates how the SmartServer can be used as an RNI to connect a computer running an OpenLNS,
LNS, or OpenLDV-based application to a LONWORKS network.

Building Site Network Operation Center
FT-10 or PL-20 Channel Open
5646 =
SmartServer L e
RNI OpenLNS or OpenLDV
Application

To use the SmartServer as an RNI, you must configure the RNI settings for the SmartServer on the
computer running the OpenLNS, LNS, or OpenLDV-based application with the LONWORKS Interfaces
application. Once you have done this, the SmartServer will appear in the list of available network
interfaces you can use with your OpenLNS and OpenLDV-based applications.

Note: If you are using either LNS or OpenLDV, you need to install OpenLDV 4.0 on your computer to
create the remote network connection. You can download OpenLDV 4.0 from the Echelon support
Web site at www.echelon.com/support. OpenLDV 4.0 is included with OpenLNS.

This section describes the following:

How to configure your SmartServer as an RNI using the LONWORKS Interfaces application.
How to configure the RNI properties on the SmartServer.

Limits on the SmartServer when operating as an RNI.

How to switch the network interface to an RNI or a local network interface.

Differences between using an RNI and 1P-852 routing to connect an OpenLNS, LNS, and
OpenLDV-based application to a LONWORKS network.
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Configuring the SmartServer as a Remote Network Interface

You can use the LONWORKS Interfaces Control Panel application to configure your SmartServer as an
RNI. You can then reference this RNI with your OpenLNS, LNS, or OpenLDV-based application to
connect the application to the LONWORKS network attached to the SmartServer. A separate entry is
required for each SmartServer you plan to use as an RNI and connect to the OpenLNS or LNS Server.

If you are managing a large application on a single OpenLNS or LNS workstation and will be using
many SmartServers (more than 50), you can create an external lookup extension to improve
performance. See the OpenLDV Programmer’s Guide, xDriver Supplement for more information on
doing this.

To use the LONWORKS Interfaces application to configure your SmartServer as an RNI, follow these
steps:

1. Click Start on the taskbar, open the Control Panel, and then double-click the LONWORKS
Interfaces application. The LONWORKS Interfaces application’s opens and the RNI tab is
selected.

2. Click Interface, point to Add, and then either click RNI Interface or click New Interface and
then click RNI in the Select Interface Type dialog.

3. The Add Network Interface Wizard dialog opens.

£ Add Neitwork Interface

Mame

Enter a name for pour network, interface; E
#.Defaul,

Select the xDriver Profile that you want to use for pour network interface:

Drefault v

IP Addrezs / Hosthame

Specify the [P addrezz/hoztname and [P port. vou may enter a hostname
[e.q. myilan.mynet. com), 1Pvd address (e.g. 192.168.1.1], ar IPvE address
[e.g. FEDC:BASE: 7E54: 3210:01 23: 45678348 CDEF).

Port: | 1628
Authentication
Specify the authentication bype: Uze MDE Key W
00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00:00: 00
[ ok l [ Cancel ]
4. Enter the following properties for the RNI:
Name Enter a unique name for the RNI to be configured on the SmartServer.

This will be used as a lookup key to access the proper registry entry each
time xDriver initiates a connection to this RNI.

The name you specify will be appended to the name of the RNI's xDriver
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IP Address/
Hostname

Authentication

profile (for example, "X.Default" is the name of the default profile). If you
enter "myRNI" for example, the name of your RNI by default will be
"X.Default.myRNI".

Optionally, select the xDriver profile to be used by your RNI. Typically,
you will use the Default Profile; however, you can select a different
profile. An xDriver profile represents a set of configuration parameters
that determine how xDriver manages a group of connections. The profile
that xDriver uses for each connection is determined on a
session-by-session basis.

Specifies the hostname or IP address of the RNI. This is the same IP
address that you assigned to the SmartServer using the Setup Web pages.
If you enter a hostname, it must be registered with a DNS server that is
available to the computer on which the LONWORKS Interfaces application
is running

You may enter a hostname (for example, myilon.mynet.com), IPv4
address (for example, 192.168.1.1), or IPv6 address (for example,
FEDC:BA98:7654:3210:0123:4567:89AB:CDEF). You may enter any
valid IPv6 notation in addition to the preferred form shown above.

If you enter an IPv6 address, the address you enter must conform to the
IPv6 addressing standards. The following provides two example IPv6
addresses:

2002:1234:0000:0000:02d0:71ff:fe00:00aa
2002:1234::2d0:71ff:fe00:aa

For more information about IPv6 addressing, see "RFC 3513 - Internet
Protocol Version 6 (IPv6) Addressing Architecture™ at
www.fags.org/rfcs/rfc3513.html. Section 2.2 of the RFC describes the
addressing formats shown above in more detail.

In the Port box, enter the port number on which the SmartServer should
listen for messages when it is used as an RNI. The default port is 1628.

Specify how connections between the SmartServer RNI and the OpenLNS
Server are authenticated. Using authentication prevents the RNI or
OpenLNS Server from responding to unauthorized messages during an
xDriver session. You have the following two choices:

e Use MD5 Key. Enter a 32-character hexadecimal string representing
a 128-bit MD5 key. The 32 characters must be entered in
colon-separated pairs. For example:
A9:04:87:49:F4:BF:89:59:03:10:C5:47:BD:45:94:D7.

This key must match the MD5 authentication key configured into the
device. Setting the authentication key to all Os causes xDriver to use
the pre-defined, default factory authentication key for the
SmartServer RNI device. For security reasons, do not use the default
authentication key. This is the default authentication type.

e Use Secret Phrase. Enter a 16 to 63 character string that matches the
text secret phrase configured into the SmartServer RNI device.
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£ Add Neitwork Interface

Mame
Enter a name for your network interface; E
% Default SmanServer 102124175 |

Select the #Driver Profile that pou want bo uge for pour network, interface:;

|Default v |

IP Addrezs / Hosthame
Specify the [P addrezz/hoztname and [P port. vou may enter a hostname

[e.q. myilan.mynet. com), 1Pvd address (e.g. 192.168.1.1], ar IPvE address
[e.g. FEDC:BASE: 7E54: 3210:01 23: 45678348 CDEF).

[10.2124.175 | Por

Authentication

Specify the authentication bype: Uze MDE Key W |

(000 000 000 0. 0 000 00 0 0 00 000 60 0 00 00 |

5. Click OK to create the RNI.

6. The SmartServer is now configured as an RNI. The name you entered for the SmartServer RNI
device appears in the list view on the left side of the user interface.

% LonWorks Interfaces

Interface Wiew Diagnostics Settings Help

BE . v (x]

Add Test Remowe

= = Downlink Properties
v"c-LON1 Mame SmartServer_10.2.124.175

ITLON4 IP Address 10.2.124.175
Part 1628
Profile Default
Aythertication Use MD5 Key:
= Test Options
Reset Courts After Test False
= Uplink Properties
Uplink Key

Uplink Metwork Mames

IP Address

Specities the hostname or IF address. You may enter & hostname (for example, myilon mynet.com), IPv4 address (for
example, 192.168.1.1), or IPvE address (for example, FEDC:BASE: 7ES4:3210:0123:4567:85AB:CDEF).  You may en

“ersion 4.00.045

7. Optionally, you can continue configuring the RNI by editing the properties on the right side of the
user interface. See the LONWORKS Interfaces on-line help for more information on configuring
the RNI.
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8. Using the SmartServer Web interface, verify that the SmartServer is enabled for RNI connections.
Right-click the SmartServer host device, point to Setup, and then click Security. The Security
Web page opens. In the Service section, confirm that the Enable Downlink RNI Connections
check box is selected.

9. You can now use the RNI configured on your SmartServer to connect an OpenLNS, LNS, or
OpenLDV application to a LONWORKS network, just as you would with any other local
LONWORKS network interface.

Note: You may have multiple SmartServers configured as RNIs that are all connected to the same
channel. This is a valid configuration; however, if your OpenLNS, LNS, or OpenLDV application
uses the RNI on any of those SmartServer to connect to the channel, the application cannot
commission any of the other SmartServers that are also configured to operate as RNIs. This is because
the SmartServer being commissioned would be assigned the same network address as the SmartServer
used to access the channel. To avoid this, either program your application to assign the SmartServer
being commissioned a different network address, or you disable the RNI on the SmartServer being
commissioned. You can disable the RNI by clearing the Enable Downlink RNI Connections option
in the Service section of the Security Web page.

Configuring the SmartServer RNI Properties

You can configure the SmartServer’s RNI properties using the SmartServer Web pages following these
steps.

1. Click Driver at the top of the tree.

2. Expand the network icon, expand the SmartServer’s internal LON channel, and then click the RNI
(Internal) device. The Setup — LON RNI Driver Web page opens.
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1.LON SmartServer

POWERED BY : w‘laDN.

SETUP VIEW SETTINGS HELP LOG OFF
:
Setup - LON RNI Driver
Select LON RNI Devices
k Name:  Net/LON/RNI Handle: -5
O General @ Driver
Elglk LAN .
D& s 5 Description:
Remote Access
B 75 Net
E =< LON -
E ILON A (Internal) Lon Device Property Value
@ RNI (Internal) Icon [RuI (v
Eg Router (Internal
¥ virtch Hidden O
= LON IP Osmart
® 2 my mailserver.my domain.com Network Progress Identification Property Value
Management
Neuron ID |
O Program IO |4c354d597[][][][][]0[]
Maximum Number of Dynamic Functional Blocks 0
Maximum Number of Dynamic Data Points 0
Geographical Position |
Location 1D [o00000000000 HEX
Primary Address (Domain.Subnet.Node) 0.0
Secondary Address (Domain.Subnet.Node) .0.0
Maximum Number of Simultaneous Transactions 256
Maximal Lifetime of Transactions 0 Milliseconds
[F Unknown  Commission Status Commissioned E]
O Unknown  Application Status Application Running (Online) B
O Reset
RNI Property value
Port 1628
Maximum Number of
Simultaneous Receive 16
Transactions
3 %

3.
Port

Scroll to the RNI Property header and configure the following properties:

when it is being used as an RNI. The default port is 1628.
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Maximum Number  Enter the maximum number of receive transactions that the RNI

of Simultaneous application can receive at one time. This value may range from 1 to
Receive 32,768. The default value is 16. You can increase this value if you
Transactions observe buffer overflows. You can decrease this value if you observe that

the SmartServer’s memory is low.

A receive transaction entry is required for any incoming message which
uses either repeating or acknowledged messaging service (a receive
transaction is not required for messages using unacknowledged service).
A receive transaction entry is also required for each unique source
address/destination address/priority attribute.

Each receive transaction entry contains a current transaction number. A
message is considered to be a duplicate if its source address, destination
address, and priority attribute vector into an existing receive transaction
and the message’s transaction number matches the entry’s transaction
number.

Receive transaction entries are freed after the receive timer expires. The
receive timer duration is determined by the destination device and varies
as a function of the message addressing mode. For group addressed
messages, the receive timer is determined by the address table. For
Neuron ID addressed messages, the receive timer is fixed at eight seconds.
For other addressing modes, the non-group receive timer in the
configuration data structure is used.

4. Click Submit to save your changes.
SmartServer RNI Limits

The capabilities of the RNI on the SmartServer depend largely on the software running on the host
computer. When configured as an RNI, the SmartServer has the following limits:

e Upto 32,768 address table entries.

e Up to 256 simultaneous outgoing transactions.

e Up to 32,768 simultaneous incoming trasactions.

e Upto 1,024 network variable aliases.

e Up to 256 groups, with up to 15 used for incoming messages.
e Upto 4,096 dynamic network variables.

e Output messages can be sent to up to 256 different destination addresses within each 24-second
interval. Multiple messages can be sent to each of those destination addresses within the interval.

e One RNI link at a time.

See Introduction to LONWORKS ® Platform for more information about these limits. This guide is
available on the Echelon Web site at www.echelon.com/docs.

Switching Between the SmartServer RNI and a Local Network Interface

You can switch the network interface used by an OpenLNS, LNS, or OpenLDV application to
communicate with a LONWORKS network. You can switch to either the RNI configured on the
SmartServer or a local network interface such as a PCLTA-20 or 21, PCLTA-10, PCC-10, or U-10.

If your SmartServer is configured as an RNI and want to switch to a local LONWORKS network
interface, but you want to leave the SmartServer attached to the network, you must disable the RNI
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application on the SmartServer before opening the network with the new network interface. You can
disable the RNI using the SmartServer Web interface or the console application.

e To use the SmartServer Web interface to disable the RNI, right-click the SmartServer host device,
point to Setup, and then click Security. The Setup — Security Web page opens. In the Service
section, clear the Enable Downlink RNI Connections check box. To restart the RNI application
later, select the Enable Downlink RNI Connections check box.

e To use the console application to disable the RNI, enter the following command:
deactivate 4

“4” is the index of the RNI application. You can obtain the index of the applications on the
SmartServer by entering the following command:

listapp

Confirm that you want to disable the RNI application. Disabling the RNI application may cause
the SmartServer to reboot. To restart the RNI application later, enter the following command:

activate 4
See Appendix B for more information about the console application.

If you are using a local LONWORKS network interface and you want to switch the network interface to
the RNI configured on the SmartServer, you must physically remove the local network interface device
from the network.

Connecting the SmartServer with RNI vs. IP-852

You can use the SmartServer to connect an OpenLNS, LNS, and OpenLDV-based application to a
LONWORKS network over an IP network. You can create this remote connection by either configuring
the SmartServer as an RNI or activating IP-852 routing on the SmartServer and adding it to the same
IP-852 channel on which the computer running the OpenLNS, LNS, or OpenLDV application resides.

If you use the SmartServer as an RNI, it means that you are using it as a network interface to establish
a point-to-point connection between an OpenLNS, LNS, or OpenLDV-based application and the
LONWORKS channel to which your SmartServer is attached. This approach is simpler than using
IP-852 routing and is an option if you are only using a single SmartServer on one channel.

If you need to connect multiple TP/FT-10 or PL-20 channels over an IP network so that a single
application could connect to the devices on each channel, then you can use IP-852 routing on the
SmartServer. In addition, you can use IP-852 routing if you have multiple SmartServers on multiple
channels, and you want to connect the channels. This may be especially useful if each SmartServer
needs to connect to the same OpenLNS or LNS Server.

In addition, you can use a SmartServer as an RNI and as an IP-852 router simultaneously. For
example, consider a building with multiple floors, where the devices in the rooms on each floor are
connected by an FT-10 channel, and each floor has a SmartServer installed to manage those devices.
You could create an IP-852 channel to connect all three floors and control them with a central
application. This would be the best way to perform control of the building over a long period of time.
However, you may need another entry point into the network at some point, to perform maintenance on
a certain part of the building. In this case, you could configure the SmartServer as an RNI for a
specific floor to be accessed by an OpenLNS, LNS, or OpenLDV application. This would prevent you
from having to re-configure the IP-852 channel with the Configuration Server, which you may want to
avoid doing if you do not plan on making the new entry point a long-term part of the network.

The following figure demonstrates a SmartServer on an 1P-852 channel being configured as an RNI for
a specific floor (Floor 3) of a building. This enabled an OpenLNS, LNS, or OpenLDV application to
connect to the devices on Floor 3 without having to re-configure the 1P-852 channel with the
Configuration Server. In this example, the SmartServer for Floor 3 is involved in two separate TCP/IP
connections: (1) the IP-852 connection with the other SmartServers, and (2) the RNI connection with
the application for Floor 3.
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IP-852
Channel

Floor 3

1P-852
Configuration Server
SmartServer

TCP/IP
Network

SmartServer

Floor 2
FT-10 Channel

Floor 1
FT-10 Channel

Note: The SmartServer’s capabilities are not restricted when using either the RNT or IP-852 routing
function. All the other application features of the SmartServer are available when it is operating as an
RNI or as an IP-852 router.

Managing the SmariServer

You can manage the connections, performance, and configuration of your SmartServer. This section
describes how to perform the following management tasks with your SmartServer:

View system information and performance with the Setup — System Info Web page.

View system health monitoring with the systemhealth.conf file on the SmartServer flash disk.
Test connections with the Setup — Verify Web page.

Upgrade an i.LON 100 e3 plus Server to the SmartServer.

Downgrade the SmartServer 2.2 firmware to the SmartServer 1.0 version.

Downgrade the SmartServer 2.2 firmware to the i.LON 100 e3 version.

Migrate an i.LON 100 e3 Server network configuration to the SmartServer.

Restore the SmartServer to its factory default settings.

9. Replace the SmartServer.

10. Activate the V40 interface on the SmartServer (in Standalone mode only).

N~ WNE

Note: You can manually upgrade, backup/restore, and deploy SmartServers via FTP instead of using
the i.LON AdminServer. For more information on manually managing and deploying SmartServers,
see Appendix D, Manually Managing and Deploying SmartServers.

To upgrade i.LON e3 plus Servers or SmartServers that have previously been downgraded to the
i.LON 100 e3 version firmware to the SmartServer 2.2 (Release 4.06) firmware, you must first
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manually upgrade them to the SmartServer 1.0 (Release 4.02) firmware via FTP and then use the
i.LON AdminServer to upgrade them to the SmartServer 2.2 firmware. For more information on how
to do this, see Upgrading an i.LON e3 plus Internet Server to the SmartServer later in this section.

Viewing System Information and Performance

You can use the Setup — System Info Web page to view the SmartServer’s system information,
including its hardware and firmware versions; Ethernet addresses; general performance
statistics; performance as an IP-852 router (if IP-852 routing is activated on your SmartServer); and

FPM license status.

To view the SmartServer’s system information, follow these steps:

1. Right-click the SmartServer icon, point to Setup, and then click System Info on the shortcut

menu.
Navigate
& General O Driver

s LAN
= &=/ SmartServe

" Remote A
B o Net
2 my_mailser

Setup P

Delete Templates

TCFR/IP

Service

[+ ==° SmartServe
# (& 10.2.120.18
2 10.1.0.21
2,10.2.120.3

-REMOTE

Time
Security

System Info
Verify

Clean Up
Reboot

LON Command Queue

Powerline Repeating Analysis

Alternatively, you can click Setup and then click System Info.

The Setup — System Info Web page opens.

Ethernet MAC Address
LAN IPv4 address
LAN IPvE Address

GPRS Network IP Address

Setup - System Info
[ETE i.LON SmartServer Value
& © General O Driver Model Number 72102
= LAN
O&s 5 Channel Type TP_FT_10
E Remote Access Modem installed Yes
iz et
2 my_mailserver.mv_domain.com CPU Speed 264 MHz
& SmartServer-Remote Firmware Version 4.00.132
£ 10.1.0.21 Bootrom Version 4.00.126
£ 10.2.120.3 Hardware Revision 3
Ethernet Value

00-D0-71-02-0A-18
10.2.124.111
Disabled

Not connected
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The following system information related to your SmartServer’s hardware and firmware and its
Ethernet connections are displayed in the dialog:

SmartServer

Model Number
Channel Type

Modem Installed
CPU Speed
Firmware Version
Bootrom Version

Hardware
Revision

Ethernet

MAC Address

LAN IPv4 Address
LAN IPv6 Address

GPRS Network IP
Address

This section displays information about the SmartServer hardware and
firmware. This information may be requested by Echelon support when
diagnosing a problem with the SmartServer.

The SmartServer’s model number.

The channel type of the SmartServer. For free topology models of the
SmartServer, this is TP_FT_10. For power line models, this is PL_20N
(or PL-20C if CENELEC is enabled).

Indicates whether the SmartServer has an internal modem.
The CPU speed (in MHz) of the SmartServer.

The firmware version of the SmartServer.

The bootrom version of the SmartServer.

The hardware version of the SmartServer, which is one of following
values:

1 - Release 1 hardware
2 - e3 hardware
3 - SmartServer hardware

This section lists the Ethernet addresses currently used by the
SmartServer.

The unique 12-digit hexadecimal Ethernet MAC address assigned to the
SmartServer. A MAC address consists of a Block ID and a Device ID.
The Block ID (the first set of six digits) identifies the manufacturer. The
Device ID (the second set of six digits) identifies the model and
manufacturer date.

The IPv4 address currently assigned to the SmartServer.

The IPv6 address currently assigned to the SmartServer. This field will be
empty if IPv6 is not enabled on your SmartServer.

The IP address used by the SmartServer for GPRS network connections.
If a GPRS connection has not been set up on your SmartServer,
“Not Connected” appears in this field.

4. You can scroll down to view the following properties related to the SmartServer’s general
performance:
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Setup - System Info
Navigate General Statistics Current Value Recommended Limit
@ General © Driver Flash Disk Activity: Moving Average 0 Erases / Minute 78 Erases / Minute maximum
Bl Lan Flash Disk Activity: Last 3 Minutes 20 Erases / Minute Mot Applicable

El & SmartServer
Eemote Access

B (& 10.2.124.108

o1 Net
& my mailserver.my_domain.com

Flash Disk Activity: Last 1 Hour 6 Erases / Minute Mot Applicable

Flash Disk Activity: Since Startup (5 Days) & Erases / Minute Hot Applicable

Spare Flash Blocks 93 available / 94 total 8 Blocks Available minimum

Free Disk Space / Total Disk Space 18356 kB / 63866 kB 1024KB Free Space Minimum

Free Memory (RAM) 22798 kB Mot Applicable

CPU Utilization 15.00 % Mot Applicable

Data Point Message Failures: Last 2 minutes 0 per Minute / O total 1 Failure / minute Maximum

Data Point Message Failures: Last 10 Minutes 0 per Minute / 0 total 1 Failure / minute Maximum

Data Point Message Failures: Last 1 day 0 per Minute / O total 1 Failure / minute Maximum

Last Refresh 2013-02-13 12:04:39 Mot Applicable

Battery Level ok Mot Applicable

General Statistics

Flash Disk Activity:
Moving Average

Flash Disk Activity:
Last 3 Minutes

Flash Disk Activity:
Last 1 hour

Flash Disk Activity:
Since Startup

Spare Flash
Blocks

Free Disk
Space/Total Disk
Space
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This section lists the current usage and recommended limits (where
applicable) for the SmartServer’s flash memory usage, CPU utilization,
data point message failures, and time of last refresh.

For more information on how the SmartServer uses flash memory, see the
next section, Using the SmartServer Flash Memory.

The long term moving average of the number of flash block erases/minute
(using a two day sliding window). When this value exceeds the
recommended limit (78 erases/minute), the value will be shown in red and
a warning message will be displayed at the top of the Web page.

The number of flash disk erases/minute over the last 3 minutes.

The number of flash disk erases/minute over the last 1 hour.

The number of flash disk erases/minute since the SmartServer was last
rebooted.

The number of available spare flash blocks remaining. Initially, the
SmartServer hardware contains up to 94 spare flash blocks that are used to
accommodate block failures. However, it is normal for a small number of
flash blocks to initially be marked as failed by the flash manufacturer, and
additional blocks may fail after extended use, so the number of available
spare blocks on your SmartServer may vary. This does not adversely
affect the normal operation of the flash disk, as long as some spare blocks
are available.

When the number of spare flash blocks falls below the recommended limit
(18 blocks), this value will be shown in red and a warning message will be
displayed at the top of the Web page. If a flash block on the SmartServer
fails and there are no spare blocks remaining, the flash disk may become
unreliable. The SmartServer should be replaced before this happens.

The current available disk space, and the total possible disk space in the
SmartServer (in KB). The SmartServer hardware has a 64MB flash disk,
and initially has approximately 28 MB of free disk space. If you go below
the recommended limit of 1,024KB of free disk space, this value will
appear in red and a warning message will appear at the top of the Web

page.
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Free Memory
(RAM)

CPU Uitilization

Data Point
Message Failures:
Last 2 Minutes

Data Point
Message Failures:
Last 10 Minutes

Data Point
Message Failures:
Last 1 Day

Last Refresh
Battery Level

The current available RAM (in KB) on the SmartServer. The SmartServer
FT initially has approximately 35 MB of free RAM. The SmartServer PL
has approximately 27MB of free RAM.

The percentage of time the SmartServer’s processor is working. This
property is a primary indicator of processor activity. If your SmartServer
seems to be running slowly, this property may display a higher percentage.

The rate and number of data point message failures over the last 2
minutes.

Data point message failures occur when the SmartServer’s data server
passes data point updates to an application. This problem can be caused
by high-network traffic, misconfigured applications, or overactive remote
applications attempting read or write to the SmartServer’s data points.

The rate and number of data point message failures over the last 10
minutes.

The rate and number of data point message failures over the last day.

The last time the SmartServer Web interface was refreshed.

Indicates the status of the SmartServer’s real-time clock battery (OK or
LOW). The LOW value means that the SmartServer’s internal battery can
no longer reliably maintain system time during a power outage.

The battery has a service life of 10 years. The SmartServer firmware
checks the battery voltage level on startup and reports any battery failures
within 10 minutes of the failure. When a failure is detected an error is
written in the event log and in the System Logger.

You can monitor the current voltage level of the battery using the
Net/VirtCh/iLON System/VirtFb/BatteryLevel data point, which has a
SNVT_lev_percent format. The default value is 100.0 percent; if the
battery fails, the value is set to 0.0 percent.

You can further scroll down to view the properties related to the SmartServer’s performance as an
IP-852 router (if IP-852 routing is activated on the SmartServer) and the SmartServer’s FPM

license status.

Setup - System Info

Navigate

@ General O Driver

2 my_mailserver.my domain.com
&9 SmartServer-Remote

& 10.2.120.18

210.1.021

2 10.2.120.3

LonTalk Statistics Current Value Packets [/ Sec

LonTalk-Side Packets sent 454 0.04

LonTalk-Side Packets
received

LonTalk-Side Packets lost

10917 0.97
0.00

IP-Side Packets sent 0.00

1P-Side Packets received 0.00

1P-Side Packets stale
IP Configuration Packets
sent

IP Configuration Packets
Recieved

0.00

0.00

o @ o o o o

0.00

Seconds since Last Clear 11235 Not Applicable

Time last Cleared

Last Refresh

FPM Information

FPM Licensed

2007-12-06 14:36:03

2007-12-06 17:43:23

Current Value

Activated

Mot Applicable

Mot Applicable
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LonTalk Statistics

LonTalk-Side
Packets Sent

LonTalk-Side
Packets Received

LonTalk-Side
Packets Lost

IP-Side Packets
Sent

IP-Side Packets
Received

IP Packets Data
Stale

IP Configuration
Packets Sent

IP Configuration
Packets Received

Seconds Since Last
Clear

Seconds Since Last
Clear

Last Refresh

Custom App
(FPM) Information
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If you are using the SmartServer as an IP-852 router, the following
properties display the total number and rate (per second) of packets sent
and received on the LON and LON IP sides of the IP-852 channel since
the SmartServer began operating as an 1P-852 router.

If “Not Licensed” appears in all the fields, an IP-852 routing license is not
installed on your SmartServer. You can click any of the Not Licensed
links in this section to activate IP-852 routing on your SmartServer.
Alternatively, you can order an IP-852 routing license (Echelon model
number 72160) from the Echelon Web site at
www.echelon.com/products/cis/activate.

Packets transmitted from the SmartServer’s internal LON channel to its
IP-852 router.

Packets received on the SmartServer’s internal LON channel from its
IP-852 router.

Packets received from the IP-852 router that were lost on the
SmartServer’s internal LON channel.

Packets the SmartServer has transmitted from its IP-852 router to the
IP-852 channel.

Packets the SmartServer’s IP-852 router has received from the IP-852
channel.

Expired packets received by the SmartServer’s IP-852 router from the
IP-852 channel.

Packets sent by the SmartServer’s IP-852 router to the 1P-852
Configuration Server on the IP-852 channel.

Packets received by the SmartServer’s IP-852 router from the 1P-852
Configuration Server on the IP-852 channel.

Total number of seconds that have elapsed since the SmartServer was last
rebooted.

Displays when the SmartServer was last rebooted.

Displays when you last refreshed your browser.

This section indicates whether you can deploy and run custom apps—also
called Freely Programmable Modules (FPMs)— on your SmartServer. A
custom app is a custom embedded application or driver that customizes
the functionality of your SmartServer.

You can create custom apps with the Echelon i.LON Programming Tools.
A trial version of the SmartServer 2.0 Programming Tools is available on
the SmartServer 2.2 DVD. To build custom apps and upload them to your
SmartServer, you need to order the SmartServer 2.0 Programming Tools
DVD (Echelon model number 72111-409). To order this DVD, contact
your Echelon sales representative.

For more information on writing and deploying custom apps, see the
SmartServer 2.0 Programming Tools User’s Guide.
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FPM Licensed Indicates whether custom app programmability is licensed on your
SmartServer. If “Activated” appears in this field, custom app
programmability is licensed on your SmartServer. If “Not Licensed”
appears in this field, a programming license is not installed on your
SmartServer. A programming license must be installed on your
SmartServer in order to deploy and use custom apps on it.

You can click the Not Licensed link to activate custom app
programmability on your SmartServer. Alternatively, you can order an
programming license (Echelon model humber 72161) from the Echelon
Web site at www.echelon.com/products/cis/activate.

Using the SmartServer Flash Memory

The SmartServer uses flash memory to store data associated with its applications. This non-volatile
memory appears to the SmartServer applications as a logical disk drive (also called a flash disk). The
flash disk is extremely reliable and will last a long period of time, but it has some limitations that may
affect the lifetime and runtime configuration of the SmartServer.

The SmartServer flash memory is physically composed of 4,096 blocks of 16 KB each (these are not
the same as disk blocks/sectors, which are much smaller). Of the 4,096 blocks, 4,000 are mapped to
the logical disk driver, 2 are required for overhead, and the remaining ones (up to 94) are spares.

Once a flash block has been written to, it must be completely erased before it can be written to again.
As the SmartServer applications write data to the logical flash disk, physical flash blocks are erased as
needed to allow data to be stored. Each flash block can be erased a limited number of times before it
fails, and flash manufacturers specify a minimum expected value for this limit. When a flash block
fails, it is permanently marked as failed and no longer used by the SmartServer. The spare flash blocks
allow for a limited number of block failures to occur without affecting the reliability of the flash disk.

The amount of time it takes for the flash blocks on the SmartServer to reach their erase limit depends
on how much and how often data is written to the flash disk. Writes to the logical flash disk cause
erases of physical flash blocks, but there is no simple formula to precisely describe this relationship.
The flash erase rates reported by the SmartServer apply to the entire flash memory, not to individual
flash blocks. The SmartServer contains a sophisticated flash file system that distributes flash erases
across all available blocks, in order to optimize the flash life. Over time, the actual number of erases
of each block will remain approximately equal, thus maximizing the life span of all flash blocks.
According to the flash manufacturers’ rated limits, all flash blocks should last at least 10 years if the
total block erase rate averages no more than 39 erases per minute for that entire time. Exceeding this
limit may cause the flash disk to wear out sooner.

The block erase limit specified by the flash manufacturers is very conservative. Empirical testing of at
least some flash parts indicates that a typical limit under normal conditions may be at least 10 times
longer, which translates to a much longer life for the SmartServer flash disk, and/or erase rates much
greater than 39 erases per minute. Informally, flash manufacturers will confirm these findings, but
they cannot be guaranteed. You can trade off expected life span for increased erase rates.

The configuration of your SmartServer may have a significant impact on the number of flash erases per
minute. You can monitor both the rate at which you are erasing the flash blocks on your SmartServer
and how many spare disk blocks are available. You can do so using the information on this Web page.
If the number of spare block falls below 8 blocks, you should replace the SmartServer.

Short-term increases or decreases in the rate of flash block erases value are not meaningful to the life
span of the flash memory. Only long-term, sustained rates are truly significant. However, if you are
trying to adjust your data logging to determine the affect this has on the erase rate, a long-term number
is not very helpful. To accommodate these different needs, this Web page reports four different values
for the flash block erase rate.

The most important one is computed using a two-day moving average, which will reflect only
sustained erase rates. However, this average is slow to respond to changes in the rate, and it may take
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up to five days before the value fully reflects a sustained change in the erase rate. The three minute
and one hour values provide more immediate feedback by using shorter time windows, but they may
show jumps in their values due to short-term activity (for example, transferring a file via FTP to the
SmartServer). The final value is the rate since the last reboot, which may respond to rate changes even

slower than the two-day average, but provides a very long-term view.

Viewing System Health Monitoring

You can view and configure the systemhealth.conf configuration file in the /config folder on the

SmartServer flash disk. This file lists the inputs that determine how the SmartServer’s system health is
monitored. It lists the tasks to be monitored by the SmartServer, the memory limits to be checked, and
the actions to be performed by the SmartServer. To view and configure the systemhealth.conf file,

follow these steps:

1. Verify that you have the correct user name and password to access your SmartServer via FTP and

that FTP access is enabled on your SmartServer. To do this, follow these steps:

a. Right-click the local SmartServer icon, point to Setup, and then click Security on the shortcut

menu. Alternatively, you can click Setup and then click Security. The Setup — Security

Web page opens.

b. Inthe General property, verify that the FTP/Telnet User Name and FTP/Telnet Password

properties are correct.

c. Inthe Service property, verify that the Enable FTP check box is selected.

2. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your SmartServer (ftp://192.168.1.222, for example).

3. Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

4. Browse to the /config folder on the SmartServer flash disk.

5. To view the systemhealth.conf configuration file, double-click it. The systemhealth.conf

configuration file opens in a new browser.

© File Edit View Favorites Tools  Help

ﬁ /.-\: Search | |[f = Folders

= =4

: Address @ frpiff10.2,124 .82 configfsystemhealth. canf

Check&llTasks:0
CheckMemory:1
MinMemoryLimit:1000000
MinMemoryIterations:5
RebootOnLowMemory:1
RebootOnSuspend: 1
RebootOnWebserverSuspend: 1
(CriticalRebootTasks
tExcTask

tLogTask

tEventLog

tDFsDismou

tNetTask

tFDWearMon

tTffsPTask

Tracing
(CriticallLogTasks

Done

@ Internet
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6. You can view the following inputs related to the monitoring of the SmartServer’s system health:

CheckAllTasks

CheckMemory

MinMemoryLimit

MinMemorylterations

RebootOnLowMemory

RebootOnSuspend

RebootOnWebServer
Suspend

CriticalRebootTasks

CriticalLogTasks

Defines whether the general task check is performed. A value of 1 will
cause the system health monitoring to perform the general task check. If
RebootOnSuspend is set to 1, the system is rebooted on failure. The
default value is 0.

Defines whether the memory check is performed. A value of 1 causes the
memory check to be performed. The default value is 1.

Defines the size of the largest available free block to be checked. The
default value is 1000000.

Defines the number of consecutive iterations for which the memory has to
be below MinMemoryLimit for the memory check test to fail. The
default value is 5.

Determines the action taken when the memory check fails. If this property
is set to 1, the system will be rebooted. The default value is 1.

Determines the action taken when the general task check fails. If this
property is set to 1, the system will be rebooted. The default value is 1.

Determines the action to be taken when a Web task is suspended or
non-existent. If this property is set to 1, the system will be rebooted. The
default value is 1.

Lists critical tasks. If any of these tasks are suspended or non-existent, the
system is rebooted.

List of critical tasks. If any of these tasks are suspended or non-existent,
an entry is made to the system log and a trace is produced on the console.

7. To configure the systemhealth.conf configuration file, you can copy it to your computer and open
it with a text editor such as Notepad. The parameters in the configuration file can be listed in any
order; however, they must precede the list of critical tasks. You must keep the
“CriticalRebootTasks” and “CriticalLogTasks” tags in the file.

8. When you are done configuring the systemhealth.conf configuration file, save it, and then upload
it via FTP to /config folder on the SmartServer flash disk, overwriting the existing

systemhealth.conf file.

Testing Connections

You can use the Setup — Verify Web page to test that the Ethernet and dial-up connections between a
SmartServer and the other host devices on the LAN are functioning properly. You can test a
SmartServer’s connections to remote SmartServers, OpenLNS Servers, e-mail (SMTP) servers, time
(SNTP) servers, and Web Connection Target servers. You can also test a turnaround connection to the
selected SmartServer, and test IP-852 configuration and persistent GPRS connections.

When initiating a remote test from this Web page, the SmartServer will dial out to each dial-up
connection that contains one or more host devices. If the SmartServer needs to break communication
with your computer during that communication, do not refresh your internet browser during the
process. Testing of dial-up connections while dialed in to the SmartServer will fail, because the Web
page will not be able to maintain communication with the SmartServer after the modem disconnects

and dials to another location.

To test a SmartServer’s connections, follow these steps:

1. Right-click the SmartServer icon, point to Setup, and then click Verify on the shortcut menu.
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Navigate

@ General O Driver

Setup P TCR/IP

Delete Templates | Service

Time

Security

System Info
Verify
LON Command Queue

Powerline Repeating Analysis

Clean Up
Reboot

Alternatively, you can click Setup and then click Verify.

2. The Setup - Verify Web page opens. This Web page lists the connections that have been
configured for the selected SmartServer including IP-852 routing and persistent GPRS settings.

Setup - Verify

Navigate

@ General O Driver

Xl

Test Name Time Status

[E send test email to: using 10.2.120.3 -~

€D Test connection: LAN/10.1.0.21:123 Time ~~ -----

&

& &

4 Test connection: LAN/10.2.120.18:80 WebBinder - ----

]

[E] Test connection: LAN/10.2.120.3:25 Email (Default) - ----

= LON

[ == LON IP
& my mailserver.my domain.com
[¥] & SmartServer-Remote
@& 10.2.120.18

<& Test connection: LAN/10.2.124.36:80 WebBinder - ----

E E

& Test connection: LAN/127.0.0.1:80 WebBinder ~ -----

&

[E] Test connection: LAN/my_mailserver.my_domain.com:25 Email - ----

= 2 10.1.0.21

@T\me Default Prograce
5 210.2.1203 e

&) Email (Default

3. Select the connections to be tested. The tests for all connections are selected by default.
4. Click Start Test to begin testing the selected connections.

5. The Progress box lists the verification events in the order they occur. The result of the connection
test is listed in the Status column. Any problems establishing communications with any of the
selected servers will be reported. To stop all ongoing tests anytime, click Cancel. To re-start the
previous set of tests, click Rebuild Test and then click Start Test. To clear the data in the
progress box, click Clear Progress.

SmartServer 2.2 User’'s Guide 111



s
Setup - Verify
Test Name Time Status
Send test email to: |deVE|@ECh9|°”-C°m using 10.2.120.3 " -C Complete: Test successful
4 Test connection: LAN/10.2.120.18:80 WebBinder - ---- Complete: Test successful
[E] Test connection: LAN/10.2.120.3:25 Email (Defaulty  ----- Complete: Test successful
4 Test connection: LAN/10.2.124.36:80 WebBinder ~ ----- Complete: Test successful
4 Test connection: LAN/10.2.127.1:80 WebBinder  ----- Complete: Test successful
4 Test connection: LAN/127.0.0.1:80 WebBinder  ----- Complete: Test successful
[E] Test connection: LAN/my_mailserver.my_domain.com:25 Email ~ ----- Failed: Connection reguest
Start Test Progress
2007-12-07 16:40:42 DETAILS: Create socket 127.0.0.1:80 ~
Rebuild Test 2007-12-07 16:40:42 DETAILS: Connect socket 127.0.0.1:80
2007-12-07 16:40:42 DETAILS: Close socket 127.0.0.1:80
Clear Progress 2007-12-07 16:40:42 DETAILS: Connection released 127.0.0.1
2007-12-07 CURRENT STATUS: CONNECTING
2007-12-07 CURRENT S5TATUS: IDLE

Upgrading an i.LON e3 plus Internet Server to the SmartServer

You can upgrade an i.LON 100 e3 plus Server to the SmartServer 2.2 firmware so that you can
implement the new features provided by SmartServer 2.2. This upgrade entails manually upgrading
the firmware on your i.LON 100 e3 plus Server to the SmartServer 1.0 software, which preserves the
configurations of the built-in applications and NVEs on your i.LON 100 e3 plus Server, and then using
the i.LON AdminServer to automatically upgrade to the SmartServer 2.2 firmware.

To perform the upgrade, follow these steps:

1. Install the SmartServer 2.2 software from the SmartServer 2.2 DVD as described in Installing
Echelon SmartServer 2.2 Software in Chapter 2. This installs the latest SmartServer 1.0 and
SmartServer 2.2 images to the LonWorks\iLon100\images folder on your computer.

2. Install EES 2.2 from the SmartServer 2.2 DVD. Also install OpenLNS Server if you plan on
using the SmartServer 2.2 in an OpenLNS managed network. See Installing Echelon SmartServer
2.2 Enterprise Services and Installing Echelon OpenLNS Server in Chapter 2 for how to perform
these installations.

3. Backup the i.LON 100 e3 plus Server via FTP. To do this follow these steps:

a. Verify that you have the correct user name and password to access your i.LON 100 e3 Server
via FTP and that FTP access is enabled on your i.LON e3 Server. To do this, follow these
steps:

i. Click Setup and then click Security. The Setup — Security Web page opens.

ii. Under Property, verify that the FTP/Telnet User Name and FTP/Telnet Password
properties are correct.

iii. Under Service, verify that the Enable FTP check box is selected.

b. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your i.LON 100 e3 Server (ftp://192.168.1.222, for example).

c. Enter the FTP/Telnet user name and password for accessing your i.LON 100 e3 Server via
FTP.

d. Copy all the folders in the root directory of the i.LON 100 e3 Server flash disk except for the
alarmLog and data folders to the local drive of your computer, a USB drive, another
removable media, or a shared network drive with read/write permissions. If you copy Data
Logger and Alarm Notifier log files to the SmartServer flash disk, the SmartServer will
replace them with empty files.
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4. Update the bootrom following these steps:
a. Connect a serial cable between your computer and the i.LON 100 e3 plus Server console port.

b. Start a terminal emulator such as PuTTY. Set the serial interface settings to 9600 bps, 8 bits,
no parity, 1 stop bit, and no flow control. See Appendix B, Using the SmartServer Console
Application, for more information on the console interface.

c. Open the SmartServer 2.2 (Release 4.06) bootrom images folder. To do this, click Start,
point to Programs, point to Echelon SmartServer 2.2 Software, select i.LON Image
Folder, and then open the BootROM 4.03 folder. Alternatively, you can browse to the file
path of the SmartServer 2.2 bootrom image folder, which is
LonWorks\iLon100\images\BootROM 4.03 by default.

d. Upload via FTP the updated bootrom.upd file to the root directory of your i.LON 100 e3 plus
Server.

e. Reboot the i.LON 100 e3 plus Server by entering the reboot command in the console
application. When the console reads “Press the ‘!’ key to stop auto-boot”,
press ‘I’. The i.LON 100 e3 plus Server will reboot to the bootrom state, halting all
applications.

f. Enter the update bootrom command in the console application. If the bootrom file name
is different than the default (bootrom.upd), specify the actual file name as an additional
parameter.

Note: Do not interrupt the bootrom update process. Doing so will render the i.LON 100 e3
plus Server unable to boot. If this happens, you will need to ship your SmartServer back to
Echelon to be repaired.

g. After the bootrom update has been completed, reboot your i.LON 100 e3 plus Server by
entering the reboot command in the console application.

5. Format the SmartServer flash disk using the bootrom console following these steps:
a. Enter the reboot command in the SmartServer console application.

b. When the console reads “Press the ‘!’ key to stop auto-boot”,press ‘!’. The
SmartServer will enter the bootrom state, halting all applications.

c. Enterthe format command in the bootrom application. Your i.LON 100 e3 plus Server is
automatically rebooted.

See Appendix B, Using the SmartServer Console Application, for more information on using the
bootrom and console applications.

6. If the devices on you network have user-defined network variable types (UNVTSs) or user-defined
configuration property types (UCPTs), copy the devices’ custom resource file sets (.ENU, .fmt,
fpt, .Is, and .typ files) from the lonworks/types folder in the e3 backup to a
lonworks/types/User/<YourCompany> folder on the i.LON 100 e3 plus Server flash disk.

7. Open the SmartServer images folder. To do this, click Start, point to Programs, point to
Echelon SmartServer 2.2 Software, and the select i.LON Image Folder. Alternatively, you can
browse to the file path of the SmartServer 1.0 image folder, which is
LonWorks\iLon100\images\iLon100 4.02 by default.

8. Copy all the folders and files in the LonWorks\iLon100\images\iLon100 4.02 folder on your
computer to the root directory of the i.LON 100 e3 plus Server flash disk.

9. Copy the ItConfig, Config, and Web/user/<Custom> folders from the e3 plus backup to the root
directory of the i.LON 100 e3 plus Server flash disk. The ItConfig folder contains the
LONWORKS connections and other LONWORKS data in your network; the Config folder contains
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10.

11.

12.

13.

14.

15.

the network configuration files; and the Web/user/<Custom> folder contains your custom Web
pages.

Note: Do not copy any of the factory e3 Web pages in the /web/user/echelon folder; otherwise,
you will replace all the SmartServer 2.2 configuration Web pages with the e3 pages, which will no
longer be functional. Do not copy any other folder under the /web directory.

Reboot your i.LON 100 e3 plus Server by entering the reboot command in the console
application. This automatically converts your e3 network configuration to the SmartServer
format.

If you are using the SmartServer in an OpenLNS managed network, logically replace the i.LON
100 e3 Server with the SmartServer in the OpenLNS application. If you are using OpenLNS CT,
right-click the i.LON100 device shape, point to Commissioning, and then click Replace on the
shortcut menu. Follow the device replacement procedures described in Chapter 7 of the OpenLNS
Commissioning Tool User’s Guide.

When selecting the device interface definition to be loaded, select the ILON100 FTT_V12.XIF,
ILON100_PLC V12.XIF, ILON100_FTT_V40.XIF, or ILON100_PLC_V40.XIF based on
your SmartServer model.

If you are using the SmartServer in an OpenLNS managed network, synchronize the SmartServer
to the OpenLNS network database after your SmartServer has finished rebooting. See
Configuring a LonWorks Network in Chapter 5 for more information on how to do this.

Use the i.LON AdminServer to automatically upgrade your SmartServer’s firmware to the
SmartServer 2.2 (Release 4.06) format. For more information on how to do this, see Chapter 2 of
the Echelon Enterprise Services 2.2 User’s Guide.

You can use i.LON Vision 2.2 to automatically upgrade all your existing e3 custom Web pages
previously built with i.LON Vision 1.0 and Contribute 3.0/3.1/CS3/CS4 to the SmartServer 2.2
format. See Upgrading e3 Web Pages to SmartServer 2.2 Pages in Chapter 3 of the i.LON Vision
2.2 User’s Guide for more information on how to do this.

Open the SmartServer 2.2 Web pages and test that your system is functioning properly. Verify
that your external devices and their network variables appear in the navigation pane in the left side
of the SmartServer Web interface and that their names match those in the OpenLNS network
database. Verify that the SmartServer’s built-in applications are configured correctly.

Note: If you have integrated any custom SOAP/XML applications with your i.LON e3 plus server,
you must re-build them using the version 4.0 namespace. This is because the i.LON e3 plus server
and the SmartServer use different SOAP/XML interfaces. See the SmartServer Programmer’s

Reference for more information on creating custom SOAP/XML applications for your SmartServer.

Downgrading the SmariServer 2.2 Firmware to the 1.0 Version

You can downgrade the firmware on your SmartServer 2.2 to the SmartServer 1.0 (Release 4.02)
version via FTP. To downgrade the firmware on your SmartServer, follow these steps:
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Backup the SmartServer via FTP. To do this follow these steps:

a. Verify that you have the correct user name and password to access your SmartServer via FTP
and that FTP access is enabled on your SmartServer. To do this, follow these steps:

i. Click Setup and then click Security. The Setup — Security Web page opens.

ii. Under Property, verify that the FTP/Telnet User Name and FTP/Telnet Password
properties are correct.

iii. Under Service, verify that the Enable FTP check box is selected.

b. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your SmartServer (ftp://192.168.1.222, for example).
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c. Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

d. Copy all the folders in the root directory of the SmartServer flash disk except for the
alarmLog and data folders to the local drive of your computer, a USB drive, another
removable media, or a shared network drive with read/write permissions. If you copy Data
Logger and Alarm Notifier log files to the SmartServer flash disk, the SmartServer will
replace them with empty files.

2. Format the SmartServer flash disk using the bootrom console following these steps:
a. Enter the reboot command in the SmartServer console application.

b. When the console reads “Press the ‘!’ key to stop auto-boot”, press ‘!”. The
SmartServer will enter the bootrom state, halting all applications.

c. Enter the format command in the bootrom application. The SmartServer will automatically
reboot.

See Appendix B, Using the SmartServer Console Application, for more information on using the
bootrom and console applications.

3. Update the bootrom on the SmartServer following these steps:
a. Connect a serial cable between your computer and the i.LON 100 e3 plus Server console port.

b. Start a terminal emulator such as PUTTY. Set the serial interface settings to 9600 bps, 8 bits,
no parity, 1 stop bit, and no flow control. See Appendix B, Using the SmartServer Console
Application, for more information on the console interface.

c. Open the SmartServer 1.0 (Release 4.02) bootrom images folder. To do this, click Start,
point to Programs, point to Echelon SmartServer 2.2 Software, select i.LON Image
Folder, and then open the BootROM 4.02 folder. Alternatively, you can browse to the file
path of the SmartServer 2.2 bootrom image folder, which is
LonWorks\iLon100\images\BootROM 4.02 by default

d. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your SmartServer (ftp://192.168.1.222, for example).

e. Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

f.  Copy the bootrom.upd file in the LonWorks\iLon100\images\BootROM 4.02 folder on your
computer to the root directory of the SmartServer flash disk.

g. Enterthe update bootrom command in the SmartServer console application. If the
bootrom file name is different than the default (bootrom.upd), specify the actual file name as
an additional parameter.

Note: Do not interrupt the bootrom update process. Doing so will render the SmartServer
unable to boot. If this happens, you will need to ship your SmartServer back to Echelon to be
repaired.

h.  After the bootrom update has been completed, enter the reboot command in the
SmartServer console application.

4. If the devices on you network have user-defined network variable types (UNVTS) or user-defined
configuration property types (UCPTSs), copy the devices’ custom resource file sets ((ENU, .fmt,
fpt, .Is, and .typ files) from the lonworks/types folder in the SmartServer 2.2 backup to a
lonworks/types/User/<YourCompany> folder on the SmartServer flash disk.

5. Open the SmartServer images folder. To do this, click Start, point to Programs, point to
Echelon SmartServer 2.2 Software, and the select i.LON Image Folder. Alternatively, you can
browse to the file path of the SmartServer 1.0 image folder, which is
LonWorks\iLon100\images\iLon100 4.02 by default.
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6.

7.

Copy all the folders and files in the LonWorks\iLon100\images\iLon100 4.02 folder on your
computer to the root directory of the SmartServer flash disk.

Reboot your SmartServer by entering the reboot command in the console application.

Downgrading the SmartServer Firmware to i.LON 100 e3 Version

You can downgrade the firmware on your SmartServer to the i.LON 100 e3 version via FTP. To
downgrade the firmware on your SmartServer, follow these steps:

1.
2.
3.

If the SmartServer 2.2 software is installed on your computer, uninstall it.
Install the i.LON 100 e3 software from the i.LON 100 e3 CD.

If you have not already installed i.LON 100 e3 SP3 or i.LON 100 e3 SR3 on your computer,
download and install i.LON 100 e3 SP3 from www.echelon.com/downloads.

Format the SmartServer flash disk using the bootrom console following these steps:
a. Enter the reboot command in the SmartServer console application.

b. When the console reads “Press the ‘!’ key to stop auto-boot”, press ‘!’. The
SmartServer will enter the bootrom state, halting all applications.

c. Enterthe format command in the bootrom application. The SmartServer will automatically
reboot.

See Appendix B, Using the SmartServer Console Application, for more information on using the
bootrom and console applications.

Update the bootrom on the SmartServer following these steps:

a. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your SmartServer (ftp://192.168.1.222, for example).

b. Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

c. Copy the bootrom.upd file in the LonWorks\iLon100\images\BootROM 3.03 folder on your
computer to the root directory of the SmartServer flash disk.

d. Enter the update bootrom command in the SmartServer console application. If the
bootrom file name is different than the default (bootrom.upd), specify the actual file name as
an additional parameter.

Note: Do not interrupt the bootrom update process. Doing so will render the SmartServer
unable to boot. If this happens, you will need to ship your SmartServer back to Echelon to be
repaired.

e. After the bootrom update has been completed, enter the reboot command in the
SmartServer console application.

When the reboot is complete, format the SmartServer flash disk again as described in step 4. After
the reboot is done, the SmartServer will be running the e3 bootrom.

Copy either the e3 SR3/SP3 firmware in the LonWorks\iLon100\images\iLon100 3.03 folder on
your computer or an existing e3 firmware backup to the root directory of the SmartServer flash
disk.

Reboot the SmartServer using the reboot command in the SmartServer console application.
When the reboot is complete, the SmartServer will be running the e3 firmware.

Migrating an e3 Network Configuration to the SmartServer

You can move a network configuration from an i.LON 100 e3 Server to the SmartServer. Integrating
the SmartServer with an existing network configuration lets you implement the new network
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management, monitoring, and control features provided by the SmartServer, and it enables you take
advantage of the SmartServer’s increased memory and improved performance.

1. Install the SmartServer 2.2 software from the SmartServer 2.2 DVD as described in Installing
Echelon SmartServer 2.2 Software in Chapter 2. This installs the latest SmartServer 1.0 and
SmartServer 2.2 images to the LonWorks\iLon100\images folder on your computer.

2. Install Echelon Enterprise Services 2.2 and OpenLNS Server from the SmartServer 2.2 DVD. See
Chapter 1 of the Echelon Enterprise Services 2.2 User’s Guide for more information.

3. Backup the i.LON 100 e3 Server via FTP. To do this follow these steps:

a. Verify that you have the correct user name and password to access your i.LON 100 e3 Server
via FTP and that FTP access is enabled on your i.LON e3 Server. To do this, follow these
steps:

i. Click Setup and then click Security. The Setup — Security Web page opens.

ii. Under Property, verify that the FTP/Telnet User Name and FTP/Telnet Password
properties are correct.

iii. Under Service, verify that the Enable FTP check box is selected.

b. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your i.LON 100 e3 Server (ftp://192.168.1.222, for example).

c. Enter the FTP/Telnet user name and password for accessing your i.LON 100 e3 Server via
FTP.

d. Copy all the folders in the root directory of the i.LON 100 e3 Server flash disk except for the
alarmLog and data folders to the local drive of your computer, a USB drive, another
removable media, or a shared network drive with read/write permissions. If you copy Data
Logger and Alarm Notifier log files to the SmartServer flash disk, the SmartServer will
replace them with empty files.

4. Verify that you have the correct user name and password to access your SmartServer via FTP and
that FTP access is enabled on your SmartServer. To do this, follow these steps:

a. Right-click the local SmartServer icon, point to Setup, and then click Security on the shortcut
menu. Alternatively, you can click Setup and then click Security. The Setup — Security
Web page opens.

b. Inthe General property, verify that the FTP/Telnet User Name and FTP/Telnet Password
properties are correct.

c. Inthe Service property, verify that the Enable FTP check box is selected.

5. Format the SmartServer flash disk and then downgrade the firmware to the latest SmartServer 1.0
firmware image (Release 4.02) to preserve the configurations of the NVEs and built-in
applications (for example, Scheduler and Data Logger) on your i.LON 100 e3 Server. The
SmartServer 1.0 firmware image is installed on your computer when you installed the SmartServer
2.2 software as described in step 1.

To format your SmartServer and then downgrade to the SmartServer 1.0 firmware image, follow
these steps:

a. Connect a serial cable between your computer and the i.LON 100 e3 plus Server console port.

b. Start a terminal emulator such as PuTTY. Set the serial interface settings to 9600 bps, 8 bits,
no parity, 1 stop bit, and no flow control. See Appendix B, Using the SmartServer Console
Application, for more information on the console interface.

c. Enterthe reboot command in the SmartServer console application.
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10.

11.

12.

13.

14.
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d. When the console reads “Press the ‘!’ key to stop auto-boot”, press‘!’. The
SmartServer will enter the bootrom state, halting all applications.

e. Enter the format command in the bootrom application. Your SmartServer is automatically
rebooted.

f.  Open the SmartServer images folder. To do this, click Start, point to Programs, point to
Echelon SmartServer Software, and the select SmartServer Images Folder. Alternatively,
you can browse to the file path of the SmartServer 1.0 image folder, which is
LonWorks\iLon100\images\iLon100 4.02 by default.

g. Copy the following folders and files in the LonWorks\iLon100\images\iLon100 4.02 folder
on your computer to the root directory of the SmartServer flash disk: lonWorks, modules,
web, and iLonSystem.

Copy the ItConfig and Config folders from the e3 backup to the root directory of the SmartServer
flash disk. The ItConfig folder contains the LONWORKS connections and other LONWORKS data
in your network. The Config folder contains the network configuration files.

Copy the XIF files of the external devices on the network from the lonworks/import folder on
your computer to the lonworks/import/User/<YourCompany> folder on the SmartServer flash
disk. Note that you may need to create the User/<YourCompany> folder on the SmartServer flash
disk before copying the device XIF files.

If the devices on you network have user-defined network variable types (UNVTS) or user-defined
configuration property types (UCPTs), copy the devices’ custom resource file sets (.ENU, .fmt,
fpt, and .typ files) from the lonworks/types folder in the e3 backup to a
lonworks/types/User/<YourCompany> folder on the SmartServer flash disk.

Reboot your SmartServer using the SmartServer Web pages or the SmartServer console
application.

e To reboot your SmartServer using the SmartServer Web pages, right-click the local
SmartServer, point to Setup, and then click Reboot on the shortcut menu. The Setup —
Reboot dialog opens. Click Reboot to start the reboot.

e To reboot your SmartServer using the SmartServer console application, enter the reboot
command. For more information on using the SmartServer console application, see Appendix
B.

If your SmartServer has a different IP address than the i.LON 100 e3 server and you intend on
using the SmartServer as an RNI to connect an OpenLNS or OpenLDV-based application to the
LONWORKS network attached it, configure your SmartServer as an RNI using the LONWORKS
Interfaces Control Panel application. For more information on how to do this, see Configuring the
SmartServer as a Remote Network Interface earlier in this chapter.

Open the network being migrated to the SmartServer using OpenLNS CT or other OpenLNS
application. If you are using the SmartServer as an RNI and your SmartServer is using a different
IP address than the i.LON 100 e3 server, change the network interface to the new SmartServer
RNI created in step 10.

Logically replace the i.LON 100 e3 Server with the SmartServer in the OpenLNS application. If
you are using OpenLNS CT, right-click the i.LON100 device shape, point to Commissioning, and
then click Replace on the shortcut menu. Follow the device replacement procedures described in
Chapter 7 of the OpenLNS Commissioning Tool User’s Guide.

Synchronize the SmartServer to the OpenLNS network database. See Configuring a LonWorks
Network in Chapter 5 for more information on how to do this.

Use the i.LON AdminServer to automatically upgrade your SmartServer’s firmware to the
SmartServer 2.2 (Release 4.06) format. For more information on how to do this, see Chapter 2 of
the Echelon Enterprise Services 2.2 User’s Guide.
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15. At the end of the upgrade process, the i.LON AdminServer will display the following error
message: “Failed I/O error: Connection refused: connect; nested exception is
java.net.ConnectException”. As a result, you cannot open the SmartServer 2.2 Web pages until
you reboot the SmartServer with the console application.

16. Reboot your SmartServer by entering the reboot command in the console application. For more
information on the SmartServer console application, see Appendix B, Using the SmartServer
Console Application..

17. When the reboot has been completed, you can open the SmartServer 2.2 Web pages.

Restoring a SmartServer to Factory Default Settings

You can restore your SmartServer to its factory default settings with the SmartServer Web pages or the
console application. To perform a factory default reset, secure access mode must be enabled on your
SmartServer (see Enabling and Disabling Secure Access Mode in this chapter for more information on
enabling secure access on your SmartServer).

To restore your SmartServer to its factory default settings with the SmartServer Web pages, follow
these steps:

1. Right-click the SmartServer icon, point to Setup, and then click Cleanup on the shortcut menu.

Navigate
@& General O Driver
dgfs LAN
= &= SmartServer-lLoca
T Remote Access| setyp p TCR/IP
() Building 3
& 192.168.1.84 Delete Templates | Service
Time
Security

System Info

Verify

LON Command Quele
Powerlineg Repeating Analysis
Clean Up

Reboot

2. The Setup — Cleanup dialog opens.
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! Setup - Clean Up

The Clean up command will restore the i

[ Clean Up

I

Thiz operation is permitted only during Secure Access Mode.

LOM SmartServer factory default parameters and cause the i.LON
SmartServer to reboot. Please note that this operation may take a few minutes. The TCP/IP and FTF settings

Automatically obtain IPv4 Address: false
IPv4 Address: 192.168.1.222
IPv4 Subnet Mask: 255.255.255.0
IPv4 Gateway: 192.168.1.222
IPvé Link Local Address: fe80:2d0:71f:fe02:a18

* - Mate: The IPvé Global Address will be different if this device is placed in a new TCP/IP network due to auto

Configuration information will be deleted including:

#® PPP profile information will be deleted.
* All Metwaork Variables {Data Points) will be deleted.

* All Alarm Conditions will be deleted.
# All1/O configuration for Pulse Inputs, Digital Inputs, and Digital Outputs will be deleted.
# All Data Log definitions will be deleted. Data will no longer be logged after reboot. Existing logs will
remain on the flash disk and may be deleted manually.

Cancel ]

will be reset as follows:

FTP User Name: ilon
FTP Password: ilan

IPvé Global Address:*
SHTP Servesr: 0.0.0.0
SMTP Servesr: 0.0.0.0
LM% Servers: 0.0.0.0:1628
DMS Servers: 0.0.0.0

configuration.

All Schedules will be deleted.

3.

Click Cleanup to proceed with the resetting of the SmartServer to its factory default settings.

To restore your SmartServer to its factory default settings with the console application, enter the
factorydefaults command, or enter the factorydefaults keepipaddrs command to
reset the SmartServer but keep its basic IPv4 and IPv6 IP addresses.

Performing a factory default reset, resets your SmartServer to the following configuration:

FTP/Telnet User Name ilon
FTP/Telnet Password ilon
Automatically Obtain IP address False

IPv4 Address 192.168.1.222
IPv4 Subnet Mask 255.255.255.0
IPv4 Gateway 192.168.1.222

IPv6 Link Local Address

IPv6 Global Address

Web Server Port

Hostname

Domain Suffix

DNS Servers

Time (SNTP) Servers

Time Zone

Network Management Service

fe80::2d0:71ff:fe02:a18

different if SmartServer is placed on a new TCP/IP network
80

SmartServer

[blank]

0.0.0.0

0.0.0.0

(GMT-08:00) Pacific Time (US & Canada); Tijuana

LNS Auto (No Host)
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OpenLNS Servers 0.0.0.0:1628

Incoming RNI Port 1628

LonTalk Address Unconfigured

E-mail (SMTP) Servers 0.0.0.0

Source E-mail Address [blank]

CENELEC Enabled False (PL models only)

In addition, all the XML configuration files on the SmartServer, as well as the contents of the
/PulseBackup (pulse count data), /AlarmLog (alarm log data), and /data (data log data) directories,
are backed up to the /config/software.bak directory.

Also, the device templates currently stored in the /config/template directory are moved to a
/config/template.bak directory. To use these templates again, copy them from the
/config/template.bak directory to your computer, and then copy them from your computer back to the
[/config/template folder.

If you did not use the factorydefaults keepipaddrs command in the console application, you
must set the TCP/IP properties of your SmartServer again. To do this, place your computer on the
same 192.168.1.* subnet as your SmartServer, or enter the following command in the Command
Prompt window (change “192.168.1.0” to the appropriate prefix for your subnet):

route add 192.168.1.0 mask 255.255.255.0 %computername$%

Open the command prompt with administrator privileges. To do this, click Start, type cmd in the
search box, right-click the cmd.exe, and then select Run as Administrator. If you receive a “The
parameter is incorrect” error, replace $computername$ with the IP address of your computer.

If you entered the factorydefaults keepipaddrs command in the console application, the
IPv4 and IPv6 addresses are not reset to their defaults and you do not need to set the TCP/IP properties
of your SmartServer again.

Replacing the SmartServer

You can replace the SmartServer using an OpenLNS application such as OpenLNS CT if there is a
hardware failure. To replace the SmartServer, follow these steps:

1. Close any OpenLNS application that is currently accessing the network containing the
SmartServer to be replaced.

2. Backup the SmartServer via FTP as described in Backing Up the SmartServer Firmware in this
chapter.

3. Format the flash disk of the old SmartServer using the bootrom console. To do this, follow these
steps:

a. Enter the reboot command in the SmartServer console application.

b. When the console reads “Press the ‘!’ key to stop auto-boot”, press ‘I’. The
SmartServer will enter the bootrom state, halting all applications.

c. Enterthe format command in the bootrom application.

4. Remove the old SmartServer hardware, and then attach the replacement SmartServer hardware to
the physical network.

5. Follow step 3 to format the flash disk of the replacement SmartServer using the bootrom console.

6. After the replacement SmartServer has rebooted, enter the FTP URL of your SmartServer
(ftp://192.168.1.222, for example) in the browser of an FTP client such as Core FPT, WS FTP Pro,
and Cute FTP.
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11.

12.
13.

14.

Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

Copy all the folders in the SmartServer backup directory to the root directory of the SmartServer
flash disk.

Enter the reboot command in the SmartServer console ap3plication.

After the replacement SmartServer has rebooted, enter the show command in the SmartServer
console application and verify that the replacement SmartServer has the same IP address, subnet
mask, and gateway as the old SmartServer.

If you are using the SmartServer as an RNI, you need to use the Setup — Security Web page to
verify that the replacement SmartServer has the same MD5 authentication key as the old
SmartServer. If the replacement SmartServer is initially configured to use the default key (all
zeros), this will occur automatically when connecting to the RNI.

Use an OpenLNS application to re-open the network containing the old SmartServer.

Logically replace the old SmartServer in the OpenLNS application. If you are using OpenLNS
CT, right-click the SmartServer device shape, point to Commissioning, and then click Replace on
the shortcut menu. Follow the device replacement procedures described in Chapter 7 of the
OpenLNS Commissioning Tool User’s Guide.

The new SmartServer will now function in the same manner as the old one.

Activating the SmartServer v40 Interface

If you are using the SmartServer in standalone mode, you can activate the new v40 interface on your
SmartServer. The v40 interface features a dynamic interface with a capacity of 500 dynamic
functional blocks. By default, the SmartServer uses the v12 interface, which has a static device
interface. This static interface limits the number of applications (functional blocks) that you can create
on your SmartServer (10 data loggers, 40 schedulers, 40 alarm generators, 40 alarm notifiers, 40 type
translators, 20 analog functional blocks, and 40 Web servers). You can activate the v40 interface if
you need to exceed the limits posed by the static interface provided by the v12 interface.

To activate the v40 incterace on your SmartServer, follow these steps:

1.

122

Verify that the Network Management Service property in the Setup — LON Network Driver
Web page is set to Standalone. To open the Setup — LON Network Driver Web page, click
Driver above the navigation pane in the left frame of the SmartServer Web interface, and then
click the Net network icon in the SmartServer tree.

Expand the network icon in the SmartServer tree, expand the LON channel, and then click the
i.LON App (Internal) device. The Setup -LON Device Driver Web page opens.

In the Template property near the bottom of the Web page, click the box to the right.
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Setup - LON Device Driver

Select LON Devices -
Name:  Building/LON/iLON App
O General @ Driver
Description

Geographical Pasition

Location 1D

Maximal Lifetime of Transactions
Unknown  Commission Status
Unknown  Application Status

Application Image

E|0 O O

Lon Device Property vall
£ iLON App (Internal) on bevice Frope a2
@ Ltaldv (Internal) Icon [o00001012881040¢c
RNI (Internal
gIA[—l Hidden O
B a0-1 [Ismart
B pb1o-1 Network Progress Identification Property
B bio-2 Management
&% virtch Neuron 1D
® Zmy My in.
2 my_mailserver.my_domain.com o Program 1D

Maximum Number of Dynamic Data Points

Primary Address (Domain.Subnet.Node)

Secondary Address (Domain.Subnet.Node)

value

900001012881040c

Maximum Number of Dynamic Functional Blocks 0

3000
000000000000 HEX

.0.0

.0.0

Maximum Number of Simultaneous Transactions 0

0 Milliseconds
Commissioned B

\Application Running (Online) (v

Done Template

|/root/ianWarks/import/Echelon/iLON100/ILON100_FTT_VA2 xif

@ &

The Choose File dialog open.

Choose File

Property Value
File Name

Template

Select
=e @ LonMark (aF)

Cancel

V|

In the Choose File dialog, expand the LonMark (XIF) folder, expand the

/llonWorks/Import/Echelon/iLON100 folder, select the ILON100_FTT_V40 XIF file or
ILON100_PLC_V40 XIF file, and then click OK to return to the Setup -LON Device Driver
Web page.

e Choose File

Property Value

File Name /root/lonWorks/Import/Echelon/iLON100/ILONLOO_FTT_V40.xif

Template
= @ LonMark (XIF)
=] Jroot/lonWorks/Import/Echelon/iLOMN100/
ILON100_FTT_NI
ILON100O_FTT_V12
| 1LoN100_FTT_va0
[ nonioo_pLc_N1
|? ILON100_PLC_V12
B ILON100_PLC_V40
[root/lonwWarks/Import/Echelon/LonPoint/Version2/
Jroot/lonWarks/Import/Echelon/LonPoint/Version3/
Jroot/lonWarks/Import/Echelon/FPM/

Select

HHH

[ OK ][ Cancel ]

6. Click Submit.
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Activate the v40 interface. To do this, right-click the i.LON App (Internal) device, point to
Manage, and then click Activate Template on the shortcut menu. The v40 interface is activated
on the SmartServer. You can now add dynamic functional blocks to the i.LON App (Internal)

device.

Select LON Devices

O General ©® Driver
Jgfs LAN
0&
ohe)
55+ Building
F=< L ON
ﬂ ILON App (Internall

Dé

@ Ltal dv (Internal) | properties
& @ RNI (Internal

EAH Delete
AO-1
= DIO-1 Rename
E pio-2 Save as Template
[ ¥ VirtCh

H 2 my mailserver.my domai Srmp@EEl b

Add Functional Block

Manage »#

Send Service Pin Message
Replace
Commission
Decommission
Set Online

Set Offline

Fetch Program ID
Download Image
Activate Template
Download CP-File
Query Status
Clear Status

Wink

Reset

Alternatively, you can activate the v40 interface by clearing and then selecting Smart Network
Management to the left of the Template property in the Setup -LON Device Driver Web page

and then clicking Submit.
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4

Using the SmariServer Web Interface

This chapter describes how to use the navigation pane in the Web
interface to access settings, change modes, open SmartServer
applications, add data points to SmartServer applications, manage
icons, manage devices, duplicate functional blocks and data points,
and use templates. In addition, it explains how to configure the Web
interface and check error messages.
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Using the SmariServer Web Interface

The SmartServer Web interface includes a dynamic navigation pane that you use to operate the
SmartServer. The tree appears in the left frame of the SmartServer Web pages and represents the LAN
on which your local SmartServer resides.

The following graphic serves as a quick reference (cheat sheet) for using the SmartServer navigation
pane. Itis based on a SmartServer that has initially been set to its factory default settings, and then has
had four SmartServer applications (functional blocks), one external device, and an OpenLNS Server
added to it. A data point has been added to the Scheduler application. The items displayed in the
navigation pane will vary based on many factors, including whether your SmartServer is operating in
Standalone or LNS mode, whether IP-852 routing is activated on your SmartServer, the network
objects that you have added, deleted, or hidden, and so on. The icons used to represent some network
objects will change if you use the SmartServer is LNS mode. For example, the network icon in the
SmartServer tree will change to an OpenLNS network database icon when you synchronize the
SmartServer to an OpenLNS network database, and the SmartServer App device icon will change to a
generic device icon.

This section describes the items in the navigation pane, and the subsequent sections explain how to use
the navigation pane to perform tasks such as using the General and Driver modes, opening the
SmartServer’s applications and adding data points to them, the commands you can perform on the
network objects in the navigation pane, and setting options for configuring the navigation pane.

SmartServer Navigation Pane

Click General to open a SmartServer App (FB}, or configure a data
Navigate point's presets, unit strings, invalid values, and other properties

~ applicable to all buses (LonWorks, Modbus, and M-Bus).
SmartServer's Ethernet Connection @ General O Driver
Right-click LAH to add Host Devices

Click Driver to configure object properties specific to a bus
(LHS Servers, Remote SmartServers, =] 8% LAN (LonWorks, Modbus, or M-Bus).

IP-852 Server, and Web Servers) e o) 55 SmartServer s | ocal SmartServer
T Remote Access mmm Modem Connection
1557 Net mm Hetwork
!ﬁ VirtCh e ¥irtual Channel (contains i.LOH Svstem device and data points [HYVsTh

SmartServer [E]5€, | QN memmmmm Default LOH channel (conatins SmartServer App device, RHI, local NI}
Tree 5 B jLON App (Internal) == Smartserver App device (contains SmartServer Apps [FBs], and data points [HVLs]
4 virtFb

= Scheduler[Q] == Funcitonal Block (FB) added to SmartServer
b -/../MultiSensor Device/Swit s reference to DP added to Scheduler application
3| nViESEnable[0] m= Data Point in Scheduler FB

SmartServer

Applications

(Funcitonal Data Logaer[Q] == FB added to SmartServer App Device
Blocks (@) Alarm Generator[0]== FB added to SmartServer App Device
[FB<]) Alarm Notifier[0] == FB added to SmartServer App Device

3 BNI (Internal) me SmartServer's built-in remote network interface

¥ ILON NI (Internal) s Local SmartServer Hl used for polling external DPs and testing devices (do not delete}
¥ Ltal dv (Internal) == | ocal SmartServer LonTalk device

@) MultiSensor Device s External device added to SmartServer

b 1] b my_mailserver.my domain.com

=] () 102,124,123 === LHS Server

=1 () myNetwork s LHS Hetwork Database

LNS Bl = Channel | s | onWorks channel
Tree = ='§ DIO-1 e External LonWorks device
(one per LNS Server = () Digital Encoder]()] == Functional Block

added to LAH) DE D1 1 memmm Hetwork Variable

B DE D2 1| s Hetwork Variable
= b DE D Out ] == Hetwork Variable (Source NV [hub] in LonWorks connection)
} »f/DE D1 ] = peference to Target HY in LonWorks connection

Note: The icon used to represent the SmartServer App device (J@) was updated in the SmartServer
2.2 release. All other screen shots in this document, and all other documents in the SmartServer 2.2
document suite, display the original icon for the SmartServer App device (f2).

The host devices accessible from your local SmartServer’s Ethernet connection are listed under LAN.
Host devices include your local SmartServer and may include remote SmartServers, OpenLNS Servers
(if you install Echelon Enterprise Services 2.2 from the SmartServer 2.2 DVD), e-mail (SMTP)
servers, time (SNTP) servers, IP-852 Configuration Servers, and Web Connection Target servers.
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The connections and networks are then listed below their respective host devices. Connections include
the remote access (modem) connections under the local SmartServer and the e-mail, time, IP-852
Configuration Server, and Web Connection Target servers under their respective servers.

1.LON SmartServer rowentoer = ECHELON

SETUP VIEW SETTINGS HELP LOG OFF

i.LON SmartServer - Welcome

Mavigate

@ General O Driver

1Net
= & SmartServer-Remote
557 Nt
B £ 10.2.120.3
= Email (Default) We{COME-
B £ 10.1.0.21
@Time (Default
B& 10212018 This web site provides access toa
@ﬁ) Building1 LONWORK: ) . -

Networks include their channels, devices, functional blocks, and data points, which are listed in that
order following the LONWORKS network hierarchy. You expand an item in a network to show its child
objects. For example, when you initially open the SmartServer pages, you can expand the SmartServer
network Net item to show the VirtCh and LON channel items (a LON IP channel icon will also be
shown under the Net item if IP-852 routing is activated on your SmartServer).

Navigate

& General O Driver
H gls LAN
=l & SmartServer-l ocal
' Remote Access

v Net
| ¥ VirtCh
F== LON
[# == | QN IP
[+ &' SmartServer-Remote
2 10.2.120.3
2 10.1.0.21

F (& 10.2.120.18

You can expand the LON channel to display the SmartServer’s internal devices.
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Select Devices

® zeneral O Driver
b gl LAN
=l & SmartServer
T Remote Access
= et
= 2% VirtCh
=== LOM
= B9 Router (Internal)
EJ ILOM App (Internal)
RNI (Internal)
¥ iLON NI (Internal)
® ¥ LtaLdv (Internal)

These internal SmartServer devices are described as follows:

Icon Device Name Description
] i.LON App Contains all of the SmartServer’s built-in applications
(Internal) such as the Scheduler, Alarm Generator, Alarm Notifier,
(formerly £2) and Data Logger. See Chapters 6-11 for more
information on using the SmartServer’s applications.
% Router (Internal)  The SmartServer’s built-in IP-852 router. If IP-852

routing is activated on your SmartServer, you can
integrate the network attached to your SmartServer into a
single large LONWORKS network that runs over a
high-speed IP-852 backbone. See Using the SmartServer
as an IP-852 Router in Chapter 3 for more information.

3 RNI (Internal) The SmartServer’s built-in remote network interface
(RNI). The RNI is used for connecting OpenLNS or
OpenLDV-based applications to a LONWORKS network
remotely over a TCP/IP network. See Using the
SmartServer as an RNI in Chapter 3 for more

information.
$ iLON NI The SmartServer’s local network interface. It is used by
(Internal) the SmartServer polling external data points (NVES) and
for testing and winking external devices.
¢ LtaLdv (Internal) The SmartServer’s network interface when used as a

standalone network manager.

In standalone mode, the Ltal.dv device sends network
management commands to external devices (for example,
download application, commission, set online, and so
on), and queries devices to verify that they are online.

In a power line repeating network, the LtalL dv device
also manages the repeating chains.

You can expand the i.LON App (Internal) device to show its functional blocks, which represent the
SmartServer’s built-in applications, and then expand a functional block to show the data points
(network variables and configuration properties) that are statically defined in the functional block.
Network variables are represented with blue data point items.
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Input network variables are marked with lines to right of their data point icons and their names have
“nvi” prefixes. Output network variables are marked with lines to the left of the data point icons and
their names have “nvo” prefixes. Configuration properties are represented with green data point icons
that have lines to right of their icons, and their names have “nci” prefixes.

Navigate

&) General O Driver
El gfz LAN
=l &= SmartServer-l ocg
T Remote Access
=3 Net
¥ 8 VirtCh
Bl == LON
= 4 ILON App (Internal)
(] Node Obiject
= [£] Digital Input 1
p®» nvoClsvalue 1
| nviClsvalueFb 1
[ nvoClsSetting 1
™| nciClsLocation 1
| nciClsInvert 1
| nciClsInType 1
(2] Digital Input 2
(4] Digital output 1
(4] Digital output 2
Real Time Clock
= L} VirtFb
= Bg Router (Internal)
@ RNI (Internal)

The following table lists and describes the various data point icons that you may observe in the

navigation pane:

Icon Name
Dp_Cfg
Dp_In
Dp_Out
Dp_In_Out
Dp_In_Ref

U UHVYVMN

Dp_Out_Ref

v

Dp_In_Out_Ref

Dp_In_Webbinding
Dp_Out_Webbinding

& Y

Dp_In_Webbinding_Attach
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Description

Configuration property

Input data point

Output data point

Data point with undefined direction

Reference to input data point added to
SmartServer application. Displayed directly
below application’s functional block.

Reference to output data point added to
SmartServer application. Displayed directly
below application’s functional block.

Reference to data point added to SmartServer
application. Displayed directly below
application’s functional block.

Reference to the target input/output data point in
a Web connection. Displayed directly below the
source data point in the connection.

Reference to the target input/output data point in
a Web connection, and the Web connection
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Dp_Out_Webbinding_Attach  Includes a file attachment. Displayed directly
below the source data point in the connection.

Dp_In_LonConnection Reference to the target input/output network
variable in a LONWORKS connection. Displayed
directly below the source network variable (hub)
in the connection.

Dp_Out_LonConnection

B Yu ¢©

FbRef Reference to a SmartServer application to which
the data point has been added. Displayed
directly below a data point that has been added
to a SmartServer application (functional block).

You can expand the VirtCh channel icon to display the SmartServer’s other internal device, which is
the i.LON System (Internal) device. This device contains data points that provide valuable system
information related to the SmartServer. You can expand the i.LON System (Internal) device, and
then expand the VirtFB virtual functional block to show data points representing the SmartServer’s
free RAM, free disk space, CPU usage, battery level, software version number, and other system

information.
Navigate
® General O Driver
= & LAN
= & SmartServer-l ocal
= =g Net
= 8% VirtCh
=l &f ILON System (Internal)
= 4.¥ VirtFb
CMdialInMNum
CMgprsip
b cMdialinip

® LonTalkPacketsPerSecond
® LonTalkErrorsPerSecond
b SystemEventMessage

® ServicePinMessage

b [SIDrumMessage

b Cpulsage

b FreeRAM

P FreeDiskSpace

The networks may also have a number of connections. These connections include Web connections
and LONWORKS connections, which are represented by target data points that are listed under their
respective source data points in the connections.
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Navigate

® General O Driver
= gfz LAN
=l & SmartServer-l oca
T Remote Access
SEE
[+ %% VirtCh
=== LON
= 2 iLON App (Internal)
# [f] Node Object
=l (2] Digital Input 1
= [ nvoClsValue 1
=} smartServer-Local:Net/|
= [A] Digital Input 2
I[I] Digital Output 1

4] Digital Output 2
I &1l Real Time Clock

= L} VirtFb

Above the tree in the left pane, a message box displays the current action to be performed such as
“navigate” or “select devices”. Below the message box are buttons that you use to select in which
mode to operate the SmartServer (General or Driver). The color of the bar to the left of the tree
indicates the current mode (it is blue in General mode, and orange in Driver mode). See Using
General and Driver Modes in this section for more information. Above the left frame, the SmartServer
reports error and warning messages. You can configure the organization and appearance of the
navigation pane by clicking Settings.

This section helps you learn the new web interface by showing you how to perform the following
tasks:

Use General and Driver modes.

Open SmartServer applications.

Add data points to SmartServer applications.
Manage network objects.

Issue network management commands on devices.
Create Web connections.

Create LONWORKS connections.

Use device templates.

Duplicate functional blocks and data points.
Check error messages and view the system log.
Configure global settings.

Use custom device and functional block icons.

Using General and Driver Modes

You can use the SmartServer in General or Driver mode to configure the properties of the networks,
channels, devices, functional blocks, and data points (network variables and configuration properties)
in your systems. The mode you select depends on whether you are modifying the general properties
of an object or the properties that pertain to a specific bus—LONWORKS, Modbus, or M-Bus.

Using a LONWORKS device for example, you use General mode to open the Configure — Device Web
page. You can only use this Web page view the name of the device, enter an optional description for
the device, view the icon used to represent the device in the tree, and view whether the device is
hidden or shown in the tree. This is also true for Modbus and M-Bus devices.
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[ semt ] Configure - Device

[ Back ]

Select Devices
Mame:  Net/LON/ILON App
® General O Driver
5 gfs LAN
= &= SmartServer-l.oca
" Eemote Access
=7 Net
¥ VirtCh
=== LON
EJ ILON App (Internal) Icon 900001012881040c
% Router (Internal)
@ RNI (Internal)
= | ON IP

Description:

Device Property Value

Hidden

You can click Driver to open the Setup — LON Device Driver Web page. You can use this Web page
to manage the device completely, from acquiring its Neuron ID and changing its configuration and
application state to selecting an application image to download to the device and activating a new
device interface (XIF) file for the device.

s :
Setup - LON Device Driver
Select LON Devices .
Name:  Net/LON/iLON App Handle: 0
O General @ Driver
EIQEEN Description:
= & SmartServer-| ocal
T Remote Access
i et
Lon Device Property Value
i1 iLON App (Internal) Icon [a00001012881040c (]
= Bg Router (Internal Hidd 0o
@ ENI (Internal \aaen
[ === LON IP [1Smart
Network Progress Identification Property Value
Management
Neuron 1D [030000046¢52
I Program 1D ‘9000010128810400
Maximum Number of Dynamic Functional Blocks 0
Maximum Number of Dynamic Data Points 3000

The use of these modes is similar for networks, channels, and functional blocks not representing the
SmartServer’s applications as you use Driver mode to configure these objects. However, it is slightly
different for functional blocks representing the SmartServer applications and data points.

Accessing SmartServer Functional Blocks in General and Driver Modes

In General mode, you can click a functional block representing a SmartServer application to open the
Web page for that application. For example, you can configure the SmartServer’s real-time clock by
clicking General and then clicking the Real-Time Clock functional block under the i.LON App
(Internal) device. The functional blocks for the SmartServer’s Digital Input, Digital Output, and
Real-Time Clock applications are shown in the tree by default. The functional blocks for all other
SmartServer applications (Alarm Generator, Alarm Notifier, Data Logger, Pulse Meter, and Scheduler)
are initially hidden in the tree. See Opening SmartServer Applications in this chapter for more
information.
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Net/LON/iLON App/Real Time Clock: Configure
Navigate X X
Name: Net/LON/ILON App/Real Time Clock
& General O Driver
K Description:
1 & SmartServer-l ocal
T Remote Access
et Property Value
D€ LON £ Default Time Server 0.0.0.0:123
Eﬂ @BackupTlme Server 0.0.0.0:123
Node Object .
Digital Input 1 Last Time Sync Unknown
m Digital Input 2 Timezone (GMT-08:00) Pacific Time (US & Canada)

# (4] Digital Output 1
= (4] Digital Output 2
] Real Time Clock
[+ 4§ VirtFb

Date and Local Time 2007-12-13 16:59:31

% Router (Internal Astronomic Position Sensor Property Value

=@ RNI (Internal) &) Latitude ®lo =0 o o) f
] -
4= LONIE Longitude @|U o |U ' ‘U " O| o

If you click a functional block representing a SmartServer application in Driver mode, the Setup -
LON Functional Block Driver page for that functional block opens. You can only use this Web page
to view the name and index of the functional block, enter an optional description for the functional
block, modify the icon used to represent the functional block in the tree, select whether the functional
block is hidden or shown in the tree, and view whether the functional block is static or dynamic.

Setup - LON Functional Block Driver

Select LON Functional Blocks = a

C General & Driver 1
()

Name:  Net/LON/iILON App/Real Time Clock Functional Block Index: 5

Description:

Lon Functional Block e

Property
i Icon |#8000010128000000[4].UFPTreaIT\meCIOcR B
Node Object dd
Digital Input 1 Hidden O

(#] Digital Input 2
m Digital Output 1
(&) Digital Output 2
Real Time Clock
4 VirtFb

B3 Router (Internal

@ RNI (Internal)

== | ON IP

Functional Block Type |

Static / Dynamic Static

Accessing Data Points in General and Driver Modes

In General mode, you can click a LONWORKS, Modbus, or M-Bus data point to open the Configure -
Data Point Web page. You can use this Web page to view or configure the following data point
properties that are applicable to all buses: alias name, whether a constant, format description (view
only), default and invalid values, whether its unit string is made available to applications, network
performance configuration properties (heartbeat, throttle, offline, and send on delta), presets, and unit
strings used for the fields of structured data points.
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Configure - Data Point

Select Data Points

® General O Driver

El#= LON
i

[l Node Object

(#) pigital Input 1

(2] pigital Input 2

= (4] Diital Output 1
| nviClavalue_1
[ nvoClavalueFb_1
ﬂ nciClaLocation_1
| ncicClalnvert_1

(4] Digital Output 2

Real Time Clock

B §} VirtFb

Data Point Property Value

Icon Dp_In

Hidden

[¥] Alias Name [NVL_nviClaValue_1

Persistent L]

Use Default Value |0.U 0 E]

[use tnvalid Value |

Format Description

Unit String |

Max. Send Time 0

(Heartbeat) Seconds
Min. Send Time (Throttle) 0 Seconds
Max. Receive Time (Offline) |0 Seconds

[Juse send on Delta |

If you click Driver, the Setup — LON Data Point Driver Web page will open for that data point. You
can use this Web page to view or configure the following properties for that LONWORKS DATA point:
poll rate, direction, whether it is static or dynamic, length, and format description (program 1D, data

type, and format).

Setup - LON Data Point Driver

Select LON Data Points

O General @ Driver
H gfe LAN
= & SmartServerlocal
T Remote Access
B55: Net
[ 8% Virtch
B &< LON
=i
£l Node Object
(2] pigital Input 1
(#) pigital Input 2
= (&) Digital Output 1
| nviclavalue_1
|= nvoClavaluerb_1
®| nciClal ocation 1
| nciClalnvert 1
(&) Digital Output 2
Real Time Clock

A% ek Th

Lon Data Peint Property  Value

Icon |Dp_|r'| E]

Hidden O

Poll Rate ’07 Seconds
Direction

Static / Dynamic Static

Nv Attribute Value

Length bytes

Formatting Parameters Value

Format Description #0000000000000000[0].SNVT_switch E]

Now if you click a Modbus data point with Driver mode selected, the Setup — Modbus Data Point
Driver Web page open for that data point. You can use this Web page to view or configure the
following properties for that Modbus data point: poll rate, direction, register type, data access type,
whether the data point is read-write or read-only, addressing properties, and data type/formatting

properties.
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Setup - MODBUS Data Point Driver
Select MOD-Bus Data Points X
Name:  Net/Modbus/ABB_ACHS550-UH/VirtFb/Speed
O General @ Driver ‘
E M~
]SEBN Description: SPEED
[ & SmartServer-l ocal
T Remote Access
Net
= 1ON MOD-Bus Data Point value
= 8% VirtCh Property
[ = | ON IP Icon [Dp_in_out E]
[= F= Modbus Hidd 0
= Q : . I en
= 4 VirtFb Poll Rate 10 Seconds
» Speed .
3 OutputFreq Direction O1n Qout O undefined
» Current MOD-Bus data register type . . i
» Torque (Function #) Hold Register (Functions 3 & 16 multi-write)
2 Power Data Point value is Read/Write
2 DCBusVol Data Addressing Value
» OutputVol Parameters
2 DriveTemp
il v | tengts e

Opening SmartServer Applications

The SmartServer includes the following set of built-in apps that let you monitor and control devices:

Alarm Generator and Alarm Notifier. The SmartServer can trigger alarms based on inputs from
the devices it is attached to. In response to an alarm condition, the SmartServer can be configured
to update LONWORKS, Modbus, and M-Bus data points; log the conditions to one or more data
logs; or send out e-mails or SOAP messages notifying recipients of the alarms and the conditions
that triggered them. You can configure alarms to shut off automatically when certain conditions
are met or they can be configured to require manual clearance in the SmartServer Web pages. The
alarming applications are described in Chapter 6, Alarming.

Scheduler. The SmartServer can be used to update any data points based on the time-of-day,
day-of-week, and date. These schedules can drive the inputs to any data point including
LONWORKS, Modbus, and M-Bus data points. The Event Scheduler includes an astronomical
position sensor that you can use to calculate the position of the sun based on the location of the
SmartServer and the time-of-day. This is useful for calculating whether it is light or dark outside
without using an external light-level sensor, and it is ideal for applications such as street lighting,
where lights need to turn on at sundown and turn off at sunrise. This application is described in
Chapter 7, Scheduling.

Data Logger. The SmartServer can log LONWORKS, Modbus, and M-Bus data points. These logs
can be downloaded automatically using the new fast data log transfer feature, or they can be
downloaded manually using File Transfer Protocol (FTP), retrieved using a SOAP/XML Web
service, or displayed with the Data Logger: View Web page. This application is described in
Chapter 8, Data Logging.

Pulse Meter, Digital Input, Digital Output. The SmartServer contains two built-in pulse metering
inputs, two built-in digital inputs, and two built-in digital relay outputs. You can use these inputs
and outputs to connect legacy devices to the SmartServer. You can use the Pulse Metering
application to have the SmartServer count pulses or to measure the pulse frequency from pulse
output devices. You can use the Digital Input and Digital Output applications to monitor and
control simple sensors and actuators that can be connected to the SmartServer such as switches,
push buttons, alarms, and drive contractors. These applications are described in Chapter 9,
Connecting Legacy Devices to the Local i.LON Inputs and Outputs.

Analog Functional Block. The SmartServer contains an Analog Functional Block application that
you can use to perform a variety of arithmetic and logical operations on a set of data points, and
then store the result of the operation in an output data point. This application is described in
Chapter 10, Using Analog Functional Blocks.
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e Type Translator. The SmartServer can translate data from one data type to another. This is useful
for integrating devices with incompatible data types, including devices on different busses
(LoNWORKS, Modbus, and M-Bus). For example, you can use type translation to translate a
SNVT_temp_f data point to a SNVT_temp data point, convert the SNVT_scene.function and
SNVT _scene.scene_number fields of a scene controller to the SNV T _switch.value and
SNVT_switch.state fields of a switch, and connect an M-Bus data point to a LONWORKS data
point. This application is described in Chapter 11, Using Type Translators.

You can open the built-in applications on the SmartServer with the SmartServer Web pages, or you
can open them with OpenLNS CT if you are using OpenLNS network management services (you
cannot use another network management tool such as OpenLNS CT to access a network when the
SmartServer is managing the network in standalone mode).

Using the SmartServer Web Interface to Open SmartServer Applications

In the e3 release, the built-in applications on the i.LON 100 server were all accessible from the
Configure menu, which has since been removed. The built-in applications on the SmartServer are
represented by functional block icons that are listed directly under the i.LON App (Internal) device in
the tree.

To open an application, click General and then click the functional block icon corresponding to the
application to be opened. For the Alarm Generator, Alarm Notifier, Analog Functional Block, Data
Logger, Pulse Meter, Scheduler, and Type Translator applications, you must first create an instance of
their functional blocks. After you create the functional block instance, the functional block appears
below the i.LON App (Internal) device in the tree, and you can then click the functional block to
open the corresponding application.

To create an instance of an application’s functional block and open the application using the
SmartServer Web pages, you do the following:

1. Click General at the top of the navigation pane in the left frame of the SmartServer Web interface.
If Driver is selected, the Setup - LON Functional Block Driver Web page for the functional
block will open when you are done creating the functional block instead of the corresponding
SmartServer application.

2. Expand the Net network item and then expand the LON channel to show the i.LON App
(Internal) device.

3. Right-click the i.LON App (Internal) device and then select Add Functional Block in the
shortcut menu.

Navigate

® General O Driver
o gfz LAN
= & SmartServer-local
T Remote Access
= Net
= 5% VirtCh
E=< LON
= [ iLON App (Internal)
() Node Object Properties
= (4] Digital Input 1
(2] Digital Input 2 | Delete
= (4] Digital Output 1
= (4] Digital Output 2
Real Time Clock | Save as Template
¥ VirtFb
3‘1R:.]‘NI Internal) Change Channel »
& SmartServer-Remote Add Functional Block

Rename

Manage »

4. The Add Functional Block dialog opens.
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Add Functional Block

Property Value

MName Net/LON/ILON App/
Type VirtualFunctionBlock
Select @ static
[ oK ][ Cancel ]

A
5. Select the functional block representing the application to be opened.

o If the SmartServer is using the static v12 interface, expand Static, select an application, and
then click OK.

Add Functional Block

Property Value

Name Net/LON/ILON App/|Scheduler[0]
Type #8000010128000000[4].UFPTscheduler
[0) Data Logger[4] A

ﬁ] Data Logger[5]
@] Data Logger[s]
ﬁ] Data Logger[7]
@] Data Logger[8]
ﬁ] Data Logger[9]
Pulse Counter 1
Pulse Counter 2
Scheduler[0]
Scheduler[10]
Scheduler[11]
Scheduler[12] v

Select

[ oK ][ Cancel ]

A

e If you have activated the dynamic v40 interface on the SmartServer and you are managing the
network in Standalone mode, expand Dynamic, expand the /lonworks/types folder, expand
the bas_controller folder, select the user-defined functional profile (UFPT) of the
SmartServer application to be opened, enter a name for the functional block such as “Data
Logger”, and then click OK. See Activating the SmartServer V40 XIF in Chapter 3,
Configuring and Managing the SmartServer, for more information on loading the V40
interface on the SmartServer.

SmartServer 2.2 User’'s Guide 137



6. A functional block representing the selected application and all the data points statically defined
for the functional block are added under the i.LON App (Internal) device network object at the
bottom, and the application opens in the application frame to the right. The construction symbol
overlaid onto the application icon in the upper-left hand corner of the Web page indicates that the
application has not been configured yet.

Net/LON/iLON App/Scheduler[0]: Configure

Navigate

@ General O Driver
Bl LAN
E & SmartServer-loca
T Remote Access
B Net
% virtCh
=< LON
=17}
) Mode Object
# [£] Digital Input 1
(] Digital Input 2
(4] Digital Output 1
& Digital Output 2
Real Time Clock
= 4§ VirtFb
=1(E&) scheduler[o
| nviEsEnable[0
@ RNI (Internal)

- nviEcDateResync -

Name:  MNet/LON/ILON App/Scheduler[0]

Description:

-

T
Real-Time Clock /
Astronomic Position
Sensor

@ T nvoEcDatsEvant
—— —'—r

T
Event Calendar

lDa“y' hedul I

OFF | ON

Event Scheduler

S Exception
e BEEEEE " Schedules

s 2 =

0 ] —

AUS EIN
000 10001

[T ooo 10001

oo 11 e

[] Supress Event Ry

7. Click Submit.

Note: You can click View to open the Alarm Notifier: Summary, Alarm Notifier: History, Data
Logger: View, and the View - Data Points Web pages.

To open an application from an existing functional block instance, follow these steps:

1. Click General. If Driver is selected when you click a functional block, the Setup - LON
Functional Block Driver Web page for the functional block opens instead of the corresponding

SmartServer application.

2. Click the functional block representing the SmartServer application to be opened. The application
opens in the application frame to the right.

See the next section for how to add data points to SmartServer applications.

Using OpenLNS CT to Open SmartServer Applications

You can create an instance of a SmartServer application’s functional block and open the application
using OpenLNS CT. Using this method to open a SmartServer application is comparable to launching
an OpenLNS plug-in. You right-click the functional block shape representing the SmartServer
application to be configured, and then click Configure on the shortcut menu. For more information,
see Opening SmartServer Applications with OpenLNS CT in Chapter 12, Using the SmartServer with

OpenLNS CT.

Adding Data Points to SmartServer Applications

The applications on the SmartServer work with the network variables from LONWORKS devices, and
also work with data elements from M-Bus and Modbus devices. For example, an Event Scheduler can
schedule an M-Bus or Modbus register just as easily as it can schedule a LONWORKS network variable.

138

This flexibility enables the SmartServer to integrate legacy devices from other field busses. The
integration of other field busses with a LONWORKS network is accomplished by the SmartServer’s data
server. The data server is a software component that abstracts any data element of any bus into a data
point. It enables the SmartServer applications to operate on these abstractions without regard of the

device driver.

The following figure illustrates that the SmartServer applications monitor and control the data points
abstracted by the internal SmartServer data server. The data server abstracts the network variables on
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LONWORKS devices and abstracts the registers of Modbus and M-Bus devices. The LONWORKS
network variables that data server abstracts includes those on the SmartServer’s application device
[i.LON App (Internal)] and those on the external LONWORKS devices connected to the SmartServer.

| UFPTdatalogger
UFPTscheduler
FPTalarmGenerator
UFPTalarmNotifier
FPTtypeTranslator
UFPTanalogFB
UFPTcustomerApp

DO 0

Internal SmartServer Data Point Server 1

-

Data Point Abstraction Layer

LON M- Bus ModBus FPM driver

LoNWoRKs Network Variables

aD aAxn
TR
ELELLc

Internal SmartServer  External LONWORKS Devices
Data Points Data Points
(formely NVLs) (formerly NVEs)

You can directly add data points to the SmartServer’s applications using the SmartServer Web
interface. The data points that you can add include the data points of external devices and the data
points of the internal SmartServer devices (formerly referred to as NVLs).

External devices are physical application devices that are connected to the SmartServer. External
devices are either stored in an OpenLNS database and managed with OpenLNS CT, OpenLNS tree, or
another OpenLNS application (the data points of these devices were formerly referred to as “NVES”),
or they are stored on the SmartServer’s internal database (the XML files in the /config/network folder
on the SmartServer flash disk) and managed with the SmartServer operating in Standalone mode.

An internal device refers to one of the 16 virtual devices that can be stored on the SmartServer. One of
these internal devices is the SmartServer automated systems device [the iLON App (Internal) device],
which contains the SmartServer’s built-in built-in applications. Ten of the internal devices are
reserved for the custom built-in applications (called custom apps or Freely Programmable Modules
[FPMs]) that you can write and deploy on your SmartServer using the full version of SmartServer 2.0
Programming Tools. The other five internal devices on the SmartServer are the iLON System
(Internal) device, which contains all the virtual data points (formerly referred to as NVVs); the IP-852
router; the local network interface [iLON NI (Internal)], which is used to poll external data points
(NVEs), and to test and wink external devices; the RNI; and the LonTalk device. You can add the data
points in the iLON App (Internal) device, the iLON System (Internal) device, and the internal FPM
application devices to the SmartServer applications.

To add data points to the SmartServer applications, follow these steps:

1. If you are operating the network in LNS mode and you are adding the network variables or
configuration properties of an external device that is stored in an OpenLNS database and managed
with OpenLNS CT, OpenLNS tree, or another OpenLNS application (these data points were
formerly referred to as “NVEs”), you must first copy the network variables or configuration
properties from the OpenLNS tree to the tree of the target SmartServer (your local SmartServer or
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a remote SmartServer you have added to the LAN) via the LNS Proxy Web service. To do this,
follow these steps:

a.

Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter
1 of the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

Verify that you have added an OpenLNS Server to the LAN that contains the OpenLNS
network database in which the network variable or configuration property is stored. In
addition, verify that you have synchronized the target SmartServer with the OpenLNS
network database containing the external network variables or configuration properties you
are copying. See Adding an OpenLNS Server to the LAN in Chapter 3 for more information
on adding an OpenLNS Server to the LAN and synchronizing the SmartServer to an
OpenLNS network database.

Expand the LNS Server item, and then enter the User Name and Password for logging in to
the OpenLNS Server via the Echelon Enterprise Services 2.2. You initially specified the user
name and password in the Echelon Enterprise Services 2.2 installer. If you forgot the user
name and password, you can right-click the Echelon Enterprise Services 2.2 tray icon(fgl) in
the notification area of your computer, and then click Options on the shortcut menu.

In the OpenLNS tree, expand the OpenLNS network database, channel, device, and functional
block containing the network variable to be copied to the local SmartServer, right-click the
network variable, and then select Create External NV on the shortcut menu. To copy
multiple network variables, click one, and then either hold down CTRL and click all others to
be copied or hold down SHIFT and select another to select the entire range, right-click one of
the selected network variables, and then click Create External NV on the shortcut menu.

Select Data Points

@ General O Driver
25k LAN 4
= & SmartServer-l ocal
T Remote Access
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Properties

= (&) 10.2.120.18 _

= @ Building1 Duplicate
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o AI-1 | Rename

</ AL2 Create Ext | NV
= o DIO- 1 reate External

(] pc- | Add Binding
=20 % Show Value
: D2

= Dz
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Note: If you have one or more remote SmartServers on the LAN, the Create External NV
option is not available in the shortcut menu of the network variable in the OpenLNS tree.
Instead, right-click the network variable in the OpenLNS tree, select Copy External NV on
the shortcut menu, right-click any object in the network tree of the target SmartServer, and
then click Paste External on the shortcut menu.
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e. The data points and their parent channel, device, and functional block are added to the
network tree of the target SmartServer.

Navigate
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f.  Click Submit.

2. Verify that you have created an instance of the functional block that represents the application to
which data points are to be added.

3. Click General at the top of the navigation pane in the left frame of the SmartServer Web interface.

4. From the navigation pane, click the functional block representing the application to which data
points are to be added. The application opens in the details pane to the right.

5. If you are adding the data point to an Alarm Notifier, Data Logger, Scheduler, Analog Functional
Block, or Type Translator, open the Data Points Web page where you add references to the
external data points.

6. From the SmartServer tree, click the data point to be added to the application. The data point is
added to the application, a reference to the data point (ID) is added to the bottom of the
application’s functional block tree, a reference to the functional block is added directly below the
selected data point (E]), and you can begin monitoring and controlling the data point with the
application.
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SmartServer Data Point Names and Organization

Data point names are based on the LONWORKS networks hierarchy, using the following naming
convention: network/channel/device/functional block/data point. The data point name also conveys
the location of the data point in the navigation pane on the left side of the SmartServer Web interface.

Note: You can revert the organization of the navigation pane so that data points are listed by source
device as they were in the e3 release of the i.LON 100 server. To do this, click Settings to open the
Global Settings dialog. In the Tree Mode property, select Alias Name and then click Close. Data
points with alias names defined for them will be listed in the tree. The internal SmartServer data
points and virtual data points have pre-defined alias names; therefore, they will automatically appear in
the tree. By default, external device data points do not have pre-defined alias names unless you have
migrated your LONWORKS network from an i.LON 100 e3 server to the SmartServer. As a result,
external device data points do not appear in the navigation pane in Alias Name mode unless you define
an alias name for them. You can define an alias name for a data point in its Configure - Data Point
Web page, which you can access by clicking General and then clicking the data point in the navigation
pane.

The following sections describe how data points are named and organized in the SmartServer.

Internal SmartServer Data Points (formerly NVLs)

The internal data points on the SmartServer are located under a <network>/LON/iLON App
(Internal)/<functional block> object and named accordingly. For example, the name of the
nvoClaValueFb_1 data point of the first digital relay output on the SmartServer is “Net/LON/iLON
App/Digital Output 1/nvoClaValueFb_1”. This means that you can locate the nvoClaValueFb_1 data
point in the navigation pane by expanding (in the listed order) the network object, the LON channel,
the i.LON App (Internal) device, and then the Digital Output 1 functional block.

1.LON SmartServer outseosv = ECHELON
SETUP VIEW SETTINGS HELP LOG OFF
Configure - Data Point

Select Data Points ~
| Name: Net/LON/ILON App/Digital Output 1/nvoClavalueFb_1 |
@ General ) Driver
Eg% LAN L Feedback. Reports the level being sent to the attached device.
= Description:
& SmartServer

T Remote Access
El g Net

E E EQ_N Data Point Property Value
& [f] Node Object Icon Dp_Out
= [#] Digital Input 1
& (&) Digital Input 2
= (&) Digital Output 1 [#] Alias Name \\LON1OUfNVLfstatic.fDOfOutput1.*’Statef NVL_nvoCl
i nviClavalue_1
b nvoClavalueFb_1
3| nciClaLocation_1 [ use Default value [
! neiclamvert 1

External LONWORKS Device Data Points (formerly NVEs)

The external data points on the device attached to the SmartServer are located under a
<network>/<channel>/<device>/<functional block[index]> object and are named accordingly. For
example, the name of a DI_Digital_1 data point on an external switch device connected to the
SmartServer could be “Net/LON/Switch/Digital Input[0]/DI_Digital_1".

Hidden

Persistent O

142 Using the SmartServer Web Interface



i. LON Smal‘tSCl’VCI’ roweren B = ECHELON'

SETUP VIEW SETTINGS HELP LOG OFF
. N
Configure - Data Point
Select Data Points - — ~
= Name: |Net/LON/Switch/Digital Input[0]/DI_Digital_1 |
@ General O Driver
= gk LAN A Description: | 5=P°=d digital valus
= & SmartServer '
T Remate Access
2357 Net
E AR LON .
Data Point Pi val

1 iLON App (Internal) 7 I iy e

8 RNI Icon Dp_Out

=l &f Switch
o Hidden
= Digital Input[0 [“] Alias Name |Sub5yslem 1.DIO- 10 Switch/ NVE_DI_Digital_1

= DI_Digital_1 ) O

" Diaital Input{11 Persistent
- Digital Input[2 [Juse Default value [

Virtual Data Points (formerly NVVs)

Interoperable Self-Installation (I1SI) data points and data points containing connection manager and
LonTalk statistics are located under the <network>/VirtCh/iLON System (Internal)/VirtFB object
and are named accordingly. For example, the ServicePinMessage data point is named
“Net/VirtCh/iLON System/VirtFb/ServicePinMessage”.

1.LON SmartServer soueseo sy = ECHELON
SETUP VIEW SETTINGS HELP LOG OFF
Configure - Data Point

Select Data Points
® | O ri Name: | Net/VirtCh/iLON Systelerth,fServwcerMessagel
Genera Driver
E:E - Description:
A LON ’
E 8% VirtCh
E (&% ILON System (Internal)
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B CMgprsip Icon Dp_Out
b cMdiallnip dd
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b SystemEventMessac
|® 1SIDrumMessage Persistent 0
: CpuUsage [Juse Default value |
FreeRAM
|® FreeDiskSpace [use 1nvalid value |
t ngZTumq\:"EId Format Description RAW_HEX E]
oftwareVersion
| ServicePinMessage v | [unit String |

Constant Data Points (formerly NVCs)

Constant data points are located under a <network>/LON/iLON App (Internal)/<functional block>
object and are named “CompareDP”. The functional block represents the SmartServer embedded
application in which the constant data point is used. For example, a constant data point used in an
Alarm Generator could be named “Net/LON/iLON App/Alarm Generator[0]/CompareDP”.
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Managing Network Objects

You can use the navigation pane to configure, duplicate, create, copy/delete, rename, and save
templates of the objects in the networks attached to your local SmartServer, in networks attached to the
remote SmartServers on the LAN, and in the OpenLNS network databases on the OpenLNS Servers on
the LAN. You can perform the following actions on the network objects in a SmartServer or
OpenLNS tree:

144

Click an object to open its respective configuration (General) or Driver Web page in the

application frame.

Expand an object to display its child objects. For example, you can expand a network to show the
channels on the network or expand a channel to show the devices attached to that channel. You
can collapse an object to hide its child objects.

Right-click an object to open a shortcut menu. The options available in the shortcut menu depend
on the selected object. The following sections list the available options in the shortcut menu for
each type of network object.

Note: Items in the SmartServer tree have special highlighting to indicate different states. Currently
selected items are marked blue; offline devices and data points are marked red; uncommissioned
devices are marked orange; and items that are out of sync with the OpenLNS network database are
marked yellow. Items that are in sync with the OpenLNS network database are clear.
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Managing Network Objects

The shortcut menu for networks has the following options:

Select Networks

® General O Driver
5 gls LAN

= & SmartServer +ﬂ»$mir1$£_r\_lg_r
T Remote Access # = my mailserver.my domain.com
@5) myMNetwo =l L_J 10,2.124.123
= my_mailservel properties = @ myNetwork
& 10.2.124.123 Properties
Rename
Delete
Add Channel g
Add Channel
Synchronize with LNS
Y Refresh
Overview 4 System Plug-Ins
Register Plugins
Overview »
SmartServer Tree OpenLNS Tree
Properties In General mode, opens the Configure - Network page. You can use this

page to enter an optional description of the network, and view the object
used to represent the network in the tree, and view whether the network is

SmartServer 2.2 User’'s Guide

Select Networks

® General O Driver

g5 LAN

145



hidden or shown in the tree.

In Driver mode, opens the Setup - LON Network Driver page. You can
use this page to switch between LNS or standalone management services,
select the network management mode (OnNet or OffNet), select an
OpenLNS network database to be synchronized to the SmartServer network,
manually synchronize the SmartServer network to an OpenLNS network
database (if you create, delete, rename a network object other than a data
point, or you configure an OpenLNS network database while the
SmartServer is offline), and set the domain length and ID.

You can also use this page to enter an optional description of the network,
and change the icon used to represent the network in the tree, and select
whether the network is hidden or shown in the tree.

Paste External This option is only available in the SmartServer tree when there are one or
more remote SmartServers on the LAN, and it only appears after you have
used the Copy External <object> on an object in the OpenLNS tree. Adds
an object copied from the OpenLNS tree and all of its parent and child
objects to the network tree of the target SmartServer.

If you click this command after copying a channel or device in the
OpenLNS tree and there are one or more devices on the channel that do not
already exist in the local SmartServer’s internal database, the Omit FBs?
dialog opens. By default, only the device is copied to the SmartServer tree.
Click Omit FBs to accept the default and copy only the device, or click
Copy All to also copy the functional blocks and data points on the device to
the SmartServer tree. The time required to complete the copy operation
depends on the number of functional blocks and data points on the device.

If you click Copy All to copy the device and all of its functional blocks and
data points to the SmartServer tree, and there are more items than can be
cached by your Web browser, the Automatic Submit? dialog opens. Click
Auto Submit to continue copying the items to the SmartServer tree, or click
Lose Changes to stop the copy operation. If you click Auto Submit,
additional copies from the OpenLNS tree will be sent to the local
SmartServer tree when a batch is ready.

For example, you can copy a device and paste it to a channel branch in a
SmartServer tree. The device, its parent channel (if different than the
selected channel), and optionally its functional block and data points are
added to the network tree. You can then use the target SmartServer to
manage the objects.

Note: The target SmartServer must be synchronized with the OpenLNS
network database in which the copied object is stored in order to perform
this operation.

Rename This option is only available in the SmartServer tree. Opens the Enter Name
dialog where you can enter a new name for the network. You can only
rename the network when the SmartServer is operating in Standalone mode.

Delete This option is only available in the OpenLNS tree. Permanently removes
the OpenLNS network database from the OpenLNS Server on which it is
stored.

Add Channel In the SmartServer tree, opens a shortcut menu from which you select the

type of channel to create on the network (LON, MODBUS, M-BUS, or
Virtual) and then enter a name for the channel in the Enter Name dialog.

In the OpenLNS tree, opens the Enter Name dialog where you enter a name
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for the LONWORKS channel being created. See Creating and Configuring
LONWORKS Channels in Chapter 5 for more information.

Synchronize with This option is only available in the SmartServer tree. Opens the

LNS SmartServer Resync dialog where you can manually synchronize the
SmartServer’s internal database (the XML files in the /config/network
folder on the SmartServer flash disk) to an OpenLNS network database. See
Manually Synchronizing the SmartServer to an OpenLNS network database
for more information.

Refresh This option is only available in the OpenLNS tree. Updates the channels,
devices, functional blocks, and data points displayed under the network.

System Plug-ins This option is only available in the OpenLNS tree. Opens the Launch
Plug-in dialog where you can start plug-ins that are registered for the device
or functional block. See Using LNS Plug-ins in Chapter 5 for more
information on starting plug-ins.

Register Plug-ins This option is only available in the OpenLNS tree. Opens the Register
Plug-in dialog where you can view the plug-ins that are registered and
unregistered in the network, and register plug-ins so you can launch them.
See Using LNS Plug-ins in Chapter 5 for more information on registering
plug-ins.

Overview Opens a shortcut menu that includes options for opening Overview Web
pages for the channels, devices, and connections (Web connections in the
SmartServer tree or LONWORKS connections in the OpenLNS tree) in the
network, and an option for opening the Lon Command Queue Web page.

See Chapter 5 for more information on using the Overview Web pages and
the Lon Command Queue Web page.

Managing Channel Objects
The shortcut menu for channels has the following options:
Select Channels
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Properties In General mode, opens the Configure - Channel page. You can use this
page to enter an optional description of the channel, view the icon used to
represent the channel in the tree, and view whether the channel is hidden or
shown in the tree.

In Driver mode, opens a Web page for configuring the channel’s
driver-specific properties (LONWORKS, Modbus, or M-Bus). The following
describes the properties you can set on a channel for each driver type:

e LONWORKS. Opens the Setup - LON Channel Driver Web page.
You can use this page to change the channel type (FT, IP, PL, RF, or
TP), enable repeating on PL-20 channels, enable and set a round-trip
delay time, set the minimal offline time for devices, set an offline delay
for devices, and modify advanced properties (transmit timer and recount
tries).

e Modbus. Opens the Setup - Modbus Channel Driver Web page. You
can use this page to change the channel type (TCP/IP, RS-485, or
RS-232), select the baud rate, select the transmission mode, and select
the size of start and parity bits, and set a stop bit.

e M-Bus. Opens the Setup - M-Bus Channel Driver Web page. You
can use this page to change the channel type (RS-485 or RS-232) and
select the baud rate.

You can also a channel’s Driver Web page to enter an optional description
of the channel, change the icon used to represent the channel in the tree, and
select whether the channel is hidden or shown in the tree.

Expand Displays the devices attached to the channel in the navigation pane.

Delete Removes the channel and all of its devices, functional blocks, and data
points from the network. If the SmartServer is synchronized with an
OpenLNS network database, this also deletes the channel and all of its
devices, functional blocks, and data points from the OpenLNS network

database.
Rename Opens the Enter Name dialog where you can enter a new name for the
channel.
Create External This option is only available in the OpenLNS tree when there are no remote
Channel SmartServers on the LAN. Adds the channel, all of its child devices, and

optionally the devices’ child functional blocks and data points to the local
SmartServer tree (if the local SmartServer is synchronized with the
OpenLNS database in which the copied objects are stored). After the
objects are added to the local SmartServer tree, they can be managed with
the local SmartServer.

When you click this command and there are one or more devices on the
channel that do not already exist in the local SmartServer’s internal

database, the Omit FBs? dialog opens. By default, only the device is copied
to the SmartServer tree. Click Omit FBs to accept the default and copy only
the device, or click Copy All to also copy the functional blocks and data
points on the device to the SmartServer tree. The time required to complete
the copy operation depends on the number of functional blocks and data
points on the device.

If you click Copy All to copy the device and all of its functional blocks and
data points to the SmartServer tree, and there are more items than can be
cached by your Web browser, the Automatic Submit? dialog opens. Click
Auto Submit to continue copying the items to the SmartServer tree, or click
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Lose Changes to stop the copy operation. If you click Auto Submit,
additional copies from the OpenLNS tree will be sent to the local
SmartServer tree when a batch is ready.

Copy External This option is only available in the OpenLNS tree when there are one or

Channel more remote SmartServers on the LAN. Copies the channel and all of its
children devices. The copied objects can then be pasted to a target
SmartServer using the Paste External shortcut command on any network
object in the target SmartServer tree (if the target SmartServer is
synchronized with the OpenLNS database in which the copied objects are
stored). After the copied objects are pasted to the SmartServer tree, they
can be managed with the target SmartServer.

Paste External This option is only available in the SmartServer tree when there are one or
more remote SmartServers on the LAN, and it only appears after you have
used the Copy External <object> on an object in the OpenLNS tree. Adds
an object copied from the OpenLNS tree and all of its parent and child
objects to the network tree of the target SmartServer.

If you click this command after copying a channel or device in the
OpenLNS tree and there are one or more devices on the channel that do not
already exist in the local SmartServer’s internal database, the Omit FBs?
dialog opens. By default, only the device is copied to the SmartServer tree.
Click Omit FBs to accept the default and copy only the device, or click
Copy All to also copy the functional blocks and data points on the device to
the SmartServer tree. The time required to complete the copy operation
depends on the number of functional blocks and data points on the device.

If you click Copy All to copy the device and all of its functional blocks and
data points to the SmartServer tree, and there are more items than can be
cached by your Web browser, the Automatic Submit? dialog opens. Click
Auto Submit to continue copying the items to the SmartServer tree, or click
Lose Changes to stop the copy operation. If you click Auto Submit,
additional copies from the OpenLNS tree will be sent to the local
SmartServer tree when a batch is ready.

For example, you can copy a device and paste it to a channel branch in a
SmartServer tree. The device, its parent channel (if different than the
selected channel), and optionally its functional block and data points are
added to the network tree. You can then use the target SmartServer to
manage the objects.

Note: The target SmartServer must be synchronized with the OpenLNS
network database in which the copied object is stored in order to perform
this operation.

Add Device Opens the Add Device dialog in which you create a new device from a XIF
or device template (XML file). See Creating and Configuring LONWORKS
Devices in Chapter 5 for more information.

Add Router This option is only available for LONWORKS channels. Opens the Add
Router dialog in which you enter a name for the router, select the router
type, and select the target channel to be connected to the far side of the
router. See Creating and Configuring LONWORKS Routers in Chapter 5 for
more information.

Note: To add a router to a LONWORKS channel in a SmartServer tree, the
SmartServer must be operating in LNS mode (LNS Auto or LNS Manual).
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Overview

Synchronize with
LNS

Refresh

Opens a shortcut menu that includes options for opening Overview Web
pages for the devices, functional blocks, and bindings (Web connections in
the SmartServer tree or LONWORKS connections in the OpenLNS tree) in the
network, and an option for opening the Lon Command Queue and Power
Line Repeating Analysis Web page. See Chapter 5 for more information
on using the Overview Web pages and the Lon Command Queue and
Power Line Repeating Analysis Web pages.

This option is only available in the SmartServer tree when the SmartServer
is synchronized to an OpenLNS network database. Transmits changes made
to the channel to the OpenLNS network database, and updates the
SmartServer’s internal database with changes made to the channel with
OpenLNS CT, OpenLNS tree, or other OpenLNS application. This option is
only available in the SmartServer tree. Note that this synchronization does
update the LON driver properties of the channel (for example, timing
parameters, description) in the SmartServer’s internal database.

This option is only available in the OpenLNS tree. Updates the devices,
functional blocks, and data points displayed under the channel in the
OpenLNS tree.

Managing Device Objects

The shortcut menu for devices has the following options:
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(58 10.2.124,123

Properties

In General mode, opens the Configure Network page. You can use this
page to enter an optional description of the device, view the icon used to

represent the device in the tree, and view whether the device is hidden or
shown in the tree.

In Driver mode, opens a Web page for configuring the device’s
driver-specific properties (LONWORKS, Modbus, or M-Bus). The following
describes the properties you can set on a device for each driver type:

LONWORKS. Opens the Setup - LON Device Driver Web page. You
can use this page to manage and self-install the device. The network
management tasks you can perform from this page include acquiring the
device’s Neuron ID, configuring the device, setting the device
application online or offline, selecting an application image file and
device interface to download to the device, and resetting the device (see
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Expand

Delete

Rename

Save as Template

Change Channel

Create External
Device

Creating and Configuring LONWORKS Devices in Chapter 5 for more
information). You can self-install the device using the Smart Network
Management feature on this page (see Installing Devices with Smart
Network Management in Chapter 5 for more information).

e Modbus. Opens the Setup - Modbus Device Driver Web page. You
can use this page to view and set the logical address of the device and
view and set the maximum number of data elements on the device.

e M-Bus. Opens the Setup - M-Bus Device Driver Web page. You can
use this page to change the baud rate, set the primary and/or secondary
address, and view and set the manufacturer ID, medium, and version.

You can also a device’s Driver Web page to enter an optional description of
the device, change the icon used to represent the device in the tree, and
select whether the device is hidden or shown in the tree.

Expands the device to show all of the static and dynamic functional blocks
defined for the device, and expands the functional blocks to show all of the
static and dynamic network variables and configuration properties in the
functional blocks. Deleted functional blocks, network variables, and
configuration properties are not displayed.

Removes the device and all of its functional blocks, data points, and
bindings from the channel.

If the SmartServer is synchronized with an OpenLNS network database,
selecting this option opens the Keep LNS Copy? dialog. In this dialog,
click Yes to delete the external device only from the SmartServer’s internal
database, or click No to delete the external device from both the
SmartServer’s internal database and the OpenLNS network database to
which the SmartServer is synchronized.

If any data points in the device to be deleted are bound, a dialog appears
prompting you to confirm that you want to delete the device even though it
has bound data points.

Opens the Enter Name dialog where you can enter a new name for the
device.

Opens the Save as Template dialog where you can save an .XML file
documenting the current properties of the device and the child functional
blocks and data points currently displayed under the device. You can then
create new devices from this template. See Using Device Templates later in
this section for more information.

Opens a shortcut menu in which you can select a different channel on the
network where the device is to be moved logically.

This option is only available in the OpenLNS tree when there are no remote
SmartServers on the LAN. Adds the device, its parent channel, and
optionally all of its children functional blocks and data points to the local
SmartServer tree (if the local SmartServer is synchronized with the
OpenLNS database in which the copied objects are stored). After the
objects are added to the local SmartServer tree, they can be managed with
the local SmartServer.

When you click this command, the Omit FBs? dialog opens. By default,
only the device is copied to the SmartServer tree. Click Omit FBs to accept
the default and copy only the device, or click Copy All to also copy the
functional blocks and data points on the device to the SmartServer tree.
Note that the time required to complete the copy operation depends on the
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number of functional blocks and data points on the device.

If you click Copy All to copy the device and all of its functional blocks and
data points to the SmartServer tree, and there are more items than can be
cached by your Web browser, the Automatic Submit? dialog opens. Click
Auto Submit to continue copying the items to the SmartServer tree, or click
Lose Changes to stop the copy operation. If you click Auto Submit,
additional copies from the OpenLNS tree will be sent to the local
SmartServer tree when a batch is ready.

Create Ext. Dev. This option is only available in the OpenLNS tree when there are no remote

(use Template) SmartServers on the LAN. Opens the Choose File dialog, in which you
select a device template that is used to copy specific data points in the device
interface to the local SmartServer. See Creating External Data Points from
Device Templates later in this section for more information.

Copy External This option is only available in the OpenLNS tree when there are one or

Device more remote SmartServers on the LAN. Copies the device and all of its
children functional blocks and data points. The copied objects can then be
pasted to a target SmartServer using the Paste External shortcut command
on any network object in the target SmartServer tree (if the target
SmartServer is synchronized with the OpenLNS database in which the
copied objects are stored). After the copied objects are pasted to the
SmartServer tree, they can be managed with the target SmartServer.

Paste External This option is only available in the SmartServer tree when there are one or
more remote SmartServers on the LAN, and it only appears after you have
used the Copy External <object> on an object in the OpenLNS tree. Adds
an object copied from the OpenLNS tree and all of its parent and child
objects to the network tree of the target SmartServer.

If you click this command after copying a channel or device in the
OpenLNS tree and there are one or more devices on the channel that do not
already exist in the local SmartServer’s internal database, the Omit FBs?
dialog opens. By default, only the device is copied to the target SmartServer
tree. Click Omit FBs to accept the default and copy only the device, or
click Copy All to also copy the functional blocks and data points on the
device to the target SmartServer tree. The time required to complete the
copy operation depends on the number of functional blocks and data points
on the device.

If you click Copy All to copy the device and all of its functional blocks and
data points to the target SmartServer tree, and there are more items than can
be cached by your Web browser, the Automatic Submit? dialog opens.
Click Auto Submit to continue copying the items to the SmartServer tree, or
click Lose Changes to stop the copy operation. If you click Auto Submit,
additional copies from the OpenLNS tree will be sent to the target
SmartServer tree when a batch is ready.

Note: The target SmartServer must be synchronized with the OpenLNS
network database in which the copied object is stored in order to perform
this operation.

Paste Ext. Dev. This option is only available in the SmartServer tree, and it only appears

(use Template) after you have used the Copy External Device option on a device in the
OpenLNS tree. Opens the Choose File dialog, in which you select a device
template that is used to copy specific data points in the device interface to
the local SmartServer. See Creating External Data Points from Device
Templates later in this section for more information.
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Add Functional Opens the Add Functional Block dialog in which you select a static

Block functional block defined by the device interface (XIF) file, or create a
dynamic functional block from a standard functional profile template
(SFPT) or user-defined functional profile template (UFPT).

Overview Opens a shortcut menu that includes options for opening Overview Web
pages for the functional blocks, data points, and connections (Web
connections in the SmartServer tree or LONWORKS connections in the
OpenLNS tree) in the network. See Chapter 5 for more information on
using the Overview Web pages.

Manage This option is only available for LONWORKS devices. Opens a shortcut
menu from which you can select the following network management
commands: Send Service Pin Message, Replace, Commission,
Decommission, Set Online, Set Offline, Fetch Program ID, Download
Image, Activate Template, Download CP File, Query Status, Clear
Status, Wink, Reset, and Self-Install. See Issuing Network Management
Commands later in this chapter for more information on using these
commands.

Synchronize with Transmits changes made to the device in the SmartServer tree to the

LNS OpenLNS network database, and updates the SmartServer’s internal
database with changes made to the device with OpenLNS CT, OpenLNS
tree, or other OpenLNS application. This option is only available in the
SmartServer tree. Note that this synchronization does update the LON
driver properties of the device (for example, commission status, application
status) in the SmartServer’s internal database.

Refresh This option is only available in the OpenLNS tree. Updates the functional
blocks and data points displayed under the device in the OpenLNS tree.

Managing Functional Block Objects

The shortcut menu for functional block icons has the following options:
Navigate

® General O Driver

2 gks LAN Properties
= &) SmartServer
T Remote Access | Duplicate
Bl @ myNetwork Deletea
[ 2% VirtCh
=% Channel 1 | Rename
</ ILON Smar
¥ iLON NI (Ir
E @) MultiSensa Overview >
# (2] Lamp[0]
# [@) Lamp[1] Synchronize with LNS
= (2] switch[o]
# (&) sSwitch[1]
mTemgSensur
® {§ Virtual Functional Block

2 my_mailserver.mv_domain.com
& 10.2.124.123

Add Data Point

Properties In General mode, opens the SmartServer embedded application
corresponding to the selected functional block. If the functional block does
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Duplicate

Delete

Rename

Create External FB

Copy External FB

not represent a SmartServer embedded application, it opens the Configure -
Functional Block page. You can use this page to enter an optional
description of the functional block, view the icon used to represent the
functional block in the tree, and view whether the functional block is hidden
or shown in the tree.

In Driver mode, opens a Web page for configuring the functional block’s
driver-specific properties (LONWORKS, Modbus, or M-Bus). The following
describes the properties you can set on a device for each driver type:

e LONWORKS. Opens the Setup - LON Functional Block Driver page.
You can use this page to enter an optional description of the functional
block, view the icon used to represent the functional block in the tree,
view whether the functional block is hidden or shown in the tree, and
view the functional profile template used by the functional block.

e Modbus. Opens the Setup - Modbus Functional Block Driver Web
page. This page provides the same options available in the General
properties Web page (change the icon and select whether the functional
block is hidden or shown in the tree).

e M-Bus. Opens the Setup - M-Bus Functional Block Driver Web
page. This page provides the same options available in the General
properties Web page (change the icon and select whether the functional
block is hidden or shown in the tree).

You can also a functional block’s Driver Web page to enter an optional
description of the functional block, change the icon used to represent the
functional block in the tree, and select whether the functional block is
hidden or shown in the tree.

Opens the Duplicate Functional Block dialog where you can create a copy
of the selected functional block that has the same configuration and driver
properties as the source. This is useful for quickly adding pre-configured
SmartServer applications (such as a Scheduler or an Alarm Notifier) to the
SmartServer and expediting the network design process. See Creating a
Duplicate Functional Block in this chapter for more information.

For the SmartServer App Device’s [i.LON App (Internal)] functional
blocks in the SmartServer tree, deletes the XML configuration of the
functional block, and hides the functional block in the tree.

For all other functional blocks, removes the functional block and all of its

data points from the parent device tree. If the SmartServer is synchronized
with an OpenLNS network database, this also deletes the functional block
and all of its data points from the OpenLNS network database.

Opens the Enter Name dialog where you can enter a new name for the
functional block.

This option is only available in the OpenLNS tree when there are no remote
SmartServers on the LAN. Adds the functional block and all of its network
variables and configuration properties to the local SmartServer tree (if the
local SmartServer is synchronized with the OpenLNS database in which the
objects are stored). After the objects are added to the local SmartServer tree,
they can be managed with the local SmartServer.

This option is only available in the OpenLNS tree when there are one or
more remote SmartServers on the LAN. Copies the functional block and all
of its network variables and configuration properties. The copied objects
can then be pasted to a target SmartServer using the Paste External shortcut
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command on any network object in the target SmartServer tree (if the target
SmartServer is synchronized with the OpenLNS database in which the
copied objects are stored). After the copied objects are pasted to the
SmartServer tree, they can be managed with the target SmartServer.

Paste External This option is only available in the SmartServer tree, and it only appears
after you have used the Copy External <object> on an object in the
OpenLNS tree. Adds an object copied from the OpenLNS tree and all of its
parent and child objects to the network tree of the target SmartServer.

For example, you can copy a data point and paste it to a functional block
branch in a SmartServer tree. The data point, and its parent channel, device,
and functional block (if different than the selected functional block and its
parent channel and device) are added to the network tree. You can then use
the target SmartServer to manage the objects.

Note: The target SmartServer must be synchronized with the OpenLNS
network database in which the copied object is stored in order to perform
this operation.

Add Data Point Opens the Add Data Point dialog in which you select a static network
variable defined by the device interface (XIF) file, or create a dynamic
network variable from a standard or user-defined network
variable/configuration property type (SNVT, SCPT, UNVT, or UCPT).

Overview Opens a shortcut menu that includes options for opening Overview Web
pages for the data points and bindings (Web connections in the SmartServer
tree or LONWORKS connections in the OpenLNS tree) in the network. See
Chapter 5 for more information on using the Overview Web pages.

Synchronize with Transmits changes made to the functional block in the SmartServer tree to

LNS the OpenLNS network database, and updates the SmartServer’s internal
database with changes made to the functional block with OpenLNS CT,
OpenLNS tree, or other OpenLNS application. This option is only available
in the SmartServer tree. This synchronization updates the LON driver
properties of the functional block (for example, description) in the
SmartServer’s internal database.

Refresh This option is only available in the OpenLNS tree. Updates the data points
displayed under the functional block in the OpenLNS tree.
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Managing Data Point Objects

The shortcut menu for data point icons has the following options:
MNavigate
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Properties

Delete

Properties In General mode, opens the Configure - Data Point Web page. You can
use this page to enter an alias name, select whether the data point is constant,
enable and set default and invalid values, view the type/format, set network
performance configuration properties (heartbeat, throttle, offline, and send
on delta), set presets, and modify the unit strings of the individual fields of
structured data points.

You can also use the Configure - Data Point Web page to enter an optional
description of the data point, view the icon used to represent the data point
in the tree, view whether the data point is hidden or shown in the tree.

In Driver mode, opens a Web page for configuring the data point’s
driver-specific properties (LONWORKS, Modbus, or M-Bus). The following
describes the properties you can set on a device for each driver type:

e LONWORKS. Opens the Setup - LON Data Point Driver page. You
can use this page to set the poll rate, view and/or set the data point
direction, view whether the data point is static or dynamic, view and/or
change the length, and view and/or change the type/format.

o Modbus. Opens the Setup - Modbus Data Point Driver Web page.
You can use this page to set the poll rate, access type, addressing
properties, and the format and type parameters).

e M-Bus. Opens the Setup - M-Bus Data Point Driver Web page. You
can this page to change the poll rate, format and type parameters, and
the length.

You can also a data point’s Driver Web page to enter an optional
description of the data point, change the icon used to represent the data point
in the tree, and select whether the data point is hidden or shown in the tree.
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Duplicate

Delete

Rename

Create External
NV

Copy External NV

Paste External

Add Connection

Show Value

Synchronize with

Opens the Duplicate Data Point dialog where you can create a copy of the
selected data point (if it is a dynamic type) that has the same configuration
and driver properties as the source. See Creating a Duplicate Dynamic Data
Point in this chapter for more information.

Removes the data point from its functional block. If the SmartServer is
synchronized with an OpenLNS network database, this also deletes the data
point from the OpenLNS network database.

Opens the Enter Name dialog where you can enter a new name for the data
point.

This option is only available in the OpenLNS tree when there are no remote
SmartServers on the LAN. Adds the network variable and its parent
channel, device, and functional block to the local SmartServer tree (if the
local SmartServer is synchronized with the OpenLNS database in which the
objects are stored). After the objects are added to the local SmartServer tree,
they can be managed with the local SmartServer.

You must use this option (or the Copy External NV and Paste External
options) in order to use the SmartServer’s built-in applications to monitor
and control the data points of external devices that are managed with
OpenLNS CT or other OpenLNS application.

This option is only available in the OpenLNS tree when there are one or
more remote SmartServers on the LAN. Copies the data point and its parent
channel, device, and functional block. The copied objects can then be
pasted to a target SmartServer using the Paste External shortcut command
on any network object in the target SmartServer tree (if the target
SmartServer is synchronized with the OpenLNS database in which the
copied objects are stored). After the copied objects are pasted to the
SmartServer tree, they can be managed with the target SmartServer.

You must use this option (or the Create External NV option) in order to use
the SmartServer’s built-in applications to monitor and control the data points
of external devices that are managed with OpenLNS CT or other OpenLNS
application.

This option is only available in the SmartServer tree, and it only appears
after you have used the Copy External <object> on an object in the
OpenLNS tree. Adds an object copied from the OpenLNS tree and all of its
parent and child objects to the network tree of the target SmartServer.

For example, you can copy a functional block and paste it to a device branch
in a SmartServer tree. The functional block, its parent channel and device
(if different than the selected device and its parent channel), and its data
points are added to the network tree. You can then use the target
SmartServer to manage the objects.

Note: The target SmartServer must be synchronized with the OpenLNS
network database in which the copied object is stored in order to perform
this operation.

Opens the Configure — Web Connection Web page where you can bind the
selected data point to one or more target data points in the Web Connection
Destination frame to the right. In the SmartServer tree, you can use this
option to create Web connections. In the OpenLNS tree, you can use this
option to create LONWORKS connections.

Opens a dialog showing the name, status, and current value of the data point.

Transmits changes made to the data point in the SmartServer tree to the
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LNS OpenLNS network database, and updates the SmartServer’s internal
database with changes made to the data point with OpenLNS CT, OpenLNS
tree, or other OpenLNS application. This option is only available in the
SmartServer tree. Note that this synchronization does update the LON
driver properties of the data point (for example, format description) in the
SmartServer’s internal database.

Issuing Network Management Commands

You can use the SmartServer tree or the OpenLNS tree to manage the SmartServer device, the
LONWORKS devices connected to the SmartServer, and the LONWORKS devices in OpenLNS network
databases (provided that you install the Echelon Enterprise Services 2.2 and add an OpenLNS Server
computer to the LAN). You can issue the following network management commands for the devices
in the SmartServer tree and the OpenLNS tree: Send Service Pin Message (internal devices only),
Replace, Commission, Decommission, Set Online, Set Offline, Fetch Program 1D, Download Image,
Activate Template, Download CP File, Query Status, Clear Status, Wink, Reset, and Self-Install
(routers only).

To manage a device from the SmartServer tree or OpenLNS tree, follow these steps.
1. Expand the parent network and channel icons to show the device to be managed.

e For devices in the SmartServer tree, expand the network, and then expand the LONWORKS
channel to which the device is attached.

e For devices in an OpenLNS network database, expand the LNS Server icon, expand the
OpenLNS network database in which the device is stored, and then expand the LONWORKS
channel to which the device is attached.

2. Select one or more devices to manage. To select one device, right-click the device, point to
Manage, and then select a management command from the shortcut menu. To perform batch
operations on two or more devices, click one device and then either hold down CTRL and click all
other devices to be installed or hold down SHIFT and select another device to perform the
management task on the entire range of devices, right-click one of the selected devices, point to
Manage, and then select one of the following management commands from the shortcut menu:
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Release Neuron ID

Set Online
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This option is only available for the SmartServer’s 16 internal devices
(SmartServer App device, SmartServer virtual device, IP-852 router, RNI,
local network interface, LonTalk device, and 10 custom app devices). Sends
a service pin message from the internal device. You can use this command
to commission an internal device on the SmartServer, such as a custom app
device, using an OpenLNS application such as OpenLNS CT.

This command is useful because if you press the service pin on the
SmartServer hardware when commissioning an internal device, it sends
service pin messages from all 16 of the internal devices defined on the
SmartServer.

Opens the Replace LON Device dialog in which you manually enter the
Neuron ID of a replacement device that has the same program ID of the
selected device. See Manually Replacing Devices in Chapter 5 for more
information.

Downloads network and application configuration data into the device.

Temporarily uninstalls the device. Decommissioning devices is useful when
optimizing, troubleshooting, or repairing a network. All the configuration
data of a decommissioned device, including configuration properties and
bindings, are preserved.

Erases the Neuron 1D defined for the device in the SmartServer or OpenLNS
network database and decommissions the device. You can release the
Neuron IDs of devices on a development SmartServer to create a template of
that development SmartServer and deploy it on one or more target
SmartServers, and automatically install the devices in the template.

Places the device in the online state. The behavior in the online state
depends on the device. A Neuron-hosted device, for example, will run its
application.
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Set Offline

Fetch Program ID

Download Image

Activate Template

Download CP File

Query Status

Clear Status
Wink

Reset

Self-Install

Places the device in the offline state. The behavior in the offline state
depends on the device. A Neuron-hosted device, for example, will not run
its application. You can place devices offline to bring up a system
incrementally.

Retrieves the program 1D stored in the device and enters it into the Program
ID box in the device’s Setup - LON Device Driver Web page.

Downloads to the device the application image specified in the Image box
on Setup - LON Device Driver Web page. The device must be a
Neuron-hosted device, have writeable application memory, and come with
an application file.

Loads onto the SmartServer the external device interface (XIF) file specified
in the Template box on the Setup - LON Device Driver Web page.

Downloads to the device the configuration property files specified in the
Configuration Property array on the Setup - LON Device Driver Web

page.
Tests the device to ensure that it is operating and configured correctly, and

then opens the Query Status dialog, which reports the following device
statistics:

e Name

e Unique ID

e  Transmission Errors
e Transaction Timeouts
e Receive Transaction Full Errors
e Lost Messages
Missed Messages
Reset Cause

Version Number
Error Log

Neuron Model
Device State

Clears the statistics in the Query Status dialog.

Requests that the device generate an application-dependent audio or visual
feedback such as a beep or a flashing service LED. The device must support
the Wink function to use this command. This command is useful for
identifying devices on the network.

Stops the device application, terminates all incoming and outgoing
messages, sets all temporary settings to their initial values, and then restarts
the device application. If the device was offline, it is placed online.

Configures an IP-852 router in the OpenLNS tree as a repeater and assigns
default domain/subnet/node addresses to its interfaces.

Only use this option if the LNS Proxy Web service is off and the
SmartServer is not connected to a IP-852 Configuration Server. Once the
SmartServer can communicate with an OpenLNS Server via the LNS Proxy
Web service, the IP-852 router is synchronized to the OpenLNS network
database and installed using OpenLNS network management services.

Note: You can also issue these network management commands from the Setup - LON Device
Driver Web page. To access the Setup - LON Device Driver Web page, click Driver and then
either click the device or right-click the device and select Properties from the shortcut menu. A

160

Using the SmartServer Web Interface



major advantage of using the Setup - LON Device Driver Web page to manage a device is that
you can enable smart network management for one property or a set of properties. The
SmartServer will then automatically issue the appropriate network management commands and set
the device properties to the state considered to be desired. See Chapter 5, Using the SmartServer
as a Network Management Tool, for more information on configuring devices with the Setup -
LON Device Driver Web page and using smart network management to install and auto-manage
devices.

Using Device Templates

You can configure a device in the SmartServer tree or OpenLNS tree, save it to a device template
(.XML file) that is stored on the SmartServer flash disk or your computer, and then use the device
template to create new devices that have a specific pre-defined configuration. You can also use device
templates to automate the creation of external data points on the SmartServer (this feature provides the
functionality offered by the i.LON 100 PointFactory Plug-in, which is compatible with the €2 and e3
releases of the i.LON 100 software).

This section describes how to perform the following tasks related to using device templates:

Create device templates.

Create devices from templates.

Create external data points from a device template.
Copy device templates to another SmartServer.
Delete device templates on a SmartServer.

Creating Device Templates

You can save one device to a template at a time. The template will include the device, and it will
include the functional blocks and data points currently displayed in the device tree. The template saves
the current driver properties of the device and the functional blocks, and it saves the current
configuration and driver properties of the data points.

Note: If you save the SmartServer’s internal App device [i.LON App (Internal)] to a template, the
configurations of the built-in applications (for example, Data Logger, Scheduler, and so on) will not be
preserved in the template. The template will include the functional blocks on the SmartServer App
device that were displayed in the SmartServer tree at the time the template was created and it will
include their data points, but the actual applications will be unconfigured.

You can configure the SmartServer’s built-in applications on a single source SmartServer, and then
automatically or manually deploy that SmartServer App device configuration to one or more target
SmartServers. You can automatically deploy the SmartServer App device configuration using the
i.LON AdminServer (see Chapter 2 of the Echelon Enterprise Services 2.2 User’s Guide for more
information). You can manually deploy it by copying the SmartServer App device’s XML file to the
target SmartServers via FTP (see Manually Deploying a Network Configuration on Multiple
SmartServers in Appendix D for more information on how to do this).

To create a device template, follow these steps:
1. To automatically install devices created from the device template, follow these steps:

a. Erase the Neuron ID of the source device. To do this, right-click the source device, point to
Manage, and then click Release Neuron ID in the shortcut menu. This decommissions the
source device.

b. Logically detach the network interface from the network. To do this, click Driver, click the
network in the navigation pane, clear the Use Network Interface check box in the Setup —
LON Network Driver Web page, and then click Submit. This prevents the SmartServer
from associating a Neuron ID with the device template when you complete step d.

c. Open the source device’s Setup — LON Device Driver Web page. To do this, click Driver
and then click the source device in the navigation pane.
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d. Select Neuron ID. This enables the SmartServer to automatically acquire the Neuron ID of
devices created from the device template using device discovery.

e. Select Smart Network Management at the top of the Web page. This sets the network
management commands required to commission the device and set it online.

f. Click Submit.

Note: When you save your device as a template, clear Clear from Template in the Network
Management property as described in step 7. This saves the network management
commands you set in steps c-d in the device template. These network management
commands will be executed when new devices created from the device template are
instantiated.

2. Configure the general and driver properties of the device’s data points. For example, you can set
the data points’ default values, persistent flags unit strings, and presets in the general properties,
and you can set their poll rates in the driver properties. See Configuring LONWORKS Data Points
in Chapter 5 for more information on setting these properties. The data points of the subsequent
devices you add to the SmartServer using the device template will have the same property values
by default

3. Right-click the device to be saved to a template and then click Save as Template on the shortcut

menu.
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4. The Save As Template dialog opens.
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Save as Template

Mote: Only driver settings will be saved in the template

Froperty Value
MName Srootfconfigftemplateflonworks/ xml
Select Path or File [ Templates

Network Management Clear from Template

[ Ok ” Cancel ]

5. Inthe Name property, enter a meaningful name for the template.

6. Inthe Select Path or File property, expand the Templates folder to show all the folders in the
/config/template directory on the SmartServer flash disk or your computer. For device templates
in the OpenLNS tree, the root directory refers to the
LonWorks\iLON\EnterpriseServices\repository\ees-Insproxy folder on your EES 2.2
computer. Select the folder to which the template is to be saved or expand the folder and select an
existing template file to be overwritten.

You can also select a folder and then enter a sub-directory. For example, if you are creating a
template for a LONWORKS lamp device in the SmartServer tree, you can select the
/config/template/lonworks directory and then enter Lamp/ in the Name property to save the
lamp template to its own /config/template/lonworks/Lamp sub-directory. The Name property
will be updated with the specified full path of the template.

'\q...'.

a ; Save as Template

Mote: Only driver settings will be saved in the template

Property Value

Mame :'ru:l-u:l-tfcu-nfigftemplat&flunwurksf“—ﬂmp el
= | | Templates
g’:,iﬁ':;r | Jroct{config/template/lonworks/
File
[ Ok ][ Cancel ]

|

7. Toenable devices created from the device template to be installed automatically clear Clear from
Template in the Network Management property. This saves any network management
commands currently issued for the source device (for example, commission, set online, reset, and
so on) in the device template. These network management commands are executed when new
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10.

devices created from the device template are instantiated. See step 1 for configuring your device
template for automatic installation.

This option is selected by default, meaning that network management commands are not saved in
the template and therefore not executed on new devices when they are created from the device
template.

Click OK. An . XML file documenting the driver properties of the device and its functional
blocks, and the configuration and driver properties of the device’s data points is created. The
XML file is saved to the SmartServer flash disk or your EES 2.2 computer at the path specified in
step 5. It may take a few minutes for the SmartServer to create the device template.

Note: The current values of the device’s configuration properties are saved in the Default Value
property on the configuration properties’ Configure — Data Point Web pages.

When the template has been created, a message appears above the application frame informing
you that the template is ready.

Click Submit. You can now create new devices from the template you created as described in the
next section.

Creating Devices from Templates

After you create a device template, you can use it to add new devices to the network in the
SmartServer tree or OpenLNS tree. The new device and its functional blocks will have the same driver
properties as the template, and the device’s data points will have the same configuration and driver
properties as the template. You can then further configure the device to meet the needs of the network
and even create a new template that has a more specific configuration of that device.

To create a device from a template, follow these steps:

1.

If you completed step 1 in the previous Creating Device Templates section to automatically install
devices created from the device template, logically attach the network interface to the network.
To do this, click Driver, click the network in the navigation pane, select the Use Network
Interface check box in the Setup — LON Network Driver Web page, and then click Submit.

In the SmartServer tree, right-click the channel on which the new device is to be attached and then
click Add Device in the shortcut menu.

Select Devices

® General O Driver
28 LAN
= &= SmartServer
T Remote Access
= @ myNetwork
¥ VirtCh
= == Channel
</ iLON Si Properties
 iLONN
= &) Multise
@ Lami pelete
& Lamy
[@) swity Rename
) Swit
(o] Light
(1) Temy add Router

2 mvy mailserver _
& 10.2.124.123 | Overview 4

Expand

Add Device

Synchronize with LNS
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3. The Add Device dialog opens
T

..... : 7 Add Device

Property Value

MName myMetwork/Channel 1f|
File Name

Location (¥ External O Internal

@ Lonmark (x1F)

Select | | Template

[ Ok H Cancel ]

4. Inthe Name property, enter a descriptive name for the device.

5. Inthe Location property, select whether you are creating an external device or an internal device
(custom app device or SmartServer) from a template.

6. Expand the Template folder to show all the folders in the /config/template directory on the
SmartServer flash disk. Expand the folder containing the template to be used to create the device
and then click that template.

Note: The SmartServer includes the two pre-defined LONWORKS device templates that are stored
in the /config/template/lonworks folder: a digital input (DI110) device and a SmartServer (i.LON
App). In addition, it includes six pre-defined Modbus device templates that are stored in the
/config/template/modbus folder: ABB_ACH550, BERG_UBN3060, LAE_LCD15, Schneider
PM500, Socomec Diris40, and Wago_8DI_8DO_4Al_4A0_8DI_8DO.
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"'b“‘.

:'5 7 Add Device

Froperty Value

Mame myNetwork/Channel 1:’|Lamp

File Mame [froot/config/template/lonworks/Lamp.xml

Location *) External O Internal
= @ LonMark (x1F)
= Template

= froot/config/template/lonworks/
[ iLoN app
B Lamp
[& MultiSensorDevice

Select

[ OK ][ Cancel ]

7. Click OK to return to the SmartServer Web interface.

8. Click Submit. The new device and the functional blocks and data points included in the device
template are added below the device’s parent channel. The default driver properties of the device
and its functional blocks match those of the selected template, and the default configuration and
driver properties of the device’s data points match those of the selected template. You can use
these default settings or modify them as necessary.

Note: When you create a device from an LNS device template (XML file), the configuration
property values are set to the values saved in the template. This differs from creating a device
from a XIF file, which sets the configuration property values to their defaults.

Creating External Data Points from Device Templates

You can copy an external device in the OpenLNS tree and then use a device template to paste specific
data points to the SmartServer tree. You can use this feature to automatically create a large number of
external data points on the SmartServer. This feature essentially provides the functionality of the
i.LON 100 PointFactory Plug-in, which is compatible with the e2 and e3 releases of the i.LON 100
software.

This feature is ideal for larger networks containing multiple devices of a single type. With it, you can
use a single copy and paste to add multiple devices with the same program ID to the SmartServer and
then select a device template that you previously created for the device. The SmartServer will then
automatically copy the data points in the selected device template from the OpenLNS tree to the
SmartServer’s internal database. You can then use the SmartServer’s built-in application and your
custom Web page to monitor and control these external data points.

Example: A network is managed with OpenLNS CT or other OpenLNS application that has 100 of the
same VAV controllers. Each VAV controller has the same set of six network variables that need to be
monitored and controlled with the SmartServer. In this case, you can expand one of the VAV devices
in the OpenLNS tree, copy the six desired network variables to the SmartServer, and then create a
template of the device in the SmartServer tree. You can then select the 99 other VAV devices in the
OpenLNS tree and then copy them to the SmartServer using the VAV device template you created.
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You can expand any of the 99 VAV devices in the SmartServer to display the six network variables
defined in the device template.

To create external data points on the SmartServer using a device template, follow these steps:

1. Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

2. Verify that you have added an OpenLNS Server to the LAN that contains the OpenLNS network
database in which the external network variables are stored. In addition, verify that you have
synchronized the target SmartServer with the OpenLNS network database containing the external
network variables you are copying. See Adding an OpenLNS Server to the LAN in Chapter 3 for
more information on adding an OpenLNS Server to the LAN and synchronizing the SmartServer
to an OpenLNS network database.

3. Expand the LNS Server icon, and then, if prompted, enter the User Name and Password for
logging in to the OpenLNS Server via the Echelon Enterprise Services 2.2. You initially specified
the user name and password in the Echelon Enterprise Services 2.2 installer. If you forgot the user
name and password, you can right-click the Echelon Enterprise Services 2.2 tray icon in the
notification area of your computer, and then click Options on the shortcut menu.

4. Inthe OpenLNS tree, expand the OpenLNS network database, channel, device, and functional
block containing the network variable to be copied to the SmartServer, right-click the network
variable, and then select Create External NV on the shortcut menu. To copy multiple network
variables, click one, and then either hold down CTRL and click all others to be copied or hold
down SHIFT and select another to select the entire range, right-click one of the selected network
variables, and then click Create External NV on the shortcut menu.

Select LON Data Points

(O General @ Driver
3¢k LAN
El &= SmartServer
T Remote Access
=l (@) NetworkExample
¥ ¥ VirtCh
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Note: If you have one or more remote SmartServers on the LAN, the Create External NV option
is not available in the shortcut menu of the network variable in the OpenLNS tree. Instead,
right-click the network variable in the OpenLNS tree, select Copy External NV on the shortcut
menu, right-click any object in the network tree of the target SmartServer, and then click Paste
External on the shortcut menu.

The data points and their parent channels, devices, and functional blocks are added to the network
tree of the target SmartServer. The parent objects are only added if they do not already exist in the
internal database of the target SmartServer.
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5. Click Submit.

6. Inthe SmartServer tree, create a template of the external device as described in Creating Device
Templates previously in this section.

Properties

et
avt Expand

() General
3 gfs LAN Delete
= E/'S;EELB.EES_E.DLE.[ Rename
&' Remote Acg
B () NetworkExz Save as Template
[ % VirtCh Change Channel »
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iLON S
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= B b1o- 1
E by DE-1
D1
D2
[ Digital Out
B El Do-1
Digital
Enable
I Feedhack

Add Functional Block

7. Inthe OpenLNS tree, select one or more devices to be copied to the SmartServer. The selected
devices must have the same program ID as the external device used for the device template created
in step 7. To copy one device, right-click the device and then click Create Ext. Dev. (use
Template) on the shortcut menu. To copy multiple devices, click one, and then either hold down
CTRL and click all others to be copied or hold down SHIFT and select another to select the entire
range, right-click one of the selected devices, and then click Create Ext. Dev. (use Template)
on the shortcut menu.

Select LON Devices
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Rename

Create Ext. Dev. (use Template)

Note: If you have one or more remote SmartServers on the LAN, the Create Ext. Dev. (use
Template) option is not available in the shortcut menu of the device in the OpenLNS tree.
Instead, right-click the device in the OpenLNS tree, select Copy External Device on the shortcut
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menu, right-click any object in the network tree of the target SmartServer, and then click Paste

Ext. Dev. (use Template) on the shortcut menu.

The Choose File dialog opens. In the Select property, expand the Template folder, expand the

folder and any sub-folders containing the device template created in step 7, click the device

template, and then click OK.

Choose File
Property Value
File Mame Sroot/config/template/lonworks/DI0.xml
= Template
Select =] ;’ro_otfconﬁgftemplateflonworksf
ILON App
DIO
[ Ok ][ Cancel ]
F |

Click Submit.

The devices and the functional blocks and data points in the device template are added to the

network tree of the target SmartServer. You can expand one of the copied devices and verify that

the functional blocks and data points in the device template appear in the device tree.

Select LON Devices

O General @ Driver
2 s LAN
I & SmartServer
T Remote Access
=l (4 MetworkExample

= ¥ VirtCh

[+ == LON IP

El&= Channel 1
B3 RIR- 1 (Internal)
=/ ILON SmartServer- 1 (Inte
@ LNS Network Interface (It
BHoio-1
B pio- 2

El&= Channel 3
= B bio-3

= 3| Digital Encoder[0]
DE D1 1
: DE D2 1
®DE D Out 1
=l B Digital Qutputf0

DO Digital 1
DO Enable 1

l® DO D PosFB 1

SmartServer 2.2 User’'s Guide

11. You can click a data point in General and Driver modes and verify that the configuration and
LON driver property values are the same as those specified in the device template.
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Deleting Templates on a SmartServer

You can remove the templates stored on the SmartServer flash disk or your EES 2.2 computer. This
may be useful for maintaining an updated list of active templates or for freeing memory on the
SmartServer flash disk. To delete a device template, follow these steps:

1. Right-click a SmartServer or an OpenLNS Server and select Delete Templates on the shortcut
menu.

Select Devices

® General O Driver

98k LAN
= &= SmartServe
T Remote & Setup 2
& (49 myNetwo
2 my _mailsen
® (& 10.2.124.123

Delete Templates

2. The Delete Templates dialog opens.

Delete Templates

Property Value
File Name

Select | Template

[ Close ]

' |

3. Expand the Template folder to show all the folders in the /config/template directory on the
SmartServer flash disk. Expand the folder in which the template to be deleted is stored and then
select the template. You can select multiple templates to be deleted by clicking one template and
then either holding down CTRL and clicking the other templates to be deleted, or holding down
SHIFT and selecting another template to delete the entire range of templates.
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Delete Templates

Property Walue
File Name froot/config/template/lonworks/multisensor.oml

= Template
Select = [froot/config/template/lonworks/
B multisensor

[ Delete ] [ Close ]

" |

4. Click Delete. The .XML file documenting the selected device template is removed from the
SmartServer flash disk or EES 2.2 computer.

5. Click Close to return to the SmartServer Web interface.
6. Click Submit.

Duplicating Functional Blocks and Data Points

You can create a new LONWORKS functional block or dynamic data point by duplicating an existing
one. The new object will have the same configuration and driver properties as the source.

Duplicating is especially useful for quickly adding pre-configured applications to the SmartServer. In
this case, you can use an existing application as a template for creating a new instance of the
application. For example, you could add data points to a scheduler, create events in the daily and
exception schedules, and then duplicate the Scheduler functional block. The events in the duplicate
scheduler will occur at the same time as specified in the source and they will update the same data
points. You could then further modify the duplicate scheduler to fit the specific application in which it
is being used. This saves you the effort of adding the same data points to multiple schedulers and
creating the same events in the daily and exception schedules.

Creating functional blocks and data points from a duplicate can also help expedite the network design
and configuration process. For devices with an array of a specific functional block, you can configure
one functional block in the array, and then duplicate it to create one or more new instances that have
the same configuration as the source functional block.

The following sections describe how to create new functional blocks and dynamic data points by
duplicating existing ones.

Creating a Duplicate Functional Block
To create a new functional block by duplicating an existing one, follow these steps:

1. Right-click the source functional block from which the copy will be created and then click
Duplicate on the shortcut menu.

SmartServer 2.2 User’'s Guide 171



Mavigate

@ General O Driver
2k LAN )
=l & SmartServer-| ocal
T Remote Access
[l 4 Building
E = LON
= [ iLon App (Internal)
Node Object
%DI ital Input 1
= [#] Digital Input 2
(4] Digital Output 1
= [I] Digital Output 2
# ¢ Real Time Clock
# |£) Scheduler (Sourrel

l Analog Fn Blockl Properties
J,'_'wirth _

J AL-1 Duplicate

&/ DIO-1 Delete

</ DIO-2

g AQ-1 Rename

VirtCh .
o= 151?84 Add Data Point

2. The Duplicate Functional Block dialog opens.

Duplicate Functional Block

Property Value

Original Building/LON/iLON App/Scheduler (Source)

Copy Name  Building/LON/iLON App/|Copy of Scheduler (Sourc
Number of
Copies 1

[ oK ][ Cancel ]

|

3. Inthe Copy Name property, enter a descriptive name for the functional block. The default name
is Copy of <original functional block name>.

4. Select the number of copies of the functional block to be created. The default is 1 copy.
5. Click OK.

6. Click Submit. The selected number of functional blocks and their static and dynamic data points
are added to the bottom of the parent device. If you created more than one functional block copy,
an index is appended to the name of the functional block.

Note: You can only duplicate a static functional block if an instance of the object is available to be
created. This means that you may have to delete an existing instance of a static functional block in
order to create a new one from a copy. If a static instance is not available, an error message appears
above the tree/application frame informing you that insufficient static objects are available, and that no
driver copies were created. The SmartServer automatically deletes the duplicate functional block

To delete a static instance of a functional block, click Settings. In the Global Settings dialog, select
Functional Blocks in the Display Hidden property and then click Close. All the functional blocks
statically defined for the device in the SmartServer tree are shown. Select one or more static functional
blocks, right-click one of the selected functional blocks, select Delete on the shortcut menu, and then
click Submit.
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Creating a Duplicate Dynamic Data Point
To create a new dynamic data point by duplicating an existing one, follow these steps:

1. Right-click the source dynamic data point from which the copy will be created and then click
Duplicate on the shortcut menu.
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2. The Duplicate Data Point dialog opens.
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3. Inthe Copy Name property, enter a descriptive name for the dynamic data point. The default
name is Copy of <original data point name>.

4. Select the number of copies of the dynamic data point to be created. The default is 1 copy.
5. Click OK.

6. Click Submit. The selected number of dynamic data points are added to the bottom of the parent
functional block. If you created more than one dynamic data point copy, an index is appended to
the name of the dynamic data point.

Note: You cannot create duplicates of static data points. If you duplicate a static data point, an error
message appears above the tree/application frame informing you that you cannot copy static data
points.
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You can connect data points using Web connections and LONWORKS connections.

e Web connections bind the data points on your local SmartServer to other data points on your local
SmartServer and to the data points on remote SmartServers, OpenLNS Servers, and Web
Connection Target Servers that you have added to the LAN.

e LONWORKS connections bind the data points in the same network database. You can create
LONWORKS connections in both OpenLNS managed networks and standalone networks.

Creating Web Connections

You can create Web connections to bind the data points on your local SmartServer to other data points
on your local SmartServer and to the data points on remote SmartServers, OpenLNS Servers, and Web
Connection Target Servers that you have added to the LAN. The Web connection will then keep the
data points synchronized.

Web connections are independent of LONWORKS domain boundaries. You do not need an OpenLNS
Server to create a Web connection between two SmartServers or between a SmartServer and a Web
Connection Target server, and SmartServers connected via Web connections do not need to be in the
same OpenLNS network database. You do need to add an OpenLNS Server to the LAN before
creating Web connections between a SmartServer and an OpenLNS Server.

You can create four types of Web connections: internal connections, peer-to-peer connections,
enterprise connections, and LNS uplink connections.

e Aninternal connections is a connection between two data points on a single SmartServer. Internal
connections are useful for translating the data between two LONWORKS devices that have
incompatible formats, as well as translating data between devices on different buses (LONWORKS,
Modbus, and M-Bus).

e A peer-to-peer connection is a connection between two data points on separate SmartServers.
Peer-to-peer connections provide an alternative solution to LONWORKS connections over an
IP-852 channel for connecting devices over multiple networks; however, peer-to-peer bindings are
much slower (40 data point updates per second) than LONWORKS IP-852 connections (1,000
updates per second). To create a peer-to-peer connection, you must first add a remote
SmartServer to the LAN. See Adding a Remote SmartServer to the LAN in Chapter 3 for how to
do this.

e An LNS uplink connection is a connection between a SmartServer and an OpenLNS Server. LNS
uplink connections replace the LNS uplink feature that was used in the e3 release of the i.LON
100 server for data point connections between an i.LON server and an OpenLNS Server. To
create an LNS uplink connection, you must first add an OpenLNS Server or LNS Server to the
LAN. See Adding an OpenLNS Server to the LAN in Chapter 3 for how to do this.

e An enterprise connection is a connection between a SmartServer and a Web Connection Target
Server (a Web server that can process SOAP requests). Enterprise bindings are useful for sending
a data log, an alarm log, an event scheduler log, or any user-defined file to a central enterprise
system. To use an enterprise binding, you must first add a Web Connection Target Server to the
LAN. See Adding a Web Connection Target Server to the LAN in Chapter 3 for how to do this.

Web connections can perform simple translations of scalar data points when the formats of the data
points are incompatible. For example, you can create a Web connection with the SNVT_temp_f data
point of a temperature sensor and the SNVT _temp data point of a room controller. The

SNVT _temp_f uses a floating-point type and the SNVT_temp data point uses an integral data type (a
signed long). In this case, the Web connection will translate the floating-point value stored in the
SNVT _temp_f data point to the integral value required by the SNVT_temp_p data point. The
following example demonstrates a scalar translation performed over an internal binding.
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SNVT_temp_f

Room Controller

Temperature
Sensor

In addition, Web connections can translate structured data points (data points with multiple fields such
as SNVT _switch) for which presets have been defined. For example, you can define an ON_100
preset for the SNVT_scene data point of a scene controller connected to one SmartServer and the
SNVT_switch data point of a lamp connected to another SmartServer. You then create a Web
connection with the data points of these devices. When the SNVT_scene data point is set to
SC_RECALL 4, the source SmartServer sends the ON_100 preset to the destination SmartServer on
the other end of the Web connection over the LAN. The destination SmartServer receives the ON_100
preset and then updates the SNVT_switch data point of the lamp to 100.0 1. The following example
demonstrates a translation performed using presets over a peer-to-peer binding.

Scene Controller
To create a Web connection, follow these steps:

1. Add Web Connection destinations (remote SmartServers, OpenLNS Servers, and Web Connection
Target servers) to the LAN with which you want to create a web connection. See Adding Host
Devices in Chapter 3 for more information on adding host devices to the LAN.

2. From the navigation pane in the left frame of the SmartServer Web interface, right-click a source
data point and then click Add Connection in the shortcut menu.
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3. The Configure — Web Connection Web page opens and the hostnames of the local SmartServer
and any remote SmartServers, OpenLNS Servers, and Web Connection Target servers that have
been added to the LAN appear in the application frame to the right. The host devices in the right
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frame are collectively referred to as Web-Connection Destinations. If a Webbinder Destination
cannot be reached, a single child node called “Target” appears with the IP address of the

SmartServer below the Web-Connection Destinations node.

Note: If the IP address of a remote SmartServer is displayed instead of its hostname, the remote
SmartServer may have the same hostname as another SmartServer on the LAN. SmartSevers on
the LAN must have unique hostnames (for example, a remote SmartServer cannot have the same
hostname as the local SmartSever). To change the hostname of a SmartServer, do the following:

e For a SmartServer in an LNS managed network, change the SmartServer’s hosthname with

OpenLNS CT or another OpenLNS tool.

e For a SmartServer in a standalone managed network, change its hostname in the Setup —
Local SmartServer TCP/IP Web page or its console application.
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From the Web-Connection Destinations tree on the right frame, expand the Web Connection
destination containing the target data points to be connected, expand the network, channel, device
and functional block containing the desired target data point, and then click one or more

compatible target data points.

References to the target data points (}:ﬂ) are added underneath the source data point in the local
SmartServer tree in the left frame. Updates to the selected source data point will be propagated to
the target data points listed underneath the source data point.
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Repeat this step to connect the selected source data point to any other desired compatible target
data points.

e If the target data point is not compatible with the source data point a warning message
appears. You can delete the connection by right-clicking the reference to the target data point
on the SmartServer tree in the left frame and clicking Delete on the shortcut menu. See
Deleting Connections in this section for more information on how to do this.

e You can also check whether a Web connection is valid by right-clicking the reference to the
target data point on the SmartServer tree in the left frame and clicking Validate on the
shortcut menu. The Web Connection Validation Results dialog opens and displays the
results. See Validating Connections in this section for more information on using this dialog.

5. Select Acknowleged Web Connection for the service type. This means that the sending device
expects to receive confirmation from the receiving device that a data point update was delivered.
The sending application is notified when an update fails, but it is up to the developer of the
sending device to handle the notification in the device application.

6. Click Submit. Each time the value of the selected source data point is updated, the SmartServer
now sends a request message to the Webbinder Destination. Upon receiving the request message,
the Webbinder Destination updates the selected target data points to the value specified for the
source data point in the request message.

7. You can configure the Web connections you have created by clicking Driver, and then selecting
one or more of the target data points under the source data point in the SmartServer tree. See
Configuring Connections in this section for more information on how to do this.

8. If you created an internal connection, peer-to-peer connection, or LNS uplink connection, you can
add the source and target data points to the View — Data Points Web page and test that the Web
connections are updating the data points accordingly.

If you created an enterprise connection, you can attach a data log, alarm log, event scheduler log,
or any user-defined file stored on the SmartServer to the connection. To do this, you right-click
the reference to the target data point on the SmartServer tree in the left frame and click Add
Attachment on the shortcut menu. You can select the file to be attached to the connection in the
Select Attachment File dialog. See Adding File Attachments in this section for more information
on how to do this.

Note: If multiple source data points of Web connections use different dial-up connections, you must
ensure that the source data points are not updated so frequently that the first PPP connection is never
dropped. If data is being sent over a dial-up connection at a faster rate than the timeout for the
connection, the connection will never be dropped, and a new connection can never be made. This can
result in a situation in which the SmartServer will be unable to update a Web connection over a second
dial-up connection. See Creating Modem Connections in Chapter 3 for more information on using
dial-up connections.

Creating LONWORKsS Connections

You can create LONWORKS connections in an LNS managed network or a standalone network to bind
the network variables of LONWORKS devices that are in the same network database. Creating
LONWORKS connections with the SmartServer is comparable to creating connections with OpenLNS
CT. You select a hub network variable in the OpenLNS tree and then select one or compatible target
network variables in the same network. Network variables must have the same type to be compatible.
Once you create LONWORKS connection, the target data points will receive all updates from the hub
(source) in the connection. This process of connecting network variables is called binding, and the
logical connections are thought of as virtual wires.

LONWORKS connections created with the SmartServer in LNS mode always use Subnet/Node 1D
addressing. You can use an OpenLNS application such as OpenLNS CT to select a different
addressing mode such as group or broadcast for LONWORKS connections.
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LONWORKS connections created in standalone mode are subject to different binding constraints to
permit peer-to-peer connections in networks that using meshing. LONWORKS connections created in
standalone mode must be defined from by selecting the output network variable on a device, and then
one or more input network variables on other devices from the navigation pane. One networks using
meshing, devices must include appropriate numbers of alias tables and address table entries.
Acknowledged, Unackownledged, and Repeated service are support if an output network variable is
connected to a single input network variable. If an output network variable is connected to more than
one input network variables on other devices, the only supported LonTalk services are Repeated and
Unacknowleged.

Standalone networks with meshing use group LonTalk addressing to update targets that can be reached
directly. If the SmartServer determines some destination devices must be reached via repeating agents,
the SmartServer will create special reverse proxy connections to the SmartServer that are repackaged
in a new transaction that is broadcast through necessary agents to reach the remaining devices. This
can create a flood of power line traffic which must considered when designing such systems. The
reverse proxy support limits network variable updates to only include non-idempotent data—that is the
updates must be limited to updates that can be received multiple times. For example, an update to set a
light to a level is idempotent, whereas an update to increment the level of a light by 20% is not since
multiple increments will result in a different level than a single increment.

To create a LONWORKS connection, follow these steps:
1. If your running the SmartServer in an OpenLNS managed network, do the following:

a. Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter
1 of the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

b. Verify that an OpenLNS Server has been added to the LAN in order to setup the LNS Proxy
Web service on your SmartServer. See Adding an OpenLNS Server to the LAN in Chapter 3
for how to add an OpenLNS Server to the LAN and setup the LNS Proxy Web service on
your SmartServer.

2. From the SmartServer tree or OpenLNS tree in the left frame of the SmartServer Web interface,
right-click a hub (source) network variable and then click Add Connection in the shortcut menu.

@ General © Driver
Sl LAN
1 &=/ SmartServer
' Remote Access
E135: Net
¥ ¥83 VirtCh
=& LON
¥ iLON NI (Internal)
= B jLon App (Internal)
B L VirtFb
= (] Digital Input 1
= nvoClsvalue
3 nviclsvaluerh Properties
= nvoClsSetting Duplicate
| nciclsLocation
| nciClsInvert 1 Delete
)l nciClsInType
= (4] Digital Output 1
3\ RNI (Internal) Add Connection
B 4 Ltaldv (Internal)

2 mv mailserver.mv domain Show Value

Rename

3. The Configure — Web Connection Web page opens and the hostname of the SmartServer or
OpenLNS Server and the OpenLNS network database in which the hub network variable is stored
appear under the Web Connection Destinations icon in the application frame to the right.
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Select Source Data Point
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O Acknowledged Web Connection

4. From the Web-Connection Destinations tree on the right frame, expand the network, channel,
device and functional block containing the desired target network variables to be connected, and
then click one or more compatible target network variables.

References to the target LONWORKS network variables (ﬂ) are added underneath the hub
network variables in the tree in the left frame. Updates to the selected hub network variable will
be propagated to the target network variables listed underneath the hub.

Configure - Web Connection
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Repeat this step to connect the selected hub network variable to any other desired compatible

target hub network variables.

o If the target network variable is not compatible with the hub network variable a warning
message appears. You can delete the connection by right-clicking the reference to the target
network variable on the OpenLNS tree in the left frame and clicking Delete on the shortcut
menu. See Deleting LONWORKS Connections in this section for more information on how to

do this.

e You can also check whether a LONWORKS connection is valid by right-clicking the reference
to the target network variable on the OpenLNS tree in the left frame and clicking Validate on
the shortcut menu. The Web Connection Validation Results dialog opens and displays the
results. See Validating LONWORKS Connections in this section for more information on using

this dialog.
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5. Click Submit. When an event-driven update defined in the device application occurs, the hub
network variable sends an updated value to the selected target network variables.

6. You can configure the LONWORKS connections you have created, including changing the
messaging service used for the connection (Acknowledged, Repeated, or Unacknowledged). To
do this, you click Driver, and then select one or more of the target network variables under the
hub network variable in the OpenLNS tree. See Configuring Connections in this section for more
information on how to do this.

7. You can add the hub and target network variables to the View — Data Points Web page and test
that the LONWORKS connections are updating the target network variables accordingly.

Note: LONWORKS connections created in the OpenLNS tree use the following connection options:

Service Type Acknowledged (the default), Repeated, or Unacknowledged. See the next
section, Configuring LONWORKS Connections, for how to select the service
type.

Addressing Subnet/Node ID.

Priority Used if hub (source) network variable specifies priority.

Authentication Used if target network variable has authentication enabled.

Retry Count Calculated based on topology and service type.

Repeat Count Calculated based on topology and service type.

Repeat Timer Calculated based on topology and service type.

Receive Timer Calculated based on topology and service type.

Transaction Timer Calculated based on topology and service type.

Broadcast Options Broadcast addressing is not used.

Alias Options Network variable aliases are used to resolve selector conflicts.

Configuring Connections

You can configure a connection’s service type, change the priority assigned to the connection for
writing updated values to the target data point, and control whether updates to the source data point are
transmitted to the target data point. To configure a connection, follow these steps:

1. Click Driver.

2. Select one or more of the target data points under the source data point in the SmartServer tree.
To configure one Web connection, click the target data point in the Web connection to be
configured. To configure two or more Web connection, click one target data point and then either
hold down CTRL and click all other target data points in the Web connections to be configured or
hold down SHIFT and select another target data point to configure the Web connections
represented by the entire range of selected target data points.

3. The Setup — Web Connection Web page opens.
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4. You can configure the following Web connection properties.

Name

Connection
Property

Service Type
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Displays the network path of the target data point in the following format:
<network>/<channel>/<device>/<functional block>/<data point>. This
field is read-only.

Web Connections

Web connections use the Acknowledged Web Connection messaging
service. This means that the sending device expects to receive confirmation
from the receiving device that a data point update was delivered. The
sending application is notified when an update fails, but it is up to the
developer of the sending device to handle the notification in the device
application.

Acknowledged service is very reliable; however, it can create excessive
message traffic, especially when a single source or target data point is a
member of numerous Web connections.

LoONWORKS Connections

Select one of the following messaging service types for a LONWORKS
connection. These message service types vary in reliability and resources
consumed. Note that all LONWORKS connections created in the OpenLNS
tree use subnet/node ID addressing. This means that a message packet
travels from the sending device to the destination device using the 2-byte
logical address of the destination device in the network.

e Acknowledged LonConnection. The sending device expects to
receive confirmation from the receiving device or devices that a
network variable update was delivered. The sending application is
notified when an update fails, but it is up to the developer of the sending
device to handle the notification in the device application.

While acknowledged service is very reliable, it can create excessive
message traffic, especially for large fan-out or polled fan-in
connections. When acknowledged messaging is used, every receiving
device has to return an acknowledgment.

Acknowledged messaging can be used with up to 63 receiving devices,
but an acknowledged message to 63 devices generates at least 63
acknowledgements—more if any retries are required due to lost
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acknowledgements.

You cannot use acknowledged messaging in standalone networks for a
connection that includes multiple input network variables. You can use
acknowledged messaging in standalone networks with a single output
network variable and a single input network variable.

e Repeated LonConnection. The sending device sends out a series of
network variable updates, but does not expect any confirmation from
the receiving device or devices. Repeated service with three repeats has
a 99.999% success rate in delivering messages.

Repeated service provides the same probability of message delivery as
acknowledged messaging with the same number of retries, with
significantly lower network overhead for large multicast fan-out
connections.

For example, a repeated message with three retries to 64 devices
generates four packets on the network, whereas an acknowledged
message requires at least 64 packets.

¢ Unacknowledged LonConnection. The sending device sends out the
network variable update only once and does not expect any
confirmation from the receiving device. This message service type
consumes the least amount of resources, but is the least reliable.

Priority Displays the priority assigned to the Web connection for writing updated
values to the target data point. This value may range from 0 to 255 (highest
to lowest priority). The default priority for a target data point is 255.

You can assign the Web connection a higher priority for updating the data
point. The priority you specify must be equal to or higher than the priority
used by the last application that updated the data point.

Similarly, if this Web connection updates the target data point, the next
application must specify a priority equal to or higher than the one you
specified in order to write to the target data point.

Propagate Enables updates to the source data point in a Web connection to be
transmitted to the target data point. This check box is selected by default. If
you clear this check box, updates to the source data point are not transmitted
to the target data point.

5. Click Submit.

Deleting Connections

You can delete the connections you have created. To do this, right-click the target data point in the
connection and then click Delete on the shortcut menu. The reference to the target data point and the
connection are deleted. Click Submit.
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Select Binding Targets
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Validating Connections

You can validate the connections you have created. The validation process verifies that the types and
formats of the bound data points are compatible. The Web Connection destination must be accessible

to perform the validation. To validate a connection, follow these steps:

1. Right-click the target data point under the source data point in the SmartServer tree and then click

Validate on the shortcut menu.

Select Source Data Point
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To validate multiple connections, you must first click Driver and then select the connections to be

validated.

SmartServer 2.2 User’'s Guide

183



184

Fl gfe LAN
= & SmartServerl ocal
T Remote Access
=55 Net
¥ VirtCh
== LON

Select Binding Targets
(O General @ Driver

= 4 iLON App (Internal)
() Node Object
E (#] Digital Input 1
= | nvoCisvalue 1
g SmartServer-Rem
SmartServer-Locs
= nviClsValueFb 1
[ nvoClsSetting 1
| neiClsLocation 1
| nciClsinvert 1

| naiClsinType 1
= (B Diital Tant 2

Rename

Delete

Validate

Add Attachment

Point name

;3' Web-Connection Validation Results

MNet/LON/ILON App/Digital Input 1/nvoClsValue_1 SNVT_switch 192.168.1.222 Net/LON/iLON App/Digital Qutput 1/nviClaValue_1 SNVT_switch OK

The Web Connection Validation Results dialog opens.

Format Destination Point name Format Status

This dialog shows the following properties for all the selected Web connections:

Point Name (Source
Data Point)

Format (Source
Data Point)

Destination

Point Name (Target
Data Point)

Format (Target
Data Point t)

Status

Displays the name of the source data point in the Web connection in the
following format: <network>/<channel>/<device>/<functional
block>/<data point>. This is also the location of the data point in the
SmartServer tree.

Displays the type and format of the source data point such as
SNVT _switch or SNVT _temp_f.

Displays the IP address of the Webbinder Destination containing the target
data point in the Web connection.

Displays the name of the target data point in the Web connection in the
following format: <network>/<channel>/<device>/<functional
block>/<data point>.

Displays the type and format of the target data point in the Web
connection.

Displays the results of the validation tests, which can be one of the
following:

e If the types and formats are compatible, OK is displayed.

e If the formats are incompatible, Format Error is displayed.

Click Close to return to the SmartServer Web interface.
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Adding File Attachments

For Web connections between a SmartServer and a Web Connection Target server (a Web server that
can process SOAP requests), which are referred to as enterprise connections, you can attach a file on
your SmartServer to the request messages sent over the Web connection. You can send a data log, an
alarm log, an event scheduler log, or any user-defined file stored on the SmartServer. Do not attach
files to Web connections if the destination is a SmartServer or an OpenLNS Server (internal,
peer-to-peer, and LNS uplink connections). These Web Connection Destinations will remove any
attachments they receive via a Web connection.

To add an attachment to an enterprise connection, follow these steps:

1. Under the source data point icon, right click the reference to the target data point in the Web
connection, and then click Add Attachment on the shortcut menu.
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2. The Select Attachment File dialog opens.

Select Attachment File

Property Value

Type User defined A
MName /
Path

File size Unknown

Cancel

3. Inthe Type property select the type of file to be sent with the message request: Alarm Log, Data
Log, Event Log, or User Defined (this is the default).

4. Inthe Name property, select the file to be attached.

e Ifyou select Alarm Log, Data Log, or Event Log, select the name of the log file to be
attached. The names displayed are the locations of the logs on the SmartServer tree in the
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following format: <network>/<channel>/<device>/<functional block>. The Path and File
Size properties display the location of the selected log file on the root directory of the
SmartServer flash disk and its size in KB.

Select Attachment File

Property Value

Type Data Log v
Name Met/LON/i.LOM App/Data Logger 1 w
Path [data/Net/LON/i.LON App/Data Logger 1.csv/Data Logger 1l.csv

File size 852

[ OK ][ Cancel ]

e If you select User Defined, browse the root directory of the SmartServer flash disk and select
a file to be attached. The Path and File Size properties display the location of the selected
file and its size in KB.

Select Attachment File

Property Value

Type User defined v

[ Menu.htm -
[™ MenuTest.htm
|‘ remotePageDemo.htm

Name [ MyBuilding.htm

[™ sidebar.htm

[ start.htm

[™ swvgControlTest.htm -
Path fweb/user/demo/MyBuilding.htm/MyBuilding.htm

File size 2517

[ OK I Cancel |

5. Click OK. An attachment icon (ﬂ) is added to the target data point icon.
6. Click Submit.

Deleting File Attachments

You can delete the files that you have attached to an enterprise connection. To do this, follow these
steps:

1. Right-click the target data point in the Web connection to which a file is attached, and then click
Delete Attachment on the shortcut menu. The attachment icon is removed from the target data
point.
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2. Click Submit. The attachment to the enterprise connection is deleted.

Retrieving File Attachments

For sending file attachments, the Web Connection application on the SmartServer follows the Direct
Internet Message Encapsulation (DIME) protocol specification, which is supported by Microsoft 11S
with .NET V1.1 and WSE (Web Services Enhancements) 2.0.

DIME is a binary message format that can be used to encapsulate one or more application-defined
payloads of arbitrary type and size into a single message construct. Each payload is described by a
type, a length, and an optional identifier:

e Both URIs and MIME media type constructs are supported as type identifiers.
e The payload length is an integer indicating the number of octets of the payload.
e The optional payload identifier is a URI enabling cross-referencing between payloads.

DIME payloads may include nested DIME messages or chains of linked chunks of unknown length at
the time the data is generated. DIME is strictly a message format: it provides no concept of a
connection or of a logical circuit, nor does it address head-of-line problems.

For more details on the DIME protocol specification, including information you will need when
extracting file attachments from your Web connection, consult the following Web site:
www.gotdotnet.com/team/xml_wsspecs/dime/draft-nielsen-dime-01.txt.

Viewing Connections

You can view all the connections in your in your network, or the connections on a specific channel,
device, or functional block in a single graph or table. To do this, follow these steps:

1. Right-click a network, channel, device, or functional block in the SmartServer tree, point to
Overview, and then click Connections in the shortcut menu.
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Select Devices
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The SmartServer gets all the Web connections on the subject network, channel, device, or
functional block. This process may take a few minutes depending on the number of Web
connections being collected.

A dialog opens graphically displaying all the functional blocks containing connected data points
on the subject network, channel, device, or functional block. The functional blocks containing the
source data points in the connections are displayed on the left side, and the functional blocks
containing the target data points are displayed on the right. Multiple connections within single
functional blocks are represented with different colors.

® Graphical View O Tabular View
» nvilamp 1 ){ B nvoSwitch 1
myNetwork/Channel 1/MultiSensor/Lamp[0] SmartServermyNetwor
avoSwitch 1 ,) )l B rvilamp 1
myNetwork/Channel 1/MultiSensor/Switch[(] SmartServermyNetwor!
< k4

Select Graphical View to graphically display all the functional blocks containing connected data
points. The functional blocks containing the source data points in the connections are displayed
on the left side, and the functional blocks containing the target data points are displayed on the
right. Multiple connections within single functional blocks are represented with different colors.

You can click a data point in this view to select it in the navigation pane on the left side of the
SmartServer Web interface (provided that it is currently displayed in the navigation pane).

Select Tabular View to list all the connected source and target data points in a table. You can

click a network variable to select it in the navigation pane (provided that it is currently displayed
in the navigation pane).
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O Graphical View ® Tabular View
Point of Reference Outgoing

Incoming

../ ./Switch[0]/nvoSwitch_1

myNetwork/Channel 1/MultiSensor/Lamp[0]/nviLamp_1

myNetwork/Channel 1/MultiSensor/Switch[0]/nvoSwitch_1 A fLamp[0]/nviLamp_1

This table contains the following columns:

Incoming

Point of Reference

Outgoing

Lists the names of all the source data points in the connections in the
following format: <functional block>/<data point>.

Lists the names of the source or target data points connected to the data
points listed next to them in the Incoming or Outgoing columns in the
following format: <network>/<channel>/<device>/<functional block>/<data
point>. If there is data point next to the point of reference in the Incoming
column, than the point of reference is the target data point in the connection.
Conversely, if there is a data point next to the point of reference in the
Outgoing column, than the point of reference is the source data point in the
connection.

Lists the names of all the target data points in the connections in the
following format: <functional block>/<data point>.

Checking Error Messages and Viewing the System Log

When an error or warning occurs on the SmartServer the SmartServer reports them just above the
tree/application frame and records the error or warning in its system log. The error or warning is
signified by an alarm bell and an informative message describing the error or warning. For errors, the
alarm bell and message text are red; for warnings, they are orange. In addition, information messages
that do not indicate any error may appear; these messages are marked with an arrow and black text.

Configure - Data Point

SETUP VIEW SETTINGS HELP LOG OFF

A ERROR: Cannot copy static Data Point

= gfz LAN
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=< LON

Select Data Points

@ General O Driver

= 2 iLoN App (Internal)
[£] Node Object
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= [ nvoClsvalue_1
= nviclsvalueFb_1 [¥] Alias Name INVL_nvoClsValue_1
|® nvoClssetting_1 =~ —
| nciClsLocation_1
= naiclsinvert_1 [Juse Default value ‘
ﬂ nciClsinType_1
b Copy of nvoClsValue [Juse 1nvalid value ‘

Name:  Building/LON/ILON App/Digital Input 1/Copy of nvoClsValue_11

) Description: Sensed digital value

Data Point Property Value
Icon Dp_Cut

Hidden

Persistent |

You can open the system log and view all errors and warnings that have occurred since the
SmartServer was last rebooted. To do this, click View and then System Log, or click the alarm bell or

arrow (if visible).
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System Log: View

Message

Time e Message
Origin
ERROR: Caonfig is
?008-08-21 Web- invalid: it does not
22:17:09 Interface contain any data point
references
[ Close ][ Clear ]

A

By default, the errors (red) are warnings (orange) are listed in descending chronological order, but you
can sort them by clicking a property header. This dialog displays the following properties for each
error or warning message recorded by the SmartServer:

Time A time stamp displaying the date and time when the error or warning was
recorded.
Message Origin The origin of the error or warning, which could be a bus (LON, M-Bus,

Modbus, or custom driver), the SmartServer Web interface, the SmartServer
system, or a SmartServer application.

Message A description of the error or message.
Click Close to return to the SmartServer Web interface. Click Clear to delete all the current messages
listed in the system log.

Note: You can change the type of messages logged by the SmartServer (error, warning, information, or
debugging) in the Global Settings dialog. To open this dialog, click Settings. For more information
on the Global Settings dialog, see the next section, Configuring Global Settings.

Configuring Global Settings

You can use this dialog to set the SmartServer’s SOAP transaction timeout, set the frequency in which
the SmartServer’s built-in Web pages receive data point updates from the SmartServer’s internal data
server, change the organization of the icons in the tree from the current network hierarchy format to the
data point location format used for the i.LON 100 e3 server, enable specific types of icons to always be
shown in the SmartServer tree, enable a synchronization status bar for the network icon in the
navigation pane, and set Modbus address display properties.

To configure the SmartServer’s global settings, follow these steps:

1. Click Settings. The Global Settings dialog opens.
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’{ Global Settings

Property Value

Soap Timeout 120 Seconds

Polling Interval: |1 seconds [ Dizable

Max Age of Data Point Values Seconds Disable

Tree Mode @ network O alias Name

Display Hidden ... [ an [ wetworks [ channels [ pevices [] Functional Blocks [] Data Foints
Hide CPs O

Show Syncronization Progress in Tree [ |

MOD_Bus address display @ pecimal  Hexadecimal [ Modicon Mode
Display Messages Error Warning Info (] Debug
Cookies Remember these Settings

2. Configure the following properties:

SOAP Timeout Set the maximum period of time (in seconds) that the SmartServer waits for
a response to a SOAP request before the transaction is canceled and a
timeout error is reported. The default timeout is 120 seconds.

Polling Set how frequently (in seconds) the SmartServer’s built-in Web pages poll
the SmartServer’s internal data server for data point updates. The default
poll rate is 1 second. Select the Disable check box to disable the polling of
data points by the SmartServer’s built-in Web pages.

You can use this property to adjust the amount of LAN/WAN traffic that is
generated by the SmartServer’s built-in Web pages.

Max Age of Data Set the maximum period of time (in seconds) that data point values are

Point Values cached in the SmartServer’s internal data server before it polls the data
points and returns updated values to the SmartServer’s built-in Web pages.
This enables you to control the amount of traffic that is generated on a
specific channel by the SmartServer’s built-in Web pages. If you enable this
option, the default maximum age is 0.5 seconds.

The SmartServer compares the Maximum Age value to the amount of time
a data point value has been cached in its internal data server, and then does
the following:

o If Maximum Age is less than the period of time the data point value has
been cached, the SmartServer’s internal data server polls the data point
and returns the updated value to the SmartServer’s built-in Web pages.

e If Maximum Age is greater than the period of time the data point value
has been cached, the SmartServer’s internal data server returns the
cached value to the SmartServer’s built-in Web pages.

e If Maximum Age is set to 0, the SmartServer’s internal data server
polls the data point and returns the updated value to the SmartServer’s
built-in Web pages regardless how current the data point is. This is the
default value if the Maximum Age option is enabled.
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Tree Mode

Displays Hidden

Hide CPs

Show
Synchronization
Progress in Tree

MOD_Bus Address
Display

Display Messages

Select the Disable check box to have the SmartServer’s internal data server
return cached values to the Web pages regardless how old the data point
values are. This is the default. If you clear this check box, the default
maximum age is 0.5 seconds.

Select how data points in the navigation pane in the left frame are organized.
You have two choices:

e Network. Data points are organized by their parent objects using the
following network hierarchy: network/channel/device/functional
block/data point.

e Alias Name. Data points are alphabetized by their alias names, which
correspond to their locations in the navigation pane. This is how data
points were organized in the e3 release of the i.LON software. You can
edit or create the alias name for a data point in its Configure - Data
Point Web page, which you can access by clicking General and then
clicking the data point in the tree. If you select this option, the data
points are listed in the navigation pane as follows:

o The data points on the i.LON App (Internal) device under the
LON channel are listed in the tree with the “NVL” prefix.

o The virtual data points on the i.LON App (System) device are
listed in the tree with the “iLON System” prefix. In the e3 release
of the i.LON 100 server, these data points were referred to as
“NVVs”,

o The data points of the external devices connected to the
SmartServer do not have default alias names (unless you migrate a
network from an i.LON 100 e3 server to the SmartServer). Asa
result, external data points are not listed in the navigation pane if
this option is selected and alias names have not been created for
them. In the e3 release of the i.LON 100 server, these data points
were referred to as “NVEs”.

Shows all icons in the navigation pane of the selected type even if the
Hidden property is enabled on individual icons of that type. The check
boxes for all the icons are cleared by default.

Hides all configuration properties currently displayed in the SmartServer
tree. To re-display the configuration properties hidden by selecting this
option, clear this check box.

Adds a synchronization status bar to the right of the network icon in the
SmartServer tree that displays the current ratio of items that have already
been synchronized to the total number of items being synchronized
(myMetwark =¥ ). The number of items synchronized increases as
the synchronization operations progresses. This check box is cleared by
default.

Select the format used to display the logical address of the Modbus devices
on the network: Decimal or Hexadecimal. The default format is Decimal.

Select Modicon Mode to enable device addressing to follow the Modicon
standard, in which the device addresses begin with 1. If this check box is
cleared, device addresses begin with 0. This check box is cleared by default.

Select the type of messages displayed in the SmartServer’s system log:
Error, Warning, Info, or Debug. The Error, Warning, and Info check
boxes are selected by default.
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Cookies Select Remember these Settings to save all the current settings in the
Global Settings dialog. The settings will persist through browser refreshes,
the closing and re-opening of the browser, and SmartServer reboots.

If you clear Remember these Settings, the changes you make to the settings
in this dialog are not saved. This is the default.

3. Click Close to return to the SmartServer Web interface.

Using Custom Device and Functional Block Icons

You can use custom icons (.gif images) to represent your devices and functional blocks in the
SmartServer Web interface. Once you upload your custom device and functional blocks icons to the
SmartServer flash disk and you create new devices and functional blocks from the SmartServer tree,
your custom icons will automatically appear in the SmartServer tree and in the upper left-hand corner
of the configuration and driver pages for those devices and functional blocks.

To use custom device and functional block icons in the SmartServer Web interface, follow these steps:

1. Create your custom device and functional blocks icons in .gif format. Name your device icons
based on their program I1D; name your functional blocks based on your company’s manufacturer
ID.

e If you are creating a custom device icon, the name of the icon must be <device program
ID>.gif. For example, the file name for An icon representing the Echelon LonPoint
DI0-10v13 Device must be 80000105288A0403.gif.

e If you are creating a custom functional block icon, the name of the icon must be
<manufacturer ID>[scope selector]. <functional profile programmatic name>.gif. For
example, the file name for An icon representing the Digital Encoder functional block on the
Echelon LonPoint DIO-10v13 Device must be
8000010000000000[3].UFPTDigitalEncoder.gif.

2. Verify that you have the correct user name and password to access your SmartServer via FTP and
that FTP access is enabled on your SmartServer. To do this, follow these steps:

a. Right-click the local SmartServer icon, point to Setup, and then click Security on the shortcut
menu. Alternatively, you can click Setup and then click Security. The Setup — Security
Web page opens.

b. Inthe General property, verify that the FTP/Telnet User Name and FTP/Telnet Password
properties are correct.

c. Inthe Service property, verify that the Enable FTP check box is selected.

3. Inthe browser of an FTP client such as Core FPT, WS FTP Pro, and Cute FTP, enter the FTP
URL of your SmartServer (ftp://192.168.1.222, for example).

4. Enter the FTP/Telnet user name and password for accessing your SmartServer via FTP.

5. Upload your custom icons to both the /Web/images/tree and the /Web/images/app folders on the
SmartServer flash disk. The /web/images/tree folder stores the icons shown in the SmartServer
tree. The /web/images/app folder stores the icons shown in the upper left-hand corner of an
object’s configuration and driver Web pages.

6. Create a new device or functional block and verify that your custom icon appears in the
SmartServer tree.
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o gfs LAN
£l & SmartServer-| ocal
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7. Click the object and verify that your custom icon appears in the upper left-hand corner of the
object’s configuration or driver page.

Setup - LON Device Driver

Select LON Devices
O General @ Driver

gk LAN ~

£l &) SmartServer-l ocal
‘T Remote Access
=l 4 Building
El=< LON
EAI—I
DI1O-2
= B bro-1
Eo
Digital Counter[0
|Q Digital Counter[1
L) Digital Output[0
L) Digital Output[1
L¥| Digital Encoder[0
| Digital Encoder[1
= 4 VirtFb
= B a0-1
3 iLON App (Internal)

Name: Building/LON/DIO-1

Description:

Lon Device Property Value
Icon |80000105288a0403 E]
Hidden 4]
[dsmart
Network Progress Identification Property Value
Management
Neuron ID
B Program ID 80000105288a0403

Maximum Number of Dynamic Functional Blocks 0

Maximum Number of Dynamic Data Points 1]

8. You can also implement your custom icons on your existing devices and functional blocks. To do

this, follow these steps:

a. Click Driver.

b. Click the device or functional block to be updated with your custom icon in the SmartServer
tree. The Setup — Driver Web Page opens for the object.

c. Inthe Icon property at the top of the Web page, select your custom icon from the list.

d. Click Submit. The icon in the SmartServer tree and in the upper left-hand corner of the
application frame should be updated with your custom icon.
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Using the SmariServer as a Network
Management Tool

This chapter describes how to use the SmartServer to design, install,
and maintain LONWORKS, M-Bus, and Modbus control networks. It
describes how to create and configure networks, channels, devices
(application devices and routers), functional blocks, and data points. It
explains how to synchronize the SmartServer to an OpenLNS network
database. It explains the differences between LNS and standalone
network management and how to switch between the two network
management service modes. It describes how to use device discovery
to automatically acquire the Neuron IDs of the devices on the network.
It describes how to use the smart network management feature to
install networks. It details how to upgrade, replace, decommission,
and test devices with the SmartServer.
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Network Management Overview

The SmartServer is a complete network management tool that you can use to design, install, maintain,
and monitor/control LONWORKS, M-Bus, and Modbus control networks.

Designing LONWORKS, M-Bus, and Modbus control networks with the SmartServer entails creating,
configuring, and maintaining channels, devices, routers, functional blocks, data points, and
connections.

You install a network design by commissioning the devices on the network. Commissioning is a
process in which you acquire or enter the Neuron ID of the device, and then write network
configuration and application configuration data to the devices. Commissioning devices with the
SmartServer is simple. You select one or more devices to commission and then use the Smart Network
Management feature to have the SmartServer automatically commission the devices, download the
application images (if necessary) to the devices, set the devices’ applications online, load the device
interface (XIF) files, and write the devices’ default configuration property values.

After installing a network, you can use the SmartServer to perform network maintenance tasks such as
upgrading, replacing, decommissioning, and testing devices, and manually synchronizing the
SmartServer to an OpenLNS network database.

You can use the built-in applications on the SmartServer to monitor and control the network. The
SmartServer includes applications for data logging, alarming, scheduling, performing arithmetic and
logical calculations, and translating data types. To monitor and control a network, you copy data
points representing for instance, the state or value of devices, to the various built-in applications on the
SmartServer. You can then use the applications to perform monitoring and control tasks including the
following: poll and record data point values; set data point value limits that trigger an alarm and
e-mail alert when exceeded; and program data point values to be set to a specific value at a specific
time.

The subsequent sections describe how to use SmartServer to design, install, and maintain a network.
See chapters 6-11 in this guide for how to use the various SmartServer applications to monitor and
control a network.

Network Management Scenarios

You can manage a LONWORKS network using the SmartServer Web interface. In this case, you can
use the SmartServer as standalone network manager and design, install, and maintain your network in
the SmartServer tree, or you can use the LNS Proxy Web service as an OpenLNS network tool and
design, install, and maintain your network in the OpenLNS tree as you would with an OpenLNS
network tool.

You can also design, install, and maintain a LONWORKS network with OpenLNS CT, LNS Proxy Web
service, or another OpenLNS or LNS network tool and then synchronize the SmartServer with the
OpenLNS network database. Synchronizing the SmartServer lets you copy network variables in the
OpenLNS tree (OpenLNS network database) to the SmartServer tree (internal SmartServer database)
so that you can use the SmartServer tree to monitor and control the network. Additionally, you can use
the SmartServer tree as an OpenLNS network tool to install and maintain the network, if desired, or
you can perform these tasks exclusively with your OpenLLNS network tool.

The following sections further describe and illustrate the three ways you can use the SmartServer to
manage a LONWORKS network: standalone network manager, standalone OpenLNS network tool, and
synchronized OpenLNS tool.

Using the SmartServer as a Standalone Network Manager

You can use the SmartServer as a standalone network manager for designing, installing, and
maintaining a small (up to approximately 300 devices), single-channel network that does not require
OpenLNS services or connections to other network management tools. In standalone mode, the
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SmartServer transmits all network management commands to the devices attached to its channel, and
network configuration changes are stored in XML files on the SmartServer’s internal database (the
/config/network folder on the SmartServer flash disk). In standalone mode, the network functions as
a master-slave system, where the SmartServer is the master to the slave devices.

Note: For FT-10 networks, you need to attach a physical layer repeater to the network to exceed the
64-device limit posed by the physical channel.

The following graphic demonstrates the SmartServer operating as a standalone network manager:

Internal
SmartServer

aIrpaDaxo .|
SO SRS

J Network
PRI AT AP A Database
el iFTJ 0 OE PL-Zi Chaniel—,i
t

SmartServer Tree in
SmartServer Web Interface

Using the SmartServer as a Standalone OpenLNS Network Tool

You can use the OpenLNS tree in the SmartServer Web interface as a complete OpenLNS network
management tool for designing, installing, and maintaining your network. Using the OpenLNS tree as
a network tool is comparable to using OpenLLNS CT: you can create new networks, add devices and
functional blocks to the network, configure the devices and functional blocks with LNS plug-ins, and
then create network variable connections. The OpenLNS tree, however, does not provide the same
graphical representation of your network and its data flow as does OpenLNS CT.

When you configure a network in the OpenLNS tree, the LNS Proxy Web service directly propagates
the network configuration changes to the OpenLNS network database. The following graphic
demonstrates the SmartServer operating as a standalone OpenLNS network tool:
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Using the SmartServer as a Synchronized OpenLNS Network Tool

You can design, install, and maintain a LONWORKS network with OpenLNS CT, LNS Proxy Web
service, or another OpenLNS or LNS network tool and then synchronize the SmartServer with the
OpenLNS network database. This lets you copy network variables in the OpenLNS network database
to the SmartServer’s internal database so that you can use the SmartServer tree to monitor and control
the network (see Adding Data Points to SmartServer Applications in Chapter 4 for more information
on copying data points to the SmartServer).

Once you synchronize the SmartServer to an OpenLNS network database, you can also use the
SmartServer tree to make ad-hoc changes to the network design, and install and maintain the network
using OpenLNS network management services. The SmartServer can automatically propagate the
network configuration changes to the OpenLNS network database via the LNS Proxy Web service, or
you can manually transmit the changes.

Note: You can only make network configuration changes with one network tool at a time to (for
example, OpenLNS CT or the SmartServer). After you complete OpenLNS network management
tasks with one network tool, you can then switch to another tool. In addition, if you perform OpenLNS
network management tasks with OpenLNS CT or other OpenLNS network tool, you must clear the
cache of the LNS Proxy Web service using the EES 2.2 tray tool to ensure that the OpenLNS objects in
your network tool maintain synchronization with the LNS Proxy Web service (see Chapter 3 of the
Echelon Enterprise Services 2.2 User’s Guide for how to do this).

The following graphic demonstrates the SmartServer operating while synchronized to an OpenLNS
network database:
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You can also use OpenLNS CT as a remote OpenLNS client in this scenario as demonstrated in the
following graphic:

SmartServer Tree in
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[ it et

OpenLNS CT Computer

OpenLNS Server Computer
(Remote Client)

Designing a LONWORKS Network

Designing a network with the SmartServer Web interface entails creating and configuring your
network, and then creating and configuring channels, devices (application devices and routers),
functional blocks, data points (network variables and configuration properties), and connections. If
you are designing your network with the OpenLNS tree, you can configure your devices and functional
blocks with LNS plug-ins,.

The following sections describe how to create and configure LonWorks networks, channels, devices,
routers, functional blocks, and data points; how to use LNS plug-ins to configure devices and
functional blocks; and how to create network variable connections.

Creating and Configuring a LONWORKS Network

You can create a new LONWORKS network from the SmartServer tree or the OpenLNS tree. Doing so
creates a new OpenLNS network database in the /ilon/db folder on your OpenLNS Server computer
that you can then access with another OpenLNS client such as OpenLNS CT. After you create a new
network, you can configure it and then add channels, devices, functional blocks, network variables to
the network, and bind devices with LONWORKS connections.

If you are operating the SmartServer in LNS mode (LNS Auto or LNS Manual), you can keep the
SmartServer and an OpenLNS network database synchronized. This entails updating the SmartServer
with changes made to the OpenLNS network database by other OpenLNS clients such as OpenLNS
CT.
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Creating LONWORKs Networks from the SmartServer Tree

To create a new LONWORKS network from the SmartServer tree, follow these steps:

1.

Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

Verify that an OpenLNS Server has been added to the LAN in order to setup the LNS Proxy Web
service on your SmartServer. See Adding an OpenLNS Server to the LAN in Chapter 3 for how to
add an OpenLNS Server to the LAN and setup the LNS Proxy Web service on your SmartServer.

Click Driver and then click the network icon. The Setup — LON Network Driver Web page
opens.

Setup - LON Network Driver
OGE::r:ilg;;i)nver ], @ Name:  Net Handle: 0
5% Description:

SmartServer = =3
I Remote Access ®
i Net

# 2 my mailserver.my domain.com

é’ 10.2.124.77 Lon Network Property Value
Icon fiLonNS [r]
Hidden .}
Network Management
Service O standalone & LNS Aute O LNS Manual [[]Delete Items Hidden in LonMaker
LNS Server | [ﬂ

LNS Metwork |

Use LNS Network |
Interface

Verify that the Network Management Service property is set to LNS Auto or LNS Manual.

In the LNS Server property, select the OpenLNS Server on the LAN in which the OpenLNS
network database is to be stored, if that OpenLNS Server is not already specified.

Setup - LON Network Driver
s p T
EIQEEAN "E'L% Description:
- - Ametianer g

emote Access
o1 Net
my mailserver.my domain.com

é’ 10.2.124.77 Lon Network Property Value
Icon ‘\LUHNS E]
Hidden O
Network Management (o) .
Service Standalone &LNS Aute (O LNS Manual []Delete Items Hidden in LonMaker
LNS Server [ [*]
LNS Network | 10.2.124.77 |

Use LNS Network ‘
Interface

If the SmartServer is not currently synchronized to an OpenLNS network database, proceed with
the following steps; otherwise, skip to step 8.

a. The LNS Network dialog opens.
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=)
uuLNS Network
e a3

database.

Synchronize All Internal SmartServer ltems

Please select an LMN5 database or enter a new name if you want to create a new

| K

Cancel

b. Enter a name (maximum 14 characters) for the OpenLNS network database that is unique to
the selected OpenLNS Server (names are case-insensitive).

EC X
Q-EEELNS Network
L=

]

|myN ewMetwork

[ Back I Next |

Please select an LNS database or enter a new name if you want to create a new database.

c. Click Next. The Create LNS DB? dialog opens.

=] =]
sflacreate LNS DB?
T

The Metwork "myMewMetwork™ does not exist on LNS. Click “Finish™ to create it.

|

Finish Il

A
Cancel ]
A

d. Click Finish to confirm the creation of the new OpenLNS network database and return to the

Setup — LON Network Driver Web page.
e. Click Submit.

f.  The network icon changes to an LNS Server icon and the name of the network changes to the

name specified in step b.

7. If the SmartServer is currently synchronized to an OpenLNS network database, follow these steps

to create a new OpenLNS network database.

a. Inthe OpenLNS Network property, enter a name (maximum 14 characters) for the OpenLNS
network database that is unique to the selected OpenLNS Server (names are case-insensitive).
Changes made to the SmartServer tree will be transmitted to this OpenLNS network database.
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b. Click Submit. A dialog appears prompting you to confirm the creation of the new OpenLNS
network database on the OpenLNS Server.

@ Create LNS DB?

The Network "Mewhetwork™ does not exist on LMS.
Do vou want to create it?

€ 8] 1l Cancel |

A
c. Click OK. After the dialog closes, click Submit.

d. The name of the network changes to the name specified in step a.

8. If the Network Management Service property is set to LNS Auto, the SmartServer automatically
begins synchronization with the new OpenLNS network database. If the Network Management
Service property is set to LNS Manual, manually synchronize the SmartServer to the new
OpenLNS network database following the steps described in Manually Synchronizing the
SmartServer to an OpenLNS network database later in this chapter.

Creating LONWORKS Networks from the OpenLNS Tree
To create a new LONWORKS network from the OpenLNS tree, follow these steps:

1. Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

2. Verify that an OpenLNS Server has been added to the LAN in order to setup the LNS Proxy Web
service on your SmartServer. See Adding an OpenLNS Server to the LAN in Chapter 3 for how to
add an OpenLNS Server to the LAN and setup the LNS Proxy Web service on your SmartServer.

3. Right-click the LNS Server icon and then click Create Network on the shortcut menu.
Navigate

@ General O Driver
S gfs LAN
E & SmartServer-l ocal
T Remote Access
& (@ Building
=S 192.168.1.8
g IP Confiau Add Service b
[ (@ Building
# (& Building 3
() Building2 | Create Network
= (@ Floor 1
() Floor 2
(%) Streetlight 4

Delete

List Networks

4. The Create Network dialog opens.
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Property Value

@ Create Network

Mame |

Domain
Length
(bytes)

3

Domain ID |
(hex)

Randomize

I

( oK

Cancel ]

A

5. Enter the following network properties:

Name Enter a OpenLNS network database name that is unique to both the
Lm/DB and ilon/db folders on your OpenLNS Server (network names are
case-insensitive).

Domain Length Specify the length (in bytes) of the domain ID. The domain is the top

(bytes) level of the LonTalk domain/subnet/icon addressing hierarchy. The
domain length may be 1, 3, or 6 bytes. The default domain length is 3
bytes.

Domain ID (hex) Specify the domain ID in hexadecimal notation. The Randomize option
is selected by default, and it makes this a read-only field that displays the
random domain ID.

To specify a domain ID, clear the Randomize option and then enter the
domain ID. If you enter an ID that has fewer bytes than that specified in
the Domain Length box, the domain ID will be padded with leading
zZeroes.

6. Click OK. The network is added to the bottom of its parent LNS Server icon. You can expand
the network and observe that a Channel_I has automatically been added below the network icon,
and you can then expand Channel_I and observe that an OpenLNS Network Interface has
automatically been added to it.

Mavigate
@ General O Driver
S gfs LAN

& SmartServer

"';‘ Remote Access

sE Net
S my_mailserver.my domain.com
E (& 10.2.124.77

= (@ myl NSNetworkl

= =% Channel 1
@ LNS Network Interface
7.  Click Submit.
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To delete a OpenLNS network database in the OpenLNS tree, right-click the OpenLNS network
database to be deleted, click Delete on the shortcut menu, click OK in the dialog that opens to confirm
the deletion of the OpenLNS network database, and then click Submit. The OpenLNS network
database is permanently removed from the OpenLNS Server and it is no longer available.

Configuring a LONWORKS Network

You can use the Driver properties to change the network management service, change the network
management mode, select an OpenLNS network database to which the devices on the target
SmartServer are synchronized, and modify the domain ID or length of the network. To configure the
LoNWORKS network driver properties, follow these steps:

1. Click a network icon or an OpenLNS network database icon in the SmartServer tree or the
OpenLNS tree.

2. Click Driver. The Setup — LON Network Driver Web page opens.

Setup - LON Network Driver
Navigat ==
SO S @ name:  net Handle: 0
) General & Driver &E%
EIQ;QE‘N Description:
~* SmartServer = =
E Remote Access =
B ;0 Net
# 2 my mailserver.my domain.com
é’ 10.2.124.77 Lon Network Property Value
Icen [iLonNS [v]
Hidden O

Network M t )
Sorvian | ragemen O standalone & NS Auto (O LNS Manual []Delete Items Hidden in LonMaker

LNS Server | E]

LNS Metwork |

Use LNS Network |
Interface

3. Configure the following network driver properties:

Name Displays the name of the network. This field is read-only.

Handle Displays the handle of the network assigned by the OpenLNS Server.
This field is read-only.

Description Enter an optional description of the network. This description has no
effect on network operation, but you can use it to provide additional
documentation for as-built reports.

Lon Network

Property
Icon Displays the icon used to represent the network in the SmartServer or
OpenLNS tree and in the application frame. You can change the icon for
the network in the SmartServer tree by selecting a different icon and then
clicking Submit.
You cannot change the icon used for networks in the OpenLNS tree.
Hidden Hides the network in the SmartServer tree or OpenLNS tree and in the

application frame. If this network is not actively being used, you can hide
it to simplify the web interface.

To show a hidden network icon, click Settings. In the Global Settings
dialog, select the Networks check box in the Display Hidden property
and then click Close.
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Select the method for transmitting network messages and storing network
configuration changes. You have three choices: Standalone, LNS Auto,
or LNS Manual.

Standalone. The SmartServer is the exclusive network manager. It
transmits all network management commands to the devices attached
to its channel, and network configuration changes are stored in XML
files on the SmartServer’s internal database (the /config/network
folder on the SmartServer flash disk). In standalone mode, the
network functions as a master-slave system, where the SmartServer is
the master to the slave devices.

You can use standalone mode to install and operate a small,
single-channel network that does not require OpenLNS services.
Overall, a network operating in standalone mode has the following
limitations:

= Network is limited to a maximum of 300 devices. For FT-10
networks, you need to attach a physical layer repeater to the
network to exceed the 64-device limit posed by the physical
channel.

= Network is limited to a single channel.

= Network cannot have a router attached to the channel.
®=  Network does not use OpenLNS management.

= Devices cannot be configured with LNS Plug-ins.

=  Network cannot be connected to any other network management
tool through the network interface or remote network interface.

Note: Switching a network from LNS to Standalone mode and
clicking Submit opens the Switching to Standalone dialog. It
takes approximately 1 minute for the SmartServer to switch to
Standalone mode. When the SmartServer has finished switching
to standalone mode, the dialog closes and you can begin using
your SmartServer.

See Using Standalone Mode in this section for information on the
files you need to copy to the SmartServer to install a network in
standalone mode.

LNS Auto. Network messages are routed through the selected
OpenLNS Server. Network configuration changes are stored in the
internal SmartServer database and they are transmitted to the
OpenLNS network database specified in the LNS Network property.
The SmartServer and the devices connected to it communicate in a
peer-to-peer manner. This is the default.

Select this mode to have the SmartServer automatically synchronize
with the selected OpenLNS network database via the LNS Proxy Web
service (you can also manually initiate synchronization by pressing
the Synchronize button in the LNS Network property). In this
mode, the SmartServer independently initiates communication with
the LNS Proxy Web service. Select this mode if a firewall is not
blocking the SmartServer’s access to the port on the OpenLNS Server
computer selected for the LNS Proxy Web service (port 80 by
default).
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See Automatically Synchronizing the SmartServer to an OpenLNS
Network Database later in this section for more information using
LNS Auto mode.

e LNS Manual. Similar to LNS Auto except that you have to
manually synchronize the SmartServer with the selected OpenLNS
network database. To do this, you press the Synchronize button in
the LNS Network property.

When you press the Synchronize button, the SmartServer Web
interface requests a list of objects to be synced from the SmartServer
via SOAP and forwards the objects returned by the SmartServer to the
LNS Proxy Web service. The LNS Proxy Web service returns a set
of synced objects to the SmartServer Web interface, which forwards
these objects back to the SmartServer.

This mode does not require the SmartServer to access to the LNS
Proxy Web service port on the OpenLLNS Server computer. Instead,
the SmartServer Web interface serves as a proxy between the
SmartServer and an OpenLNS Server. Select this mode if a firewall
is blocking the SmartServer’s access to the LNS Proxy Web service
port on the OpenLNS Server computer (port 80 by default).

If the SmartServer is synchronized to an OpenLNS network database,
but it will no longer have access to the OpenLLNS Server after the
network has been installed, you should select this mode. This will
prevent the SmartServer from displaying repeated “Cannot Connect to
OpenLNS Server” error messages.

See Manually Synchronizing the SmartServer to an OpenLNS
Network Database later in this section for more information on
manually synchronizing the SmartServer to an OpenLNS network
database.

You can select the Delete Items Hidden in LonMaker check box to hide
all functional blocks in the SmartServer tree that do not have
corresponding functional block shapes in the LonMaker network drawing
and delete their XML configurations from the SmartServer’s internal
database. This option is cleared by default.

This property is only available for networks in the SmartServer tree.

If you selected LNS Auto or LNS Manual in the Network Management
Services property, select the IP address of the OpenLNS or LNS Server to
be used for providing network management services.

This property is only available for networks in the SmartServer tree. You
cannot change the OpenLNS Server used by an OpenLNS network
database in the OpenLNS tree.

If you selected an OpenLNS Server in the LNS Server property, select the
OpenLNS network database to be updated with the network configuration
changes made by the SmartServer. Other OpenLNS clients such as
OpenLNS CT can then be synchronized to the updated OpenLNS network
database.

Note: If you open the OpenLNS network database with OpenLNS CT,
you will observe that the OpenLNS CT drawing includes an additional
i.LON Network Interface (i.LON NI) shape and LON IP channel and
router shapes if IP-852 routing is activated on your SmartServer. You can
delete the LON IP channel and router shapes to simplify your drawing. If
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you delete these shapes, the corresponding items in the SmartServer tree
are hidden. Do not delete the i.LON NI shape.

Click Synchronize to open the SmartServer Resync dialog and manually
resynchronize the SmartServer with the selected OpenLNS network
database. See the Manually Synchronizing the SmartServer to an
OpenLNS Network Database section later in this chapter for more
information.

This property is only available for networks in the SmartServer tree.

To use an OpenLNS or LNS network interface, select this option and then
select the network interface to be used for communication between the
OpenLNS or LNS Server and the network.

If you are designing a network, you can clear this option to specify that the
SmartServer is not attached to the network. This is the default.

Select when network configuration changes are propagated to devices.
You have three choices:

e OnNet. Changes are sent immediately to the devices on the network.
Select OnNet if you are installing an engineered network, or if you
are designing and installing an ad-hoc network at the same time.

e OffNet. Changes are stored in the network database and then sent to
the devices on the network when you place the SmartServer OnNet.
Select OffNet if you are designing an engineered network.

e Maintenance. Same as OnNet except that the SmartServer does not
send out heartbeat and polling messages. This increases the available
bandwidth by freeing up the consumption from checking data point
heartbeats, sending poll requests, and receiving poll message
responses. Select Maintenance to speed up the network
commissioning process. This is mode is typically required for power
line repeating networks.

You can change the length (in bytes) of the domain ID. The domain is the
top level of the LonTalk domain/subnet/icon addressing hierarchy. The
domain length may be 0, 1, 3, or 6 bytes. The zero-length domain,
though, is reserved for the use of the OpenLNS architecture and cannot be
used as the system’s domain.

This property is not available for the network in the SmartServer tree
when the SmartServer is operating in LNS mode (LNS Auto or LNS
Manual).

You can change the domain ID in hexadecimal notation. If you enter an
ID that has fewer bytes than that specified in the Domain Length box, the
domain 1D will be padded with leading zeroes.

This property is not available for the network in the SmartServer tree
when the SmartServer is operating in LNS mode (LNS Auto or LNS
Manual).

Enables the SmartServer to send authenticated network management
commands such as commissioning to the devices on the network. To
enable authentication, select the Use Authentication check box, and
specify a 6-byte or 12-byte key (12-digit or 24-digit hexadecimal string).
To use a random authentication key, click Generate Random Key.

When the SmartServer commissions a device, it will set the device’s key
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to the specified authentication string. All network management
commands sent to the device will then use authentication.

4. Click Submit.
Using Standalone Mode

You can use the SmartServer in standalone mode to install and operate a small, single-channel network
that does not require OpenLNS services or connections to other network management tools.

To install a network with the SmartServer running in standalone mode, you must copy the device
interface (XIF) files and resource files to the SmartServer flash disk. In addition, if you plan on
upgrading the devices using the SmartServer, you must copy the devices’ application image files to the
SmartServer flash disk. Each of these files and where to store them on the SmartServer flash disk is
described as follows:

e Device interface (XIF) files. Define the logical interface to a device. It can either be a device
interface file (.xif extension) or a device template (.xml extension). The XIF specifies the number
and types of functional blocks, and the number, types, directions, and connection attributes of data
points. The program ID field is used as the key to identify each external interface. Each program
ID uniquely defines the static portion of the interface.

Upload the XIF files provided by the device manufacturer to the /LonWorks/import folder on the
SmartServer flash disk.

o Resource files. Defines the components of the device interface, including network variable types,
configuration property types, format types, and functional profiles implemented by the device
application. Resource files allow for the correct formatting of the data generated or configured by
the device.

Upload the resource files provided by the device manufacturer to the /LonWorks/types/user
folder. The standard, echelon, bas_controller, and mbus_integrator catalogs are pre-loaded in the
SmartServer /lonWorks/types folder.

o Application image files (.apb extension). The application image is a file provided by the device
manufacturer that determines how a device functions. It consists of the object code generated by
the Neuron C compiler and includes other application-specific parameters such as
self-identification data and program ID string. You can use the SmartServer to download the
latest application image files (.apb extension) to the devices on the network.

If you plan on upgrading the devices with the latest applications, upload the application image
files provided by the device manufacturer to the /LonWorks/import folder on the SmartServer
flash disk. If the device interface has also changed, also upload the updated XIF files provided by
the device manufacturer.

After you are done copying the required resource, XIF, and application image files to the SmartServer,
you can set the network to standalone mode, following these steps:

1. Click Driver option at the top of the navigation pane on the left side of the SmartServer Web
interface, and then click the network icon in the SmartServer tree. The Setup - LON Network
Driver Web page opens.

2. Inthe Network Management Service property, click Standalone. The LNS Server and LNS
Network properties become unavailable.
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Setup - LON Network Driver

Navigate
o ® Name:  Network Handle: 1039126419
General Driver
LN
33% LAN \ " Description:
EI & SmartServer —
T Remote Access
=l ) Network
El=< Channel 1
! iLON SmartServer- 1 (Interr | 17 Nefwork Property  Value
$ RNI (Internal) Icon [Lns B
<« ILON NI (Internal
=| AL- 1 Hidden O
= DIO- 1 Network Management ® o O
= m - Standalone LNS Auto LNS Manual Delete Items Hidden in LonMaker
_
€ Ltal dv (Internal LNS Server |

= & my mailserver.my_domain.com
= 10.2.124.77

LNS Network |

3. Optionally, in the Domain Length property, you can enter a different domain 1D length, which
may be 1, 3, or 6 bytes. The default is 6 bytes. The zero-byte domain is reserved and cannot be
used as the network’s domain.

4. Optionally, in the Domain ID property, you can enter a different domain ID in hexadecimal
notation. If you enter an ID that has fewer bytes than that specified in the Domain Length box,
the domain ID is padded with leading zeroes.

5. Click Submit. A dialog appears informing you that the SmartServer is being switched to
standalone mode.

@ Switching to Standalone

The i.LON SmartServer is now being switched to
standalone mode. This can take several minutes, please
be patient.

A

It may take up to a few minutes for the SmartServer to switch to standalone mode. When the
SmartServer has switched to standalone mode, the dialog closes and you can continue using your
SmartServer to manage the network.

Automatically Synchronizing the SmartServer to an OpenLNS network
Database

You can synchronize the SmartServer to an OpenLNS network database automatically using LNS
Auto mode. In LNS Auto mode, the SmartServer independently initiates communication with an
OpenLNS network database via the LNS Proxy Web service, and directly sends network configuration
changes made in the SmartServer tree to the OpenLNS network database. This mode requires the port
on the OpenLNS Server computer selected for the LNS Proxy Web service (port 80 by default) to also
be opened on any firewalls blocking the SmartServer’s access to the OpenLNS Server computer. The
following figure illustrates how the SmartServer communicates with the OpenLNS network databases
in LNS Auto mode.
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To synchronize the SmartServer to an OpenLNS network database using LNS Auto mode, follow
these steps:

1. Verify that the SmartServer is connected to both the TCP/IP network and the LONWORKS network.

2.  Commission the SmartServer with OpenLNS CT, OpenLNS tree, or another OpenLNS or LNS
application. For more information on installing the SmartServer, see Installing the SmartServer
with OpenLNS CT in Chapter 12.

3. Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

4. Add an OpenLNS or LNS Server to the LAN. This OpenLNS Server must contain the OpenLNS
network database in which the SmartServer was commissioned in step 2. See Adding an
OpenLNS Server to the LAN in Chapter 3 for more information on how to do this.

5. Click Driver at the top of the navigation pane on the left side of the SmartServer Web interface,
and then click the Net network near the top of the SmartServer tree.

6. The Setup - LON Network Driver Web page opens.

Setup - LON Network Driver
Navigat )
avigate S g Name: Net Handle: 0
O General @ Driver 5%
F 3;3;“ Description:
SmartServer 1=
E Remote Access o
i ¢ et
# 2 my mailserver.my domain.com
é’ 10.2.124.77 Lon Network Property Value
Icen [iLonNS [v]
Hidden O

Network M t )
Sorvian | ragemen O standalone & NS Auto (O LNS Manual []Delete Items Hidden in LonMaker

LNS Server | E]

LNS Metwork |

Use LNS Network |
Interface

7. Inthe Network Management Service property, accept the default LNS Auto option. In this
mode, the SmartServer independently initiates communication with the LNS Proxy Web service,
and automatically sends network configuration changes made in the SmartServer tree to the
OpenLNS network database.

Select this mode if a firewall is not blocking the SmartServer’s access to the port on the OpenLNS
Server computer selected for the LNS Proxy Web service (port 80 by default). If a firewall is
blocking access to the LNS Proxy Web service, select the LNS Manual option.

8. Inthe LNS Server property, select the IP address of the OpenLNS Server you added to the LAN
in step 4.
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O General © Driver 3%
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SmartServer =]
2 =9

emote Access
Z:Net
my mailserver.my domain.com
& 10.2.124.77
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Network Management
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LNS Server | ITI

LNS Network ‘ 10.2.124.77 |

Use LNS Network |
Interface

9. Adialog for logging in to the LNS Proxy Web service opens. Enter the User Name and
Password used by the SmartServer for logging in to the LNS Proxy Web service and then click
OK. You initially specified the user name and password in the Echelon Enterprise Services 2.2
installer. If you forgot the user name and password, you can right-click the Echelon Enterprise
Services 2.2 tray icon in the notification area of your computer, and then click Options on the
shortcut menu.

10. The LNS Network dialog opens.
=22 g
5—~ELNS Network

L=

Please select an LMNS database or enter a new name if you want to create a new database.

| ]

A

11. Inthe LNS Network dialog, select the OpenLNS network database to which the SmartServer is to
be synchronized and then click Finish.

o= g
5—&LNS Network

L=

Please select an LNS database or enter a new name if you want to create a new database.

Met A
Building
Network

A

12. The Use LNS Network Interface option is selected and the network interface used for
communication between the OpenLNS Server and the network is specified automatically. Accept
these defaults if the OpenLNS Server is attached to the physical network and you want the
SmartServer to communicate with the devices on the network through the selected network
interface.
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13.

14,

If Use LNS Network Interface is selected, the Network Management Mode property is set to
OnNet automatically. This means that network changes are propagated to the network
immediately. Click OffNet to store network changes in the selected OpenLNS network database
and propagate them to the network when you place the SmartServer OnNet.

Setup - LON Network Driver

Navigate
MName: Building Handle: 0
O General @ Driver
EIQEEN ' . Description:
= & SmartServer =

emote Access

et
[ 8% VirtCh
== LON Lon Network Property Value
H= LONIP Icon s (v
& mvy_mailserver.my_domain.com
& 10.2.124.77 Hidden O
& 10.2.120.30 g:ﬁ;",z;“ FErETETERE O Standalone &) LNS Aute ('LNS Manual [] Delete Ttems Hidden in LonMaker
LNS Server [0212477 (v
LNS Network [Building B__Synchrumza
Use LNS Netwerk [X Default 10,2124 63 v

Interface
Network Management Mode (2 OnNet () OffNet

Domain Lenath (bytes)

Click Submit. If you selected LNS Auto in the Network Management Service property, the
name of the network changes to the name of the OpenLNS network database specified in step 11,
the network icon changes to an LNS Server icon, and the synchronization automatically begins.
During the synchronization process, items in the SmartServer tree that are out of sync with the
OpenLNS network database are highlighted yellow. When all the items in the SmartServer tree
are synchronized (not highlighted yellow), the synchronization is complete. You can continue to
use the SmartServer Web interface during the synchronization.

Setup - LON Network Driver
>
Navigate Name:  Building Handle: -472092331
O General @ Driver LNS
HQEEN \ Description:
= & SmartServer

T Remote Access

(@ Building
& my_mailserver.my domain.com
& 10.2.124.77

Lon Network Property value

Icon |LNS B

Hidden O

g:ﬂ,‘,ﬁ:‘ RETEEE O standalone ® LNS Aute C)LNS Manual [] Delete Items Hidden in LonMaker
LNS Server [t02 12477 (]

LNS Network [Building E]
[Eluse s Network [X Default.10.2.124.63 )

Network Management Mode (%) OnNet () OffNet

Domain Lenath (bvtes)

Notes:

e You can view the progress of the synchronization in the navigation pane. To do this, click
Settings to open the Global Settings dialog, and then select the Show Synchronization
Progress in Tree check box. This adds a synchronization status bar to the right of the
network icon in the SmartServer tree that displays the current ratio of items that have already
been synchronized to the total number of items being synchronized.

e  You can view a log of the current synchronization in the SmartServer’s console application.
To view the sync log, enter the trace 2 command. For more information on the SmartServer
console application, see Appendix B, Using the SmartServer Console Application.
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15. If you selected LNS Manual in the Network Management Service property, manually
synchronize the network following the instructions in Manually Synchronizing the SmartServer to
an OpenLNS Network Database later in this section.

16. After the synchronization, observe the following changes to the SmartServer’s App device in the
SmartServer tree: the SmartServer’s App device is moved to the channel to which it was added in
the OpenLNS CT drawing, OpenLNS tree, or other OpenLNS application, (for example, Channel
1); the name of the SmartServer’s App device changes to the name of the SmartServer shape in
your OpenLNS CT drawing, OpenLNS tree, or other OpenLNS application (for example, iLON
SmartServer- 1); and the icon used for the SmartServer’s App device in the SmartServer tree
changes to a generic device icon.

Setup - LON Network Driver
>

Navigate
Name: Building Handle: -472092331

C General & Driver ¢ N
B gfs LAN LNS - ,
\ #"  Description:
L

= & SmartServer
T Remote Access
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[ 8% VirtCh
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Lon Network Property Value

i - Icon |LNS E]
Router (Internal
< iLON NI (Internal) fidden ]
@ LNS Network Interface (Inte g:m?:;k Management C standalane & LNS Auto (O LNS Manual [ Delete Ttems Hidden in LonMaker
= L ON IP
& my_mailserver.my domain.com LNS Server |10_2.124.77 E]
& 10.2.124.77 — [Building E]
Use LNS Network [ Defaul 10.2.124 53 (7]

Interface
Network Management Mode (&) OnNet O OffNet

? | pomain Length (bytes)

Manually Synchronizing the SmartServer to an OpenLNS Network Database

When a network in the SmartServer tree is using the LNS Auto network management service mode,
the SmartServer automatically sends network configuration changes to the OpenLNS network database
via the LNS Proxy Web service. Other OpenLNS or LNS clients such as OpenLNS CT can then be
resynchronized to the updated OpenLNS network database. For more information on resynchronizing
a OpenLNS CT drawing to an OpenLNS network database, see the OpenLNS Commissioning Tool
User’s Guide.

You can manually synchronize the SmartServer to an OpenLNS or LNS network database if you are
using the LNS Manual network management service mode, or if you are using LNS Auto network
management service mode and another OpenLNS client such as OpenLNS CT or OpenLNS tree makes
changes to the OpenLLNS network database that are not propagated to the SmartServer over the
LonTalk channel. Manual synchronization in these cases is required because the network objects in
the SmartServer tree lose synchronization with the OpenLNS network database. Objects that are not in
sync with the OpenLNS network database are highlighted yellow in the SmartServer tree.

When you manually synchronize the SmartServer, the SmartServer Web interface requests a list of
objects to be synced from the SmartServer via SOAP and forwards the objects returned by the
SmartServer to the LNS Proxy Web service. The LNS Proxy Web service returns a set of synced
objects to the SmartServer Web interface, which forwards these objects back to the SmartServer.
Manually synchronizing the SmartServer does not require the opening of any ports on firewalls
blocking the SmartServer’s access to the OpenLNS Server computer. The following graphic illustrates
how the SmartServer communicates with the OpenLNS network databases in LNS Manual mode.
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You can manually synchronize all items

in the SmartServer tree that are out of sync at one time, or you

can select individual items to be synchronized.

Manually Synchronizing All ltems

If items in the SmartServer tree lose synchronization with the OpenLNS network database, you can
manually synchronize all of them to the OpenLNS network database at one time following these steps:

1.
in the shortcut menu.

Right-click the network item in the target SmartServer tree, and then click Synchronize with LNS
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Alternatively, you can click Driver, click the network icon in the SmartServer tree to open the

Setup — LON Network Driver Web page, and then click the Synchronize button in the
OpenLNS Network property.
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The SmartServer Resync dialog opens.

ltems to be synced: 0

ﬁ*L@ SmartServer Resync

[] Synchronize All Internal SmartServer ltems

[] Synchronize All External Items

[ Close ][

Start |
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3. Set the following synchronization options:

Synchronize All Internal Synchronizes all internal items in the SmartServer’s
SmartServer ltems internal database, including hidden items, with the
OpenLNS network database.

Internal items include the following:
e LONWORKS channels.

e The SmartServer’s internal App device and its
child functional blocks and data points.

e The SmartServer’s internal 1P-852 router.

e Internal devices created by custom apps and their
child functional blocks and data points.

Selecting this option also transmits changes made to
the LON driver properties of the internal items in the
SmartServer tree to the OpenLNS network database,
and it updates the SmartServer’s internal database with
changes made to the LON driver properties of the
internal items with OpenLNS CT, OpenLNS tree, or
other OpenLNS application.

This option is cleared by default, which means that the
SmartServer sends only changes made to the internal
items in the SmartServer tree to the OpenLNS network
database. In addition, the SmartServer’s internal
database is updated only with the following changes
made to internal items with OpenLNS CT:

¢ Renaming of devices or functional blocks.

e Addition of functional blocks to the SmartServer’s
internal App device that have stencils with no
dynamic network variables on them.

e  Deletion of the SmartServer App device’s
functional blocks.

e  Addition or deletion of dynamic network variables
on the SmartServer’s internal App device while it
is uncommissioned.

Note: Selecting this option may significantly increase
the time required for the manual synchronization as all
hidden internal items are synchronized.

Synchronize All External Items  Synchronizes all external items in the SmartServer’s
internal database with the OpenLNS network database.

External items include the following:
e LONWORKS channels.

e External devices and their child functional blocks
and data points.

e Routers.

Selecting this option also transmits any changes made
to the LON driver properties of the external items in
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4, Click Start.

the SmartServer tree to the OpenLNS network
database, and it updates the SmartServer’s internal
database with any changes made to the LON driver
properties of the external items with OpenLNS CT,
OpenLNS tree, or other OpenLNS application.

This option is cleared by default, which means that the
SmartServer sends only changes made to the external
items in the SmartServer tree to the OpenLNS network
database. In addition, the SmartServer’s internal
database is updated only with any changes made to the
names of external devices or functional blocks with
OpenLNS CT.

5. The Items to be Synced property lists the number of items in the SmartServer tree to be updated.
This number counts down as the synchronization operations progresses. When the
synchronization operation has been completed, this number is 0. You can click Close anytime to
return to the SmartServer Web interface and continue using the SmartServer during the

synchronization.

Notes:

e You can view the progress of the synchronization in the navigation pane. To do this, click

Settings to open the Global Settings dialog, and then select the Show Synchronization

Progress in Tree check box. This adds a synchronization status bar to the right of the
network icon in the SmartServer tree that displays the current ratio of items that have already
been synchronized to the total number of items being synchronized.

®  You can view a log of the current synchronization in the SmartServer’s console application.
To view the sync log, enter the trace 2 command. For more information on the SmartServer
console application, see Appendix B, Using the SmartServer Console Application.

Manually Synchronizing Individual Items

If one or more items in the SmartServer tree lose synchronization with the OpenLNS network
database, you can manually synchronize them to the OpenLNS network database. This
synchronization operation automatically updates the LON driver properties of the selected items (for

example, timing parameters of a channel, commission and application statuses of a device, format

description of a data point) in the SmartServer’s internal database.

To synchronize one item, right-click the item (channel, device, functional block, or data point) in the
target SmartServer tree, and then click Synchronize with LNS in the shortcut menu to synchronize the

item.
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To synchronize multiple items at one time, click one item, either hold down CTRL and click all other
items to be synchronized or hold down SHIFT and select another item to synchronize the entire range
of items, and then click the Synchronize with LNS option in the shortcut menu.

Notes: Selecting the Synchronize with LNS option on a network item opens the SmartServer
Resync dialog, where you can synchronize the entire network at one time.

Switching the SmartServer to a Different OpenlLNS Network Database

You can change the OpenLNS or LNS network database to which a SmartServer is synchronized. You
need to do this if you move the SmartServer to a new LONWORKS network or to another existing
network, or if you want to create a new OpenLNS or LNS network database for an existing network.

When synchronizing the SmartServer to a new or existing OpenLNS network database, the current
network configuration is merged into the new OpenLNS network database (this network configuration
data is stored in the SmartServer’s internal database [the XML files in the /config/network/<Current
Network> folder on the SmartServer’s flash disk]). This enables you to preserve the current
configurations of the SmartServer’s built-in applications in the new OpenLNS network database.

External devices that have been added to the SmartServer tree will also be merged into the new
OpenLNS network database; therefore, you must delete all external devices that you do not want in the
new database. If you do not delete these external devices, their shapes and the shapes of all their
children functional blocks and data points will be added to the OpenLNS CT drawing. You will then
need to manually delete these extra shapes from your OpenLNS CT drawing.

You must also delete all references to the data points of the deleted external devices that have been
added to the SmartServer’s applications. If you do delete these data point references, they will remain
in the SmartServer’s applications.

If you do not need to save the current configuration of the SmartServer’s built-in applications, you can
restore your SmartServer to its factory default settings before synchronizing it to a different OpenLNS
network database. The SmartServer will automatically back up the current network configuration data
and store it in the /config/network.bak/<Current Network> folder. This enables you to restore the
applications to their previous configurations, if desired.

In summary, when synchronizing the SmartServer to a new or different OpenLNS network database,
the changes made to the OpenLNS network database depend on whether the database is new (an empty
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OpenLNS network database, which contains only the default “OpenLNS network Interface” and the
default “Channel 1) or if it is an existing database with other OpenLNS objects in it.

e If the OpenLNS network database is new (empty), the following changes are made to it:

o The domain length and domain ID properties in the database are changed to those currently
used by the network attached to the SmartServer;

o The default “Channel 1 in the database is re-named to the name of the first LONWORKS
channel on the SmartServer tree. The transceiver type in the database is changed to the one
used on the first LONWORKS channel on the SmartServer.

o All other LONWORKS channels and devices on the SmartServer tree are merged into the
database.

Note: If there are any naming conflicts between the SmartServer and the OpenLNS network
database, the OpenLNS network database has precedence. For example, if the i.LON App
(Internal) device is named “iLON SmartServer- 1” in the OpenLNS network database, then it will
be re-named to “iLON SmartServer- 1” in the SmartServer tree after the synchronization.

o If the OpenLNS network database is an existing OpenLNS network database with other LNS
objects in (not empty), all the LONWORKS channels and devices on the SmartServer tree are
merged into the database. The domain length and domain ID properties in the OpenLNS network
database are not changed.

To synchronize the SmartServer to a new or existing OpenLNS network database, follow these steps:

1. If you do not need to save the current configurations of the SmartServer’s built-in applications,
restore your SmartServer to its factory default settings as described in Restoring a SmartServer to
Factory Default Settings in Chapter 3.

2. To preserve the current configurations of the SmartServer’s built-in applications before
synchronizing the SmartServer to a different OpenLNS network database, follow these steps:

a. Delete all external devices that you do not want in the new database. To do this, right-click
the external device to be deleted or select multiple devices to be deleted in the SmartServer
tree and then click Delete in the shortcut menu.

Select Devices
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b. The Keep LNS Copy? dialog opens.
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c. Click Yes to delete the external device only from the SmartServer’s internal database. Click
No to delete the external device from both the SmartServer’s internal database and the
OpenLNS network database to which the SmartServer is synchronized.

d. Remove the data points of the deleted external devices from the SmartServer’s built-in
applications. To do this, expand the application’s functional block in the SmartServer tree,

select one or more data point references (2) to be deleted, right-click a data point reference,
select Delete on the shortcut menu, and then click Submit.
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3. Decommission the SmartServer, the SmartServer’s IP-852 router, and any commissioned internal
FPM devices in the current OpenLNS network database with OpenLNS CT or other OpenLNS
application.

Rename

4. Commission the SmartServer in the new or existing OpenLNS network database with OpenLNS
CT or other OpenLNS application.

Note: The name of the channel on which the SmartServer is installed in the OpenLNS CT
drawing must match that of the SmartServer’s current parent channel in the SmartServer Web
interface; otherwise, the synchronization process may corrupt your OpenLNS CT network design.

For example, if the SmartServer’s internal automated systems device (i.LON App, iLON
SmartServer- 1, or some other user-defined name) is located under Channel 1 in the navigation
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pane on the left side of the SmartServer Web interface, then you must drag the SmartServer device
shape to Channel 1 in your OpenLNS CT drawing.

5. Click Driver at the top of the navigation pane, and then click the network icon. The Setup —
LON Network Driver Web page opens.

6. If the target OpenLNS network database is located on a different OpenLNS Server, proceed with
the following steps; otherwise, skip to step 7.

a. Add that OpenLNS Server to the LAN containing the target OpenLNS network database if it
has not already been added.

b. Inthe LNS Server property, select the IP address of the target OpenLNS Server.
c. The LNS Network dialog opens.

@ LNS Network

Please select an LMS database or enter a new name if you want to create a new database.

| i

d. Select an existing OpenLNS network database or create a new one.

A

e Toselect an existing OpenLNS network database, select the name of the OpenLNS
network database from the list and then click Finish.

e To create a new OpenLNS network database, enter a descriptive name (maximum 14
characters) that is unique to the selected OpenLNS Server, click Next, and then click
Finish in the Create LNS DB? dialog. The new OpenLNS network database is created
in the ilon\db folder on your computer.

7. Inthe OpenLNS Network property, either select an existing OpenLNS network database to be
updated with the network configuration stored in the SmartServer’s internal database (XML files
in the /config/network folder on the SmartServer flash disk), or create a new OpenLNS network
database.

e To select an existing OpenLNS network database, select the name of the OpenLLNS network
database from the list and then click Submit.

e To create a new OpenLNS network database, enter a descriptive name (maximum 14
characters) that is unique to the selected OpenLNS Server. The new OpenLNS network
database is created in the ilon\db folder on your computer. Click Submit. A dialog appears
prompting you to confirm the creation of the new OpenLNS network database on the
OpenLNS Server. Click OK. After the dialog closes, click Submit.
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8. If the Network Management Service property is set to LNS Auto, the SmartServer automatically
begins synchronization with the new OpenLNS network database. If the Network Management
Service property is set to LNS Manual, manually synchronize the SmartServer to the new
OpenLNS network database following the steps described in Manually Synchronizing the
SmartServer to an OpenLNS network database earlier in this chapter.

9.  When the synchronization operation on the SmartServer has been completed, synchronize
OpenLNS CT or other OpenLNS application to the OpenLNS network database. This updates
OpenLNS CT or other OpenLNS application with the functional blocks on the SmartServer’s
internal App device that are displayed in the SmartServer tree.

Switching to LNS Mode and Synchronizing to an OpenlLNS Network
Database

You can switch the SmartServer from standalone to LNS mode (LNS Auto or LNS Manual) and then
synchronize the network attached to the SmartServer to an OpenLNS database. To switch a network
from standalone to LNS mode, you select an OpenLNS network database on an OpenLNS Server to be
synchronized to the network. After the OpenLNS database has been updated, you can synchronize an
OpenLNS application such as OpenLNS CT to the OpenLNS database and then use it to manage the
network.

The changes made to the OpenLNS network database depend on whether it is empty (contains only the
default “OpenLNS network Interface” and default “Channel 17).

o If the OpenLNS network database is empty, the following changes are made to it:

o The domain length and domain ID properties in the database are changed to those currently
used by the network attached to the SmartServer;

o The default “Channel 1” in the database is re-named to the name of the first LONWORKS
channel on the SmartServer tree, which is usually “LON”.

o The transceiver type in the database is changed to the one used on the first LONWORKS
channel on the SmartServer.

o All other LONWORKS channels and devices on the SmartServer tree are merged into the
database.

Note: If there are any naming conflicts between the SmartServer and the OpenLNS network
database, the OpenLNS network database has precedence. For example, if the i.LON App
(Internal) device is named “SmartServer” in the OpenLNS network database, then it will be
re-named as such in the SmartServer tree after the synchronization.

222 Using the SmartServer as Network Management Tool



If the OpenLNS network database is not empty, all the LONWORKS channels and devices on the
SmartServer tree are merged into the database. The domain length and domain ID properties in
the OpenLNS network database are not changed.

To switch the SmartServer from standalone to LNS mode (LNS Auto or LNS Manual) and
synchronize the network in the SmartServer tree to an OpenLNS network database, follow these steps:

1.

Verify that EES 2.2 and OpenLNS Server have been installed on your computer. See Chapter 1 of
the Echelon Enterprise Services 2.2 User’s Guide for how to perform these installations.

Add an OpenLNS Server to the LAN. See Adding an OpenLNS Server to the LAN in Chapter 3
for more information on how to do this.

Click Driver and then click the network icon in the SmartServer tree. The Setup - LON Network
Driver Web page opens.

In the Network Management Service property, select the LNS Auto option. In this mode, the
SmartServer independently initiates communication with the LNS Proxy Web service, and
automatically sends network configuration changes made in the SmartServer tree to the OpenLNS
network database.

Select this mode If a firewall is not blocking the SmartServer’s access to the port on the OpenLNS
Server computer selected for the LNS Proxy Web service (port 80 by default). If a firewall is
blocking access to the LNS Proxy Web service, select the LNS Manual option.

The OpenLNS Server dialog opens.

ECE)
5-E~ELNS Server

L =]

You have confisured one LMS server: 10.2.124.77. Click next if you want to select a database
from this server for syncronization. If you want to use another LNS server cancel this dialog

for now, add the desired server to the main tree and return here.

o

Click Next.

A dialog for logging in to the LNS Proxy Web service opens. Enter the User Name and
Password used by the SmartServer for logging in to the LNS Proxy Web service and then click
OK. You initially specified the user name and password in the Echelon Enterprise Services 2.2
installer. If you forgot the user name and password, you can right-click the Echelon Enterprise
Services 2.2 tray icon in the notification area of your computer, and then click Options on the
shortcut menu.
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8. The LNS Network dialog opens.
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Please select an LMS database or enter a new name if you want to create a new
databaze.

| K

Synchronize All Internal SmartServer ltems

9. Inthe OpenLNS Network property, either select an existing OpenLNS network database to be
updated with the network configuration stored in the SmartServer’s internal database (XML files
in the /config/network folder on the SmartServer flash disk), or create a new OpenLNS network
database.

e To select an existing OpenLNS network database, select the name of the OpenLNS network
database from the list and then click Finish.

e To create a new OpenLNS network database, click the arrow to use the current network name
for the OpenLNS network database or enter a different descriptive name (maximum 14
characters) that is unique to the selected OpenLNS Server, click Next, and then click Finish
in the Create LNS DB? dialog. The new OpenLNS network database is created in the
ilon\db folder on your computer.

10. If IP-852 routing is activated on your SmartServer, a dialog appears informing you that you need
to reboot your SmartServer in order to use it as an IP-852 router. Click Close.
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16.

17.

18.
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SmartServer.

r |

If you created a new OpenLNS network database in step 8, select the Use OpenLNS Network
Interface option if the OpenLNS Server is attached to the physical network and you want the
SmartServer to communicate with the devices on the network, and then select the network
interface to be used for communication between the OpenLNS Server and the network.

If you selected an existing database in step 8, Use OpenLNS Network Interface is selected and
the network interface is specified automatically.

If Use OpenLNS Network Interface is selected, the Network Management Mode property is
set to OnNet automatically. This means that network changes are propagated to the network
immediately. Click OffNet to store network changes in the selected OpenLNS network database
and propagate them to the network when you place the SmartServer OnNet.

Click Submit.

If you selected LNS Auto in the Network Management Service property, synchronization
automatically begins. If you selected LNS Manual in the Network Management Service
property, manually synchronize the SmartServer to the new OpenLNS network database following
the steps described in Manually Synchronizing the SmartServer to an OpenLNS network database
earlier in this chapter.

If you are managing the network with OpenLNS CT, create a new OpenLNS CT drawing from the
OpenLNS network database and then synchronize the OpenLNS CT drawing to the OpenLNS
network database. See the OpenL NS Commissioning Tool User’s Guide for more information on
how to do this.

Commission the SmartServer and the external devices on the network with OpenLNS CT,
OpenLNS tree, or another OpenLNS application. For more information on installing the
SmartServer, see Installing the SmartServer with OpenLNS CT in Chapter 12.

Note: The SmartServer and the external device shapes already include their devices’ Neuron IDs.
Therefore, if you are using OpenLNS CT, you only need to right-click a device shape and clicking
Commission in the shortcut menu to commission a device. You do not have to step through the
New Device Wizard.

You now add the external network variables and configuration properties in the OpenLNS tree to
the built-in applications on a SmartServer (your local SmartServer or a remote SmartServer that
you have added to the LAN). See Adding Data Points to SmartServer Applications in Chapter 4
for more information on adding external network variables and configuration properties to the
SmartServer’s built-in applications.

If IP-852 routing is activated on your SmartServer, you need to reboot your SmartServer in order
to use the SmartServer as an IP-852 router. You can reboot your SmartServer using the
SmartServer Web pages or the SmartServer console application.

e To reboot your SmartServer using the SmartServer Web pages, right-click the local
SmartServer, point to Setup, and then click Reboot on the shortcut menu. The Setup —
Reboot dialog opens. Click Reboot to start the reboot.
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e Toreboot your SmartServer using the SmartServer console application, enter the reboot
command. For more information on using the SmartServer console application, see Appendix
B, Using the SmartServer Console Application.

Switching a Network from LNS Mode to Standalone Mode

You can switch a network from LNS mode (LNS Auto or LNS Manual) to standalone mode; however
the network configuration stored in the OpenLNS network database is not copied to the SmartServer.
This is currently not supported. For instructions on setting a network to standalone mode, see Using
Standalone Mode earlier in this section.

Creating and Configuring LONWORKS Channels
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Channels are the physical media upon which devices communicate. Because the LonTalk protocol is
media independent, you can use numerous types of media for channels in a network design such as
twisted pair, power line, fiber optics, IP, and RF, and other types. Adding channels allows you to use
different media within the same network, isolate network traffic for performance, isolate devices for
reliability, and increase the number of devices beyond the limit of a specific transceiver. You can add
LONWORKS, Modbus, M-Bus, and virtual channels to the network attached to a SmartServer and you
can add LONWORKS channels to a network in an OpenLNS Server.

This section describes how to create and configure a LONWORKS channel. See Designing a Modbus
Network and Designing a M-Bus Network later in this chapter for information on adding Modbus and
M-Bus channels to the SmartServer. See Using the Virtual Channel later in this chapter for
information on using the virtual channel on the SmartServer.

Creating a LONWORKs Channel

You can create a new channel with the SmartServer Web interface if the SmartServer is operating in
LNS mode (LNS Auto or LNS Manual). You cannot add a second channel to the SmartServer if it is
operating in Standalone mode. To create a LONWORKS channel, follow these steps:

1. If you are adding a channel to the network in a SmartServer tree, right-click the network icon in
the SmartServer tree, point Add Channel, and then click LonWorks in the shortcut menu.

Select Networks

@& General O Driver
Sgfs LAN
= & SmartServer
W Remote Access
555 et
5 my m Prgpertieg in.com

Rename

Add Channel » | LonWorks
MODBUS
M-BUS
Virtual

If you are adding a channel to a OpenLNS network database in the OpenLNS tree, right-click the
OpenLNS network database icon, and then click Add Channel in the shortcut menu.
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2. The Enter Name dialog opens.
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3. Enter a descriptive name for the LONWORKS channel that is unique to the network (channel names
are case sensitive) and then click OK.

4. The channel is added to the bottom of the tree of its parent network or OpenLNS network
database.

5. Click Submit.
Configuring LONWORKS Channels

You can use the driver properties to change the channel type, specify behavior of network messages on
the channel, and set advanced timing properties. To configure the channel properties, follow these
steps:

1. Click Driver.
2. Select one or more channels to configure.

e To configure one channel, click the channel. Alternatively, you can right-click the channel
and select Properties on the shortcut menu.

e To configure two or more channels, click one channel and then either hold down CTRL and
click all other channels to be configured or hold down SHIFT and select another channel to
configure the entire range of channels. Alternatively, you can select multiple channels,
right-click one of the selected channels, and then click Properties on the shortcut menu.

3. The Setup - LON Channel Driver Web page opens.
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4. Configure the following channel properties:

Name Displays the network path of the channel in the following format:
<network>/<channel>. This field is read-only.

Handle Displays the handle of the channel assigned by the OpenLNS Server. This
field is read-only.

Description Enter an optional description of the channel. This description has no
effect on network operation, but you can use it to provide additional
documentation for as-built reports.

Lon Network
Property

Icon Displays the icon used to represent the channel in the SmartServer or
OpenLNS tree and in the application frame. The default icon is TP or PL
depending on your SmartServer hardware model. You can change the
icon for the channel in by selecting a different icon and then clicking
Submit.

Hidden Hides the channel in the SmartServer tree or OpenLNS tree. If this
channel is not actively being used, you can hide it to simplify the web
interface.

To show a hidden channel icon, click Settings. In the Global Settings
dialog, select the Channels check box in the Display Hidden property
and then click Close.

Channel Type Select the channel type from the list. The default channel is TP-FT10 or
PL-20C depending on your SmartServer hardware model.

If you select a PL channel, the Repeating box is available. If the
SmartServer is managing a power line repeating network, select one of the
following repeating modes:

e Not Initialized. Repeating is not initialized.
e Off. Repeating is initialized and disabled.

¢ On (With Automatic Discovery and Optimization of Proxy
Chains). Enables the Enhanced LonTalk Proxy protocol to be used
for transmitting messages to the devices attached to the power line.
With this protocol, the SmartServer sends messages to the repeating
devices (devices with a PL-3120® or PL-3150® Smart Transceiver
that have been configured for repeating) closest to it and those
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Maximum Number
of Priority Slots

Use Round Trip
Delay

Minimal Offline
Time
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devices relay the messages to the repeating devices further down the
power line until the message reaches the target device. In this mode,
the SmartServer continuously attempts to discover and optimize the
repeating chains used to communicate messages from the
SmartServer to the devices on the network.

e On (Static Proxy Chains). Same as On with Automatic
Discovery, except that the SmartServer does not continuously
discover and optimize the repeating chains, which increases the
available bandwidth on the power line repeating network for
operational traffic.

Notes: To use power line repeating, application device repeating must be
implemented on your LONWORKS devices by the device manufacturers.
See your Echelon sales representative for more information.

To use power line repeating, you must also set the SmartServer to
standalone mode. See the previous section, Configuring a LONWORKS
Network, for how to do this. Power line repeating is not compatible with
LNS mode.

For more information on managing a power line repeating network, see
the SmartServer 2.2 Power Line Repeating Network Management Guide.

Displays the maximum number of priority slots available on the channel.
Priority slots may be used by the critical devices on a network that use
priority messaging.

With priority messaging, the device with the highest priority sends its
packet before any other devices can send theirs. This is accomplished by
assigning each priority device a time (priority) slot where it can transmit
before all other lower priority and non-priority devices. These time slots
consume network bandwidth; therefore, priority messaging should only be
used for critical devices and data.

Select this option to specify the expected longest round-trip time (in
milliseconds) of a message (for example, message and response). This
option allows expected traffic patterns to be input into the system so that
the timer calculations can be affected accordingly.

If this option is cleared, the default round-trip delay, which is two packet
cycles based on the average packet size, is used.

If a network message fails, a data point and its device are marked offline.
You can select Use Minimal Offline Time so that all the data points on
the offline device with pending network messages (read/write requests,
polls, or heartbeats) are marked offline and network messages are not sent
to them. This ensures that network performance is not impacted by an
offline device. This check box is cleared by default.

You can also set the minimum period of time (in seconds) that the
SmartServer waits before transmitting network messages to offline data
points. During this period, an offline device transmits an OFFLINE status
in response to data point requests. Once the Minimal Offline Time
elapses, the SmartServer sends a read/write request to one offline data
point. If the read/write request succeeds, the data point and its device are
marked online, and all cached read/write requests for the offline data
points on the device are executed.

The default Use Minimal Offline Time for a LONWORKS channel is 60
seconds.
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Use Offline Delay

Specify the period of time (in seconds) that the SmartServer waits before
marking a data point and its parent device offline (red) in the SmartServer
tree after the LON driver detects that the data point is offline.

For example, if you poll a data point every 5 minutes and you set Use
Offline Delay to 1 hour, it takes 12 polls for the data point and its parent
device to be marked offline—even though the LON driver detected that it
could not communicate with the data point after the first poll.

5. Click Advanced to set the following timing properties for the channel:

7| Advanced

Timing
Y| Use Transmit Timer
v]Use Retry Count

v!Use Number of Slots

Y] Use Slot width

Value

512 .'v Milliseconds
3

0

0 100 Milliseconds

Use Transmit
Timer

Use Retry Count

Use Number of
Slots

Use Slot Width
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You can change the interval (in milliseconds) network messages wait for
confirmation before being re-sent over the network. The default value is
96 ms for FT-10 channels and 512 ms for PL channels. If this option is
cleared (it is cleared by default), the interval is calculated based on the
network topology, specifically the transmission time for each channel that
the message must cross. By default, the transmission time for each
channel is determined by its type. However, this can be overridden with
the Use Round-Trip Delay property.

For more information on configuring this property for a power line
repeating network, see the SmartServer 2.2 Power Line Repeating
Network Management Guide.

You can change the number of times a network message is re-sent when
no confirmation is received. The default value is 3 attempts for FT-10
channels and 5 attempts for PL-20 channels. If this option is cleared (it is
cleared by default), a default value, which can range from 0 to 15
attempts, is calculated based on network topology. Typically, the default
retry count is set to 3 attempts; however, if a message must pass through
certain channel types, the default may be increased. For example, if a
message must cross a PL-20 channel, the default retry count would be
increased to 5 attempts.

For more information on configuring this property for a power line
repeating network, see the SmartServer 2.2 Power Line Repeating
Network Management Guide.

The Use Number of Slots and Use Slot Width properties are used to
calculate how long the SmartServer waits before sending messages to the
devices on the power line repeating network. These settings affect the
traffic initiated by the SmartServer when it receives direct messages or
events from the devices on the network.

Specify the maximum number of slots used for spacing packets on a
power line repeating channel (the default value is 0). You can specify the
width of the slots in the Use Slot Width property (the default value is 0).

If Use Number of Slots is set to n, then the SmartServer uses a random
slot between 0 to n-1 for sending messages, and this slot is then multiplied
by the value in the Use Slot Width box, and 100ms.
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For example, if Use Number of Slots is 4 and Use Slot Width is 1, the
SmartServer would use a delay of either 0, 100, 200 or 300 ms for each
message transmission.

6. Click Submit.

Creating and Configuring LONWORKS Devices

An application device consists of hardware (external devices only) and software that runs an
application and communicates with other devices. You can add application devices to the network
attached to a SmartServer or to a LONWORKS network database in an OpenLNS Server. To add an
application device, you create a new device instance and then select the device name, template, and
location relative to the SmartServer (internal or external). After you add an application device added
to the network, you can configure it using its Setup - LON Device Driver Web page.

After creating and configuring an external application device, you can commission it. Commissioning
associates the external device you created with the SmartServer to the physical device on the network.
To commission a device, you acquire its Neuron ID by using Smart Network Management, pressing a
service pin on the device, or manually entering it.

You do not have to commission devices until you are ready to install them. This is how you design an
engineered system—you create and configure devices offsite, bring the network database onsite (if
using OpenLNS network management services), and then commission the devices. Under the ad-hoc
installation scenario, you define and commission the devices in one step while onsite. See Installing
LONWORKS Networks in this chapter for more information on commissioning devices.

Creating LONWORKS Devices
To create a LONWORKS device, follow these steps:

1. If you are using the SmartServer in Standalone mode, copy the following files to the SmartServer
flash disk:

o Copy the device interface (XIF) files of the devices to be managed by the SmartServer to the
/LonWorks/import folder on the SmartServer flash disk.

e  Copy the device resource files to the /LonWorks/types/user folder.

e If you plan on upgrading the devices using the SmartServer, copy the devices’ application
image files to the /LonWorks/import folder.

2. Right-click a LONWORKS channel, and then select Add Device on the shortcut menu.
Select Channels

® General O Driver
Jels LAN
£ & SmartServer-l oca
T Remote Access
=l Building
= =< LON

¥ Virtl properties
(2R 192.168,

Delete

Rename
Add Device
Add Router

3. The Add Device dialog opens:
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E { Add Device
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File Name
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[ oK ][ Cancel ]

A

In the Name property, enter a descriptive name for the device that is unique to the network (device
names are case sensitive).

If you are adding a device to a channel in the SmartServer tree, in the Location property, select
the type of device you are creating: External or Internal.

e An External device is an application device that you can physically install on the network.

e An Internal device is an application that resides on the SmartServer, appears as a unique
device on the LON network, and encapsulates the functional blocks and data points within an
XIF or functional profile template. An internal device corresponds to one of the 10 custom
app devices that you can create and deploy on a SmartServer. See the SmartServer 2.0
Programming Tools User’s Guide for more information on custom apps.

These options are not available if you are adding a Modbus or M-Bus device to a channel in
the SmartServer tree or if you are adding a LONWORKS device to a channel in the OpenLNS
tree.

In the Select property, select the device interface file (.XIF or . XML extension) used by the
device. The device’s interface specifies the number and types of its functional blocks; number,
types, directions, and connection attributes of its network variables; its configuration properties,
and its program ID. The program ID is a 16-hex-digit number that uniquely identifies the device
application. You can select a device interface file by expanding either the LonMark (XIF) or
Template folder.

o LonMark (XIF). This folder contains the .XIF files in the /lonworks/import directory on
the SmartServer (if the device is located in the SmartServer tree) or the LonWorks import
folder on the OpenLNS Server (if the device is located in the OpenLNS tree). The .XIF file
contains all the functional blocks, network variables, and configuration properties
programmatically defined for the device.

You can copy XIF files from the LONWORKsS import folder on your computer to the
/LonWorks/import folder on your SmartServer flash disk, and then use the XIF files for
creating new devices in the SmartServer tree or changing the XIF files of existing devices.
The file paths of the XIF files on your SmartServer and your computer must match in order to
duplicate functional block and dynamic data points when operating the SmartServer in LNS
mode (LNS Auto or LNS Manual).

Note: You can only select a XIF file if you are adding a LONWORKS device to a channel in
the SmartServer or OpenLNS tree. If you are adding a Modbus or M-Bus device to a channel
in the SmartServer tree, the LonMark (XIF) folder is not available.
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e Template. This folder contains the .XML files in the /config/template/lonworks directory
on the SmartServer. The . XML file contains all the functional blocks, network variables, and
configuration properties shown on the navigation pane at the time the device template was
created. The .XML file can contain dynamic functional blocks and dynamic network
variables.

Note: You can only select a device template if you are adding a device to a channel in the
SmartServer tree. If the device is located in the OpenLNS tree, the Template folder is not
available.

7. The File Name property displays the full path of the LonMark device interface (.XIF file) or
template (XML file) selected for the device. If you selected a LONWORKS template, the program
ID of the device is displayed.

8. Click OK to return to the SmartServer Web interface. The device is added underneath the icon of
its parent channel. You must wait for the SmartServer to process the XIF file used for the device.
The time it takes depends on the size of the XIF file. Once the XIF file has been processed, you
can expand the device and its functional blocks to show the data points in the application device.

9. Click Submit.

Configuring LONWORKS Devices

You can use the device driver properties to install, configure, upgrade, and test devices. To configure
the device properties, follow these steps:

1. Click Driver.
2. Select one or more devices to configure.

e To configure one device, click the device. Alternatively, you can right-click the device and
select Properties on the shortcut menu.

e To configure two or more devices, click one device and then either hold down CTRL and
click all other devices to be configured or hold down SHIFT and select another device to
configure the entire range of devices. Alternatively, you can select multiple devices,
right-click one of the selected devices, and then click Properties on the shortcut menu.

3. The Setup - LON Device Driver Web page opens.
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Setup - LON Device Driver
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Primary Address (Domain.Subnet.Node) ’7’_’_
Secondary Address (Domain.Subnet.Node) ’7’_’_
Maximum Number of Simultaneous Transactions 0
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O Write Configuration Property Defaults

Configure the following device properties:

Name

Handle

Description

Lon Device
Property

Icon

Hidden

Displays the network path of the device in the following format:
<network>/<channel>/<device>. This field is read-only.

Displays the handle of the device assigned by the OpenLNS Server. This
field is read-only.

Enter an optional description of the device. This description has no effect
on network operation, but you can use it to provide additional
documentation for as-built reports.

Displays the icon used to represent the application device in the
SmartServer tree or OpenLNS tree and in the application frame. The
default icon is App for all devices except for the SmartServer’s application
device (i.LON App).

You can create custom icons for your devices (See Using Custom Device
and Functional Block Icons in Chapter 4 for how to do this).

You can change the icon for the device by selecting a different icon and
then clicking Submit.

Hides the application device in the SmartServer tree or OpenLNS tree. If
this device is not actively being used, you can hide it to simplify the web
interface.

To show a hidden device icon, click Settings. In the Global Settings
dialog, select the Devices check box in the Display Hidden property and
then click Close.
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Identification

Property
Neuron ID Displays the current Neuron ID of the application device. The Neuron ID
is a unique 48-bit number that is manufactured into an external device or
assigned to one of the SmartServer's 16 internal devices.

You can acquire the Neuron ID of external devices automatically by

selecting the Smart Network Management option When you select

Smart Network Management, the SmartServer searches the physical

network for uncommissioned devices and matches them based on program

ID to device interface (XIF) files that are stored in the LonWorks/import

folder on either the SmartServer flash disk or your computer.

You can manually acquire the Neuron ID of external devices by clicking

Use Service Pin to open the LON Device Identification dialog, and then

pressing a service pin on the device, scanning a bar code on the device, or

manually entering it. Commissioning assigns a logical address

(Subnet/Node ID) to the device.

Notes:

e You cannot change this property for internal devices.

e You can change the Neuron ID for an external device by releasing its
Neuron ID or replacing the device. You can replace a device using
the Device - Overview Web page or using the Replace LON Device
dialog.

o Torelease the Neuron ID of a device, select the device in the
SmartServer tree or OpenLNS tree, right-click the device, point
to Manage, and the click Release Neuron ID on the shortcut
menu. This erases the Neuron ID defined for the device in the
SmartServer or OpenLNS network database and decommissions
the device.

You must release the Neuron IDs of devices on a development
SmartServer if you plan on creating a template of that
development SmartServer and deploying it on one or more target
SmartServers, and automatically installing the devices in the
template.

o Toreplace a device with the Device - Overview Web page, click
the Driver option at the top of the navigation pane on the left
side of the SmartServer Web interface, right-click a network or
channel, point to Overview, and then click Devices. Click Scan
to discover the replacement device. When the replacement
device is discovered its Neuron ID appears in the Neuron ID
property, and the under construction triangle appears to the right
of the generic device icon. In the Replacement ID property of
the replacement device, select the name of the original device to
be replaced. The Replacement ID property of the replacement
device is updated with the name of the original device, and the
Replacement ID property of the original device becomes
unavailable. Click Submit.

Program ID Displays the unique, 16-hex digit ID that uniquely identifies the device

application in the following format: FM:MM:MM:CC:CC:UU:TT:NN
[Format (F), Manufacturer ID (M), Device Class (C), Usage (U), Channel
Type (T), Model Number (N)].
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Maximum Number
of Dynamic
Functional Blocks

Maximum Number
of Dynamic Data
Points

Geographical
Position

Location ID

Primary Address
(Domain.Subnet.
Node)

Secondary
Address
(Domain.Subnet.
Node)

The program ID is assigned by the device manufacturer for an external
device, and it is assigned the 16 internal devices on the SmartServer. You
cannot change this property for external devices. Devices with the same
program ID must have the same device interface.

You can select Smart Network Management to have the SmartServer
fetch a device’s program ID automatically. Alternatively, you can fetch
the program IDs for one or more devices by selecting the devices,
right-clicking one device, pointing to Manage, and then clicking Fetch
Program ID in the shortcut menu.

Displays the maximum number of dynamic functional blocks that you can
add to the device.

A dynamic functional block is a functional block that is not pre-loaded on
a device. Devices that support dynamic functional blocks include
controllers that do not have a static interface. For example, the v40
SmartServer interface, which has a dynamic interface, supports a
maximum of 500 dynamic functional blocks.

Displays the maximum number of dynamic network variables/data points
that you can add to the device.

A dynamic network variable/data point can be added to a functional block
after the device has been commissioned. Devices that support dynamic
network variables/data points include controllers and gateways with
dynamic interfaces. For example, the v40 SmartServer interface, which
has a dynamic interface, supports a maximum of 3000 dynamic network
variables/data points.

Displays the waypoint of the device. A waypoint is a set of coordinates
(latitude and longitude) that identifies the device’s location in physical
space. Typically, waypoints are acquired with a GPS and then uploaded
to the SmartServer using SOAP/HTTP messages over the console port.

Alternatively, you can manually enter the waypoint in this field or enter a
descriptive string that uniquely identifies the device location (for example,
the light pole number of a luminaire in a street lighting network).

Displays the 6-byte hexadecimal location string that documents the
device’s location within the network.

Displays the domain ID of the network, and the subnet and node 1Ds
assigned to the device by the OpenLNS Server when the device is created.

The subnet/node ID is used for addressing messages. The subnet ID
identifies the channel (subnet) on which the device resides, and the node
ID identifies the device on that channel.

The subnet/node IDs begin with an address of 1/1 and increase
sequentially to 1/2, 1/3, and so on for devices on the same channel
(subnet). For a second channel created on the network, the subnet/node
IDs would begin with an address of 2/1 and increase sequentially to 2/2,
2/3, and so on.

If the device is a member of another network, displays the domain 1D of
that network and the device’s subnet and node ID on it.
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Maximum Number  Displays the maximum number of simultaneous transactions supported by

of Simultaneous the device application. If the device application exceeds this maximum
Transactions value, then any attempt to begin a new transaction will fail

Maximum Lifetime  Displays the timeout value (in milliseconds) for a transaction. This value
of Transactions represents the longest period of time a transaction can be active.

Use Enables authentication during initial installation. If enter the device’s 6-
Authentication byte or 12-byte authentication key (12-digit or 24-digit hexadecimal

string) provided by the device manufacturer.

When the SmartServer commissions the device, it will replace the
manufacturer’s initial authentication key with the authentication key
specified for the network. All network management commands sent to
this device will then use authentication.

Commission Status  Indicates the current device configuration: Commissioned,
Uncommissioned, or Never Reached.

To have the SmartServer automatically set the device configuration, select
the Smart Network Management check box and click Submit.

To manually commission or decommission one or more devices, select the
devices, select Commission or Decommission from the list to the right,
select the Smart Network Management check box to the left, and then
click Submit.

Alternatively, you can manually commission or decommission one or

more devices by selecting the devices in the SmartServer or OpenLNS
tree, right-clicking one device, pointing to Manage, and then clicking

Commission or Decommission in the shortcut menu.

State Indicates the current state of the device application: Application Running
(Online), Application Stopped (Offline), or Never Reached.

The behavior of a device in the Online state depends on the device. A
device may run its application after it has been commissioned.

The behavior of a device in the Offline state depends on the device. An
offline Neuron-hosted device, for example, will not run its application
after it has been commissioned. An offline device still receives data point
updates, but it does not process or transmit updated data point values.
Instead, the device transmits its default values. When a device is in the
offline state, you can still place it online, wink it, and query its status.
Resetting an offline device makes it go online, unless the device is in the
hard offline state, in which case it will remain offline after a reset. You
can keep devices offline and then place them online one at a time to bring
up a system incrementally.

To have the SmartServer automatically set the state of the device
application, select Smart Network Management and click Submit.

To manually set the application state for one or more devices, select the
desired state from the list to the right, select Smart Network
Management to the left, and then click Submit.

Alternatively, you can set the application state for one or more devices by
selecting the devices in the SmartServer or OpenLNS tree, right-clicking
one device, pointing to Manage, and then clicking Set Online or Set
Offline in the shortcut menu.

Application Image  Displays the full path of the application image file (.apb) loaded on the
device. For a Neuron-hosted device, the application image is device
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Template

Write
Configuration

firmware that consists of the object code generated by the Neuron C
compiler from the user’s application program and contains other
application-specific parameters, including the following:

Network variable fixed and self-identification data
Network variable external interface data

Program ID string

Optional self-identification and self-documentation data
Number of address table entries

Number of domain table entries

Number and size of network buffers

Number and size of application buffers

Number of receive transaction records

Input clock speed of target Neuron Chip

To have the SmartServer automatically download to a device an
application image file that matches the device’s program ID, select the
Smart Network Management check box and click Submit.

To manually download an application image file to one or more devices,
select an application image file from the Select File dialog that appears
when you click the box to the right, select the Smart Network
Management check box to the left, and then click Submit. See
Upgrading Devices for more information on selecting an application
image file from this dialog.

Alternatively, you can manually download an application into or one or
more devices by selecting the device or devices, right-clicking one device,
pointing to Manage, and then clicking Download Image in the shortcut
menu.

Displays the full path of the device interface (.XIF or .XML file) loaded
on the SmartServer. The device interface (XIF) is the logical interface to
a device. A device’s device interface specifies the number and types of
functional blocks, and the number, types, directions, and connection
attributes of data points. The program ID field is used as the key to
identify each device interface. Each program ID uniquely defines the
static portion of the interface. However, two devices with identical static
portions may differ if dynamic data points are added or removed, or if the
types of changeable data points are modified. Thus it is possible to have
devices with the same program ID but different device interfaces.

To load an device interface file that matches the device’s program ID onto
the SmartServer, select the Smart Network Management check box and
click Submit.

To manually load a device interface file onto the SmartServer, select a
device interface file from the Select File dialog that appears when you
click the box to the right, select the Smart Network Management check
box to the left, and then click Submit. See the previous section, Creating
LoNWORKS Devices, for more information on selecting a device interface
for a device.

Alternatively, you can load a device interface file for one or more devices
onto the SmartServer by selecting the device or devices, right-clicking one
device, pointing to Manage, and then clicking Activate Template in the
shortcut menu.

Writes the default configuration property values that are stored in the
device interface specified in the Template property to the application
device.
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Property Defaults ~ To have the SmartServer write the default configuration property values to
the device, select the Smart Network Management check box and then
click Submit.

Reset Resetting a device stops the device application, terminates all incoming
and outgoing messages, sets all temporary settings to their initial values,
and then restarts the device application. If the device was in the soft
offline state, it will be put online; if the device was in the hard offline
state, it will remain offline.

To have the SmartServer reset the device, select the Smart Network
Management check box and then click Submit.

Alternatively, you can reset or one or more devices by selecting the device
or devices, right-clicking one device, pointing to Manage, and then
clicking Reset in the shortcut menu.

5. Click Submit.
Using OpenlLNS and LNS Plug-ins

OpenLNS and LNS plug-ins are applications that perform a specialized device or functional block-
specific task. For example, a plug-in can provide user interfaces for reading and setting the
configuration properties on a device. Many device manufacturers provide plug-ins that you can use to
configure their devices. Any plug-in conforming to the OpenLNS or LNS plug-in guidelines may be
used with the SmartServer Web pages. You can view and download free Echelon and third-party
OpenLNS and LNS plug-ins at www.echelon.com/plugins.

You can start plug-ins from the OpenLNS tree in the SmartServer Web interface on a local client (a
computer that is running EES 2.2 and the OpenLNS Server). Starting an OpenLNS or LNS plug-in
remotely is not supported; therefore, you cannot start plug-ins from the SmartServer tree in the
SmartServer Web interface, or from a remote OpenLNS client (a separate computer that communicates
with OpenLNS Server computer via the LNS Proxy Web service or the OpenLNS remote client
interface).

OpenLNS or LNS plug-ins may also apply to entire systems instead of a device or functional block.
System-wide plug-ins can provide generic services that may be used with multiple device types. For
example, the OpenLNS Browser is a generic plug-in that can be used on any functional block to view
and modify its network variables and configuration properties. If OpenLNS CT is installed on your
computer, you can start the OpenLNS Browser using the Browse command. For more information on
using the OpenLNS Browser, see the OpenLNS Commissioning Tool User’s Guide or the LonMaker
Browser on-line help.

Each plug-in can implement multiple commands. For example, a plug-in may implement a Configure
command for each functional block type used in a device. Each plug-in command may be associated
with a device type, functional block type, a subsystem, or an entire network.

To use an OpeLLNS or LNS plug-in, you must first register it from the subject network in the OpenLNS
tree (this registers the plug-in with OpenLNS). After you register a plug-in, you can start the plug-in
from the subject device or functional block in the LNS tee. To register and then start an OpenLNS
orLNS Plug-in, follow these steps:

1. Verify that EES 2.2 and an OpenLNS Server or LNS Server have been installed on your computer.
See Chapter 1 of the Echelon Enterprise Services 2.2 User’s Guide for how to perform these
installations.

2. Add an OpenLNS Server to the LAN following Adding an OpenLNS Server to the LAN in Chapter
3 of this document.

3. Right-click the subject network in the OpenLNS tree, and then click Register Plug-ins.
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4. The Register Plug-ins dialog opens. This dialog list the plug-ins installed on your computer that
are currently registered or unregistered with OpenLNS.

‘@ Register Plugins

# Registered Plugins Description

0 Echelon LonMaker Browser LenMaker Network Variable and Configuration Property Browser/Editor

1 Echelon NodeBuilder Project Manager Manages project definitions for devices developed with the NodeBuilder (r) Development Tool.
# Unregistered Plugins Description

o ACME Example C# Device Plug-In Illustrates an LNS Device Plug-In implemented in C# using Echelon's LNS Plug-In Framework
1 Echelon iLON SmartServer Configuration Echelon iLON SmartServer Configuration

2 Echelon iLON SmartServer WebServer Configuration Echelon iLON SmartServer WebServer Configuration

3 Echelon LNS Report Generator Generates a customizable report of an LNS network.

4 Echelon LonMaker XML Interface Echelon LonMaker XML Interface

5 Echelon LonPoint Configuration Echelon LenPoint Configuration

5. Click the plug-in to be registered from the Unregistered Plug-ins list and then click Add.

6. The selected plug-in is moved to the Registered Plug-ins list.
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‘!I.@ Register Plugins

# Registered Plugins Description

0 Echelon LonMaker Browser LonMaker Network Variable and Configuration Property Browser/Editor

1 Echelon NodeBuilder Project Manager Manages project definitions for devices developed with the NodeBuilder (r) Development Tool.
2 Echelon LonPaoint Configuration Echelon LonPaoint Configuration

# Unregistered Plugins Description

0 ACME Example C# Device Plug-In Illustrates an LNS Device Plug-In implemented in C# using Echelon's LNS Plug-In Framework
1 Echelon iLON SmartServer Configuration Echelon iLON SmartServer Configuration

2  Echelon iLON SmartServer WebServer Configuration Echelon iLON SmartServer WebServer Configuration

3 Echelon LNS Report Generator Generates a customizable report of an LNS network.

4 Echelon LanMaker XML Interface Echelon LanMaker XML Interface

7. Click OK to register the plug-in with OpenLNS.

8. Right-click the subject device or functional block in the OpenLNS tree, point to Device Plug-ins

or FB Plug-ins, and then click Browse or Configure to starts the plug-in that implements the

selected command for the selected device or functional block. If you have installed OpenLNS CT,

selecting Browse typically starts the OpenLNS Browser
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You can click the More option to open the Launch Plug-in dialog and start other plug-ins that are

registered for the same device or functional block.

9. The plug-in that implements the selected command for the selected device or functional block
starts. In this example, clicking Browse launches the OpenLNS Browser.
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Viewing LONWORKS Devices

You can view and configure the all the LONWORKS devices in your network or on a specific channel
using the Overview — Devices Web page. This Web page displays the statuses, subnet/node IDs,
names, and Neuron 1Ds of the devices. You can also use this Web page to discover uncommissioned
devices on the network, replace devices, and wink and test devices.

In General mode, the Overview — Devices Web page displays the status, name, and parent
channel for each device.

In Driver mode, the Overview — Devices Web page displays the status, subnet/node 1D, channel,
name, Neuron ID, template (XIF or XML file), and location of each device, and you can use this
Web page to re-name, upgrade, update the location string, wink, or test any device. In addition,
you can use this Web page to install new devices that have been added to the network using the
SmartServer’s new device discovery feature, and you can replace devices that have failed using
the new automatic device replacement feature.

To use the Overview — Devices Web page to view LONWORKS devices, follow these steps:

1.

To configure, install, replace, or test devices, click the Driver option at the top of the navigation
pane on the left side of the SmartServer Web interface.

Right-click a LONWORKS network or channel in the SmartServer tree or OpenLNS tree, point to
Overview, and then select Devices.
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overviewk | Powerline Repeating Analysis

Note: You can select two or more channels and view all the devices on those channels in the same
Overview — Devices page; however, the SmartServer’s performance may be impacted by trying to
create large lists of objects.

3. The Overview — Devices Web page opens. For the LONWORKS channel on which the
SmartServer is attached, this Web page by default displays the SmartServer's internal application
device (i.LON App), local network interface used for polling external data points and testing
external devices (iLON NI), LonTalk device (LtaLdv), and remote network interface (RNI), if

being used.
. .
Overview - Devices
Select Device Lon Devices Dcontinuously []Auto-Assign Devices to Placeholders
O General @ Driver Subnet Node Channel Device MNeuron ID Replacement ID
F el Lan ] 1 3 Channel 1 [i.LON App 03000028cd02 |
I & SmartServer N T —
T Remote Access 19 1 4 Channel 1 |[iLON NI 03000028cd04 |
=i myNetwork 2 & 1 5 Channel 1 |MultiSensor 0700000095fe |
%) virtch 3@ 1 1 Channel 1 |Ltaldv 03000028cd05 |
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! .LoN App (Internah 4 B 1 6 Channel 1 |Al-1 000256654500 |
>
% ILON NI (Internal 5 = 1 7 Channel 1 |AO-1 000196794200 |
&) MultiSensor
# 4 Ltaldv (Internal) s B 1 8 Channel 1 |DIO-1 00145784500 |
& A1 i - | 1 3 Channel 1 |DIO-2 00a145791500 |
Bao1
B pio-1
=

4. You can sort the objects listed by clicking a property header.
5. View and /or configure the following properties:

Icon/Status Displays the icon used to represent the device in the SmartServer or
OpenLNS tree and in the application frame. If the device is
uncommissioned, offline, or not synchronized with the OpenLNS
network database, this box is highlighted orange, red, or yellow,
respectively.

Subnet Displays the channel (subnet) on which the device is attached. The
Node property uniquely identifies the device on the subnet.

The subnet/node 1Ds begin with an address of 1/1 and increase
sequentially to 1/2, 1/3, and so on for devices on the same channel
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(subnet). For a second channel created on the network, the
subnet/node I1Ds would begin with an address of 2/1 and increase
sequentially to 2/2, 2/3, and so on.

This property is only displayed in Driver mode; it is not displayed in
General mode.

Displays the unique 1D assigned to the device on the channel (subnet).

This property is only displayed in Driver mode; it is not displayed in
General mode.

Displays the name of the device's parent network. This field is
read-only. This property is only displayed if you opened this Web
page by right-clicking the network icon.

Displays the name of the device's parent channel. This field is
read-only.

Displays the name of the device. In Driver mode, you can change the
name. In General mode, this field is read-only.

Displays the Neuron ID of the device. The Neuron ID is a unique
48-bit number that is manufactured into an external device or assigned
to one of the SmartServer's 16 internal devices. This property is only
displayed in Driver mode; it is not displayed in General mode.

If the device is uncommissioned, 000000000000 is displayed. To get
the Neuron ID of the device, select Auto-Assign Devices to
Placeholders and then click Scan if the device is already attached to
the network, or click the Continuously option if you are incrementally
attaching the devices to the network.

A message is broadcast to all the devices on the network that triggers
the uncommissioned devices to identify themselves by their Neuron
IDs. The SmartServer matches the uncommissioned devices on the
network to the logical devices that you have added to the SmartServer
or OpenLNS network based on program ID. The Neuron IDs of the
uncommissioned devices appear in the Replacement ID properties,
and under construction triangles appear to the right of their device
icons.

Click Submit to save the assignments of the discovered Neuron IDs to
the devices.

For more information on using the Overview — Devices Web page to
get the Neuron IDs of uncommissioned devices, see Automatically
Acquiring the Neuron ID with Overview Devices Web Page later in
this chapter.

Displays the Neuron 1D of an uncommissioned device on the network
that the SmartServer has discovered.

This property is only displayed in Driver mode; it is not displayed in
General mode.

You can use the Overview - Devices Web page to replace devices
quickly. You can attach a replacement device to the network, acquire
its Neuron 1D automatically using device discovery, and then assign
the replacement device to the original device in the SmartServer or
OpenLNS database. The SmartServer will then automatically
exchange the configurations of the replacement and original devices,
preserving the configuration of all the data points and configuration
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properties of the original device, and then commission the replacement
device. For more information on using the Overview — Devices Web
page to replace devices, see Automatically Replacing Devices later in
this chapter.

Displays the unique, 16-hex digit ID that uniquely identifies the device
application in the following format:
FM:MM:MM:CC:CC:UU:TT:NN [Format (F), Manufacturer 1D
(M), Device Class (C), Usage (U), Channel Type (T), Model Number
(N)]. This field is read-only.

This property is only displayed in Driver mode; it is not displayed in
General mode.

Displays the full path of the device interface (.xif or . XML file),
which is the logical interface to the device. A device's interface
specifies the functional blocks, network variables, configuration
properties, and configuration property default values defined by the
device’s application.

This property is only displayed in Driver mode; it is not displayed in
General mode.

Displays the way point acquired or entered for the device. A way
point is a set of coordinates (latitude and longitude) that identifies the
device’s location in physical space. This property is useful for outdoor
lighting systems.

Typically, way points are acquired with a GPS receiver and then
downloaded to the SmartServer using SOAP/HTTP messages over the
console port.

Alternatively, you can enter a description of the device

6. Optionally, you can wink or test discovered devices. To do this, right-click anywhere in the
device’s row and then click Wink or Query Status on the shortcut menu.

¢ You can wink a device to identify it on the network and verify that it is communicating
properly. A device that supports the Wink command generates an application-dependent
audio or visual feedback such as a beep or a flashing service LED when winked. Wink
commands are typically used when installing or diagnosing multiple devices in a system,
where a network tool may be needed to confirm the identity of a given device.

e You can test a device to open the Query Status dialog and view network statistics such as the
number of message transmission and receipt errors, transaction timeouts, and the number of
missed or lost messages that indicate whether the device is operating and is configured
correctly, and to view the current device configuration and application state. For more
information on the Query Status dialog, see Querying Devices later in this chapter.
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7. Click Submit to save any changes.

Changing the Channel of Devices

You can physically move a device to a different compatible channel and then logically move the
device in the SmartServer or OpenLNS tree. You can move an application device, preserving the
device’s configuration and all of its connections, and you can move the near or far side of a router. To
move a device to a different channel, follow these steps:

1. Physically remove the device from the source channel and attach it to the destination channel.

2. Right-click the device to be moved logically, point to Change Channel, and then click a
compatible destination channel on the shortcut menu.

Navigate

® General O Driver
25k LAN
= & SmartServerloca
T Remote Access
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E=< LON
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DIO, properties
= & Do
& A0-| Delete
i iLon
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# () 192.168.1.8

Rename

Change Channel p

Channel 1

Add Functional Block

Manage »

3. Click Submit.

4. The device and all of its children functional block and data points are logically removed from the
source channel and they are added to the tree of the selected destination channel.
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Creating and Configuring LONWORKS Routers

A router enables application devices on separate channels to communicate. The router may be a
LonPoint router, an MPR-50 Multi-Port Router, a SmartServer with IP-852 routing, an i.LON 600
LONWORKS/IP Server, a SmartServer, or other compatible ISO/IEC 14908-1 (Control Network
Protocol [CNP]) or ISO/IEC 14908-4 (IP-852) router.

You can use a single router to connect two channels or use multiple redundant routers between the
same pair of channels. You can also use an MPR-50 Multi-Port Router to connect up to four TP/FT-10
free topology twisted-pair channels, or to connect one or more FT/TP-10 channels to a TP/XF-1250
high-speed backbone. See the MPR-50 Multi-Port Router User’s Guide for more information on
installing and using the MPR-50 Multi-Port Router.

To add a router you first define the router and then commission it. To define a router, 